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■■ P R E F A C E

In the United States, adolescents’1 use of digital technologies and social media 
has become a predominant form of communication and socialization. In 2010, 
U.S.  adolescents spent an average of 8.5 hours per day interacting with digital 
devices, an increase from 6.5 hours in just 2006 (Kaiser Family Foundation, 
2010). Mobile phones are the communication centerpiece for contemporary 
teens, with text messaging via cellphone the most popular form of offline com-
munication among U.S.  adolescents today, even above calling (Lenhart, 2009). 
Although estimates of technology use vary by socioeconomic status, ethnicity, 
and region, the trend appears to be increased use across the board.

Adolescents’ use of mediated technologies and social media is part of what 
has been termed the digital revolution, or the unprecedented influence of digital 
technology and social media on the production of knowledge, communication, 
and creative expression (Giedd, 2012). The term revolution importantly suggests 
upheaval and a reorganization of norms, for it is not merely the emergence of new 
technology but also the unprecedented pace at which it has been adopted that have 
caused such widespread change and controversy. The purpose of this book is to 
examine the contours of this revolution across two complex domains: adolescent 
sexual behavior and the legal system. We developed an interest in this particular 
nexus as a result of our respective professional activities in the legal, forensic, and 
clinical realms where cases involving child and adolescent psychosexual develop-
ment, digital technology, and some interface with the legal system became increas-
ingly common in our work. During this same period, polarized accounts in the 
popular media focused on high-profile individual cases that resulted in tragedies 
(e.g., suicide, electronic harassment, juveniles’ felony charges of child pornogra-
phy), and we became aware of the great need for scholarship that could bring an 
empirical perspective to bear on these complex, interdisciplinary topics.

It is important to note that the popular discourses of today which alternatively 
venerate or vilify the effects of digital technology have a long social history. Marvin 
(1998), for example, showed how debates that followed the introduction of elec-
tricity and telecommunications in the late nineteenth and early twentieth centu-
ries on the one hand glorified the potential effects of technology and on the other 
condemned the same for its disruption of social relationships and hierarchies. 
We suggest, however, that the effects of the digital revolution may be uniquely 
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polemic and controversial due to the other topics of our analysis: adolescent sexual 
behavior and the law. A contributor to this collection, Professor Mary Leary, wrote 
one of the first pieces of legal scholarship on the topic of youth-produced sexual 
images (i.e., “sexting”; Leary, 2008), and she presciently observed, “Any social 
problem that exists at the intersection of adolescence, sex, technology, and crimi-
nal law compels strong reactions from all sides” (Leary, 2010, p. 2). Leary went on 
to note that these strong reactions result in “sensationalism and oversimplification 
of complex and multifaceted issues making it more difficult to discuss the prob-
lem rationally and productively” (Leary, 2010, p. 2). Leary’s analysis is no less true 
today, and it remains an important caution as we endeavor to bring an empirical 
perspective to bear on the current volume’s controversial topics.

By way of introducing this collection, we have identified several themes in the 
chapters that follow, and they also capture important tensions in popular and pro-
fessional writing about the interface between child and adolescent sexual develop-
ment, digital technology, and the law. The first theme involves the methodological 
and conceptual challenges of research on each of the book’s major topics. This 
includes research on childhood and adolescent sexuality, a topic that Drs. Malin 
and Saleh review in Chapter 3; the methodological dilemmas in research on digi-
tal life among adolescents, which Drs. Smahel and Subrahmanyam consider in 
Chapter 4; and a view from the legal literature on the effects of “new technology” 
on “old law,” which Professor Grudzinskas and colleagues review in Chapter 1.

An additional research challenge is the pace of research and the peer review 
process relative to rates of digital penetration, or the amount of time it takes for a 
new technology to be used by 50 million people. As summarized by Giedd (2012, 
p. 101), the rates of penetration for digital technologies have no historical prec-
edent: “For radio, technological penetration took 38 years; for telephone, 20 years; 
for television (TV), 13  years; for the World Wide Web, 4  years; for Facebook, 
3.6 years; for Twitter, 3 years; for iPads, 2 years; and for Google+, 88 days.” This 
landscape creates an inevitable lag between the day’s most popular device or 
application and professional knowledge about it. Several years ago, for example, 
a spate of research on the once-popular social networking site MySpace provided 
an empirical knowledge base of this platform—but by the time this work was 
published teenagers had largely migrated to Facebook. When we drafted a pro-
posal for the current book, the most popular applications of 2013 (e.g., Twitter, 
Tumblr, Snapchat, Vine) were not even on our radar. The tensions of “keeping up” 
are therefore evident in this collection across scientific and legal discourses, with 
related practical dilemmas for stakeholders such as parents, policymakers, legisla-
tors, and attorneys.

The second theme involves the fact that adolescents are often the early adopters 
and defining users of novel technology. This dynamic, which resembles the pro-
totypical generational gap, has been referred to as the generational digital divide 
or simply the digital divide (Herring, 2008; Kolodinsky, Cranwell, & Rowe, 2002). 
This divide has been popularly described by the heuristic of digital natives and 
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digital immigrants, with digital natives defined as those who came of age after 
1980, in an era of electronic multitasking, and for whom little distinction is felt 
between online and offline contexts (Palfrey & Gasser, 2008; Prensky, 2001). It 
is not merely differences in levels of use or knowledge about technology that 
defines the digital divide, however, but also the distinct cultural meanings youth 
make of online spaces. Ethnographic research of adolescents use of social media 
by Marwick and boyd (2011) exemplifies this point, with adolescent respondents 
using the term “drama” to describe public gossip and arguments via social media 
rather than the adult-based language of bullying and victimization. The research-
ers traced “drama” in this context as a gendered process that helped teens defend 
against the emotional realities of interpersonal aggression. This work shows the 
importance of taking an emic approach to research on teens and the digital revolu-
tion and how this may help shape more effective social responses.

Generational differences also include the ways in which developmental charac-
teristics of adolescence affect teens’ use of digital technology. Such normative fea-
tures of adolescence include increased sensation seeking or valuing the newness 
and intensity of experiences (Gardner & Steinberg, 2005), marked psychosexual 
transition (Diamond & Savin-Williams, 2009), and immature neurodevelopment. 
Neuroimaging research over the past decade has demonstrated the ways in which 
adolescent brain development involves a shifting balance between frontal (execu-
tive control) and limbic (emotional) systems (Giedd, 2008). Many uses of social 
media and digital technologies are emotionally driven behaviors for adolescents, 
thus representing the “perfect storm” (Calvert, 2009, p. 1) for unforeseen intersec-
tions with the legal system.

The final theme refers to exactly these clinical, legal, and policy-based chal-
lenges that arise from the interface between child and adolescent sexual develop-
ment and technology. We aim to explore the unforeseen developmental, clinical 
and legal implications of the digital revolution with respect to adolescents’ sexual 
development and activity within digital networked publics. Although a major part 
of childhood and adolescent sexual development involves online contexts, there 
is wide variability in whether an adolescent’s use of technology will facilitate or 
impede the developmental aims of this period. The ways in which communication 
technologies affect adolescent sexual behavior (and vice versa) therefore remain 
poorly understood even as these influences affect debates about what constitutes 
“normal” or atypical adolescent sexual behavior. Further, as many of the chapters 
will suggest, even if a behavior is deemed prevalent or “common,” it is not neces-
sarily either normative or healthy. We have organized the book along these themes 
in three parts.

Part I  includes four introductory chapters on the legal, developmental, and 
psychological aspects of our book’s main topics. Professor Albert J. Grudzinskas, 
Jr. and colleagues review the legal literature on how novel technologies have 
challenged existing legal codes in recent case law. Dr. Andrew Harris then pres-
ents an overview of the dynamic relationship between youth development, 
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communication technology, norms of social interaction, and popular culture. Drs. 
Malin and Saleh review the current scientific knowledge about pediatric sexology 
and summarize the current scientific literature on sexuality, sexual development, 
and sexual behavior in adolescents. Developmental and social psychologists Drs. 
Kaveri Subrahmanyam and David Smahel present their co-construction model of 
adolescent Internet use, which posits the ways in which digital spaces represent 
an important context for adolescent sexual development. These chapters pres-
ent the conceptual bedrock of this volume’s primary topics: child and adolescent 
sexual development; how adolescents use technology to navigate developmental 
demands, notably sexual development; and the unforeseen legal implications that 
have accompanied the digital revolution.

In Part II, contributors focus on particular devices, applications, and features of 
digital technologies and applications as well as unforeseen consequences of these 
interactions. Professor Clay Calvert writes about youth-produced sexual images, 
or what is colloquially referred to as “sexting,” including the history of this con-
troversial topic and its current iterations in psychology and law. Dr. Charles Scott 
describes the contemporary landscape of social networking, highlighting the 
increased popularity of microblogging platforms such as Tumblr and Twitter. The 
difficulty of conducting empirical research on the digital revolution is exempli-
fied by the evolving popularity of social networking sites and social media among 
adolescents, representing how empirical knowledge about the digital revolution 
can be a “moving target.”

In addition to the potentially adaptive aspects of adolescents’ online activities, 
the digital revolution may also portend new venues for sexual and interpersonal 
aggression, as well as frank violence and sexual exploitation. Indeed, the popular 
press has been most likely to focus on this aspect of digital life. Although such per-
ils are real, we aim to emphasize an empirical perspective on these controversial 
and socially volatile topics in order to place them in context of current scientific 
knowledge and emergent challenges to existing legal codes. Four chapters take 
up the issues of sexual violence and interpersonal aggression from the perspec-
tive of adolescents as victims and adolescent perpetrators. Dr. Barry Feldman and 
colleagues critically analyze the literature on cybersexual harassment and suicide 
in Chapter 7, clarifying the empirical association between cyberharassment and 
suicidality and reviewing legislative responses to this issue. In Chapter  8, Cyril 
Boonmann, Professor Grudzinskas, and Dr. Marcel Aebi review what is currently 
known about the relationship between the Internet and juvenile sexual offend-
ing. They highlight how the digital revolution affects the already complex topic 
of juvenile sex offending and the implications for clinical, forensic, and legal 
professionals. A similar dynamic is observed in Dr. Abigail Judge and Professor 
Mary Leary’s chapter, which reviews one of the most pernicious crimes against 
youth: the commercial sexual exploitation of children and adolescents (CSEC) in 
the United States. The authors review a range of definitions for CSEC and then 
survey the ways in which technology has transformed the crime’s ecosystem, 
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concluding with implications for child victims and future research. Finally, crimi-
nologist Lisa Murphy, Rebekah Ranger, and Dr. Paul Fedoroff critically examine 
how the Internet challenges legal and clinical definitions of child pornography 
(also referred to as images of child sexual abuse), including the difficulties in creat-
ing an international legal definition.

In addition to the implications of the digital revolution for individual adoles-
cents, developmental theory, and the legal system, parallel dilemmas have emerged 
for the adults responsible for fostering healthy development among teens. This 
includes mental health professionals, attorneys, policymakers, educators, and 
parents. Part III of the book describes the implications for these stakeholders, 
including pragmatic suggestions, potential best practices, and emergent ethical 
dilemmas. Dr. Andrew Clark describes the implications of the digital revolution 
on parenting tasks and reviews the available literature on monitoring adolescents’ 
online activities, fostering youth self-disclosure, and risk factors for problematic 
online activity. Drs. Andrew Harris and Judith Davidson present data from a mul-
tistate, mixed-method study that investigated youth and adult perspectives on teen 
sexting behavior, highlighting important divergences between different stakehold-
ers and suggesting parameters of effective educational responses. In Chapter 13, 
Drs. Liwei Hua, Scott Yapo’s, Amy Yule, and Tristan Gorrindo provide a psychi-
atric perspective on evaluating technology use among adolescents and offer prac-
tical guidance to other mental health professionals. Finally, Drs. Ariel Seroussi, 
Daniel Bonnicci, Gregory Leong, and Robert Weinstock discuss ethical and legal 
considerations regarding technology and the Internet as they relate to adolescents 
and the mental health clinicians charged with their care. The absence of profes-
sional consensus about these topics make ethical decision making very complex, 
and the authors propose a framework for navigating ethical dilemmas in the face 
of rapid change. Finally, Drs. Christopher Racine and Stephen Bates Billick pro-
vide a conclusion that synthesizes the book’s themes and suggests practice implica-
tions as well as future research directions regarding the study of adolescent sexual 
behavior in the digital age.

Finally, the Editors would like to thank their loved ones for their patience, sup-
port and tolerance of us and this project. Without them, the piles of revisions would 
long ago have wound up flaming into some late night sky. Specifically, Fabian Saleh 
thanks his wife, Silvia, and daughter, Olivia. Albert Grudzinskas thanks his wife, 
Joy, and children Lisa, Jason, daughter in law ‘Laine and grandchildren Robert 
(RJ), Rachel, Rilee, and Daniel. Abigail Judge acknowledges Caedmon Cahill, for 
stalwart friendship from adolescence to the present, and also her young patients 
and their families, who teach her about adolescence today.

Fabian M. Saleh
Albert J. Grudzinskas Jr.

Abigail Judge
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■■ N O T E

1. Although we recognize that adolescence as a developmental phase may continue well 
beyond age 18, given that neurodevelopment continues into the third decade of life, we have 
opted to define adolescence in a manner consistent with the age of majority since much of 
this book focuses on legal matters. We recognize the limits of this definition, however, given 
the special status and at times contradictory definition of childhood in the U.S. legal system.
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■■ I N T R O D U C T I O N

The law is often slow to respond to scientific and social developments. Responses 
are often governed not by empirical evidence, developed during systematic study of 
an issue, but rather by expedient legislative response to the most loudly expressed 
media coverage of an issue. Examples of such responses have been detailed for a 
variety of issues relating to human sexuality, including sexual relations between 
unmarried individuals, sexual relations between members of the same gender, sex 
offender commitment laws and sex offender registries, pornography in general and 
child pornography in particular. We will address the broad topics of pornogra-
phy and child pornography and efforts by prosecutors, legislatures, and courts to 
respond to the explosion of technology and its impact on the dissemination of this 
material through these avenues. The chapter will consider in particular how child 
pornography laws have been used by prosecutors in situations such as “sexting” 
(electronic dissemination of self-created images) by adolescents, without regard to 
the evidence regarding risk and potential for harm, considered by legislators at the 
time the statutes were created or by the court when relevant decisions were rendered 
and without regard to consequences and impact. We will review the arguments for 
and against harsh punishment for child pornography offenders and consider the 
same in light of the concept of sentencing proportionality and the original intent 
of the statutes—protection of children. The efficacy of negative sanctions in reduc-
ing recidivism will also be considered. The chapter will conclude with a discussion 
of attempts by various jurisdictions to develop laws that address these issues. This 
chapter will provide background to guide the discussion of legal developments in 
topics such as sexting, cyber-bullying, and the use of the Internet to sexually exploit 
children, adolescents, and young adults addressed later in this volume.

■■ T H E  P R O B L E M

In May 2008, a 17-year-old Wisconsin teen was charged with criminal libel 
and defamation, sexual exploitation of a child (by a person under 18  years of 
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age), possession of child pornography by a person under 18  years of age, and 
causing mental harm to a child for posting nude photos of his ex-girlfriend on 
his MySpace page. The photos were sent to him by his ex-girlfriend, but the 
accused disseminated them on social media as “revenge” when they broke up 
(Wisconsin v.  Phillips, 2008). The Court accepted his plea of guilty to causing 
mental harm to a child, as part of a plea bargain, and the remaining charges 
were dismissed. He was, however, sentenced to 100 hours of community ser-
vice and three years’ probation. During probation, he was ordered not to “own, 
operate, or possess a computer, software modem, cell phone or any gaming 
system that has Internet access capabilities including Facebook and MySpace” 
(Wisconsin v. Phillips, 2008).

In December 2008, a 15-year-old Ohio girl was arrested and charged in 
juvenile court for “possessing criminal tools and the illegal use of a minor in 
nudity-oriented material.” The girl, who faced felony charges and possible regis-
tration as a sex offender, allegedly took nude photos of herself and sent them to 
other minors in her high school. If convicted, the girl could have faced a sentence 
of anywhere from probation to several years in a juvenile detention center, as well 
as being ordered to register as a sex offender under Ohio law (Michaels, 2008).

In 2009, a number of Greenburg, Pennsylvania, high-school students faced 
child pornography charges after three teenage girls allegedly took nude or semi-
nude photos of themselves and shared them with male classmates via their cell-
phones. The female students, all 14 or 15 years old, faced charges of manufacturing, 
disseminating, or possessing child pornography, while the boys, who were 16 and 
17, faced charges of possession of child pornography. The photos were discovered 
after school officials seized a cellphone from a male student who was using it in 
violation of school rules and found a nude photo of a classmate on the phone. 
Police were called in and their investigation led them to other phones containing 
more photos (Pilkington, 2009).

In 2010, at Susquenita High School, near Harrisburg, Pennsylvania, eight stu-
dents, ranging in age from 13 to 17, were accused of using their cellphones to 
take, send, or receive nude photos of each other and in one case a short video 
alleged to be depicting oral sex. The investigation resulted in a felony pornography 
charge for each minor. Ultimately, the students agreed to take a class on victimiza-
tion and perform community service. After completing the so-called “diversion-
ary program” and a period of probation, the juvenile conviction records would be 
expunged for five students without juvenile records, and one-year probation for 
the youth with a prior record (Elias & Victor, 2010).

In another school in the same county, 20 students at Tunkhannock High School 
were threatened with felony child pornography charges unless they agreed to a 
five-week, 10-hour educational course designed by the prosecutor in conjunction 
with two social service agencies. The underlying incident involved pictures of two 
young teenage girls from the waist up, one dressed in an opaque white bra, the 
other in a bathing suit, and a picture of one older teen who took a seminude picture 
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of herself exposing her breasts but covering the rest of her body with a towel, and 
saved the picture to her phone. A  teacher confiscated her phone one morning 
before class (the school bans student cellphone use on school grounds). When 
the photos were found, the students and others in possession of the photos were 
also charged with possessing child pornography by the Wyoming County (PA) 
District Attorney. To avoid the charges, the students were offered a plea, which 
included submitting to a five-week course on violence and victimization, meeting 
twice a week. However, the three young women (initially, but only one contin-
ued to press for appellate review) sued the school, seeking damages for invasion 
of privacy and accusing the school of violating their First Amendment right to 
free speech and Fourth Amendment protection from illegal searches and seizure. 
The appellants also claimed a violation of the Fourteenth Amendment substantive 
due process right “to raise their children without undue state interference” (Miller 
v. Mitchell, 2010). The expressed sentiment among law enforcement and district 
attorney was that of “example setting”; while the charges and the punishments 
seem harsh, local officials sought to set a precedent for indecent behavior that may 
or may not be directly addressed under current child pornography statutes (Teen 
sues Pennsylvania school district in sexting case, claiming principal looked at her 
nude photos, 2010). A U.S. District Court judge eventually enjoined the district 
attorney’s office from initiating criminal charges against the three plaintiffs (Miller 
v. Mitchell, 2010).

On January 14, 2010, Phoebe Prince, a 15-year-old “new girl” recently emi-
grated from Ireland, committed suicide after a prolonged and systematic period of 
bullying and harassment that included the use of Twitter, Craigslist, Facebook, and 
Formspring at her new school in South Hadley, Massachusetts. Eight Massachusetts 
teens were eventually indicted for their actions in the case, charged with violat-
ing Ms. Prince’s civil rights, criminal harassment, and in two cases with statutory 
rape (ultimately dismissed at the request of the victim’s family) (Khadaroo, 2011; 
Masslive, 2013). The case eventually led to Massachusetts adopting a comprehen-
sive antibullying law that requires all school districts to submit a plan for approval 
by the Department of Education (Massachusetts General Laws, 2013).

All of the above incidents indicate areas of social interaction where society may 
have an interest in regulating conduct. Yet each example was regulated by laws 
in existence at the time that were not designed to address the specific issues pre-
sented. Additionally, none of the existing laws considered the special developmen-
tal concerns that adolescent participation in these activities may bring to bear on 
the issues. As noted above, the idea that an issue grabs the public’s attention (and, 
more often today, is driven by media focus on a topic) and creates a clamor for 
legislatures to address the perceived shortcomings of the law is not new. The pat-
tern of societal behavior that leads to legislative response, identified by Sutherland 
(1950) to demonstrate the development of sex offender commitment laws, is strik-
ingly similar to the pattern in effect in recent years with respect to the develop-
ment of sexting and cyber-bullying laws in the United States. A state’s fears are first 
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aroused by media attention to conduct involving sexual expression (or, in the sex 
offender commitment example, by a heinous crime), frequently involving a child 
victim. A protracted public debate adds to the fear. The fear is seldom related to 
the statistical evidence supporting risk of harm or even of further offenses. This 
leads to the next step in the process, the agitation of community activity and the 
call for protective legislation. The next step often involves the appointment of a 
study group or task force to draft such legislation. The final step is the presenta-
tion of the law as the most scientific and enlightened method of protecting soci-
ety from dangerous conduct and to “save the children” (Grudzinskas, Brodsky, 
Federoff, et al., 2009; Sutherland, 1950).

■■ N O R M A T I V E  B E H A V I O R

The question of what is “normal” behavior in a sexual context is difficult to 
answer. It becomes more difficult when we add in consideration of adolescent 
behavior. Despite research clearly demonstrating that even young children 
engage in a broad range of sexual behaviors without any evidence of a history 
of abuse (Friedrich, 2003), beliefs persist that such conduct is not “normal” 
(Jackson, 1990). Normative behavior is the result of an evolutionary process. 
Consensus is difficult to reach when the institutions that help define the con-
sensus are themselves evolving under pressure to change (Fagan, 2009). For 
example, one can consider the evolution of issues related to consensual sexual 
contact between members of the same gender. At Common Law, this was a 
capital offense. During the trial of Oscar Wilde for “gross indecency” for engag-
ing in consensual sex with another adult male, Justice Wills, who had for many 
years presided over countless rape and murder trials, declared Wilde’s case to 
be “the worst” he had ever tried and that the defendant was deserving of the 
“severest” punishment. Justice Wills stated, “In my judgment it [the sentence 
of two years in jail] is totally inadequate for a case such as this.” (Hyde, 1948, 
pp. 59–60, 63). The U.S. Supreme Court, in the case of Lawrence v. Texas, held 
that the Texas statute making it a crime for two persons of the same sex to 
consensually engage in certain intimate sexual conduct violates the Due Process 
Clause. The Court noted that there had been no showing of a government 
interest that overrode the right to privacy. The Court opined, “Our obligation 
is to define the liberty of all, not to mandate our own moral code” (Lawrence 
v.  Texas, 2003). Recent legal developments with respect to gay marriage dem-
onstrate that issues other than morality—contractual issues, issues of sup-
port, and public health issues (Goodridge v.  Dept. of Public Health, 2003)  and 
estate tax issues (U.S.  v.  Windsor, 2013)—may well influence the development 
of the definition of “normality.” When one adds the complexity of adolescent 
development, the endeavor becomes particularly difficult. Issues relating to 
sexual development and behavior in children and adolescents are addressed in 
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Chapters  3 and 4 and should be considered in conjunction with the materials 
presented below.

■■ O B S C E N I T Y  L A W S  A N D  T H E  D E V E L O P M E N T 

O F   C H I L D  P O R N O G R A P H Y  J U R I S P R U D E N C E

As we have already noted, the legal response to issues regarding adolescents 
and their use of evolving media for sexual expression has often used the law 
developed with respect to pornography and child pornography. To understand 
how, if, and why this approach may have validity, it is important to under-
stand how this area of the law developed, and the issues sought to be addressed 
by obscenity laws and child pornography laws in particular. Two presidential 
commissions considered recommendations on a national response to pornog-
raphy. In 1970, the Lockhart Commission recommended eliminating all crimi-
nal penalties for pornography except for pornographic depictions of minors or 
sale of pornography to minors. The Meese Commission in 1985 recommended 
continued enforcement of all laws regulating hard-core pornography, including 
adult-only versions. To consider whether such use is appropriate, it is impor-
tant to understand the evolution of obscenity laws in the United States, the 
rationale for legislative responses, and the response of the Supreme Court to 
challenges to these laws. The issue of what is obscenity and what to do about it 
has been argued about for decades. From the consideration of whether James 
Joyce’s Ulysses tended to “stir the sex impulses or to lead to sexually impure 
and lustful thoughts” (United States v.  One Book Entitled Ulysses by James 
Joyce, 1934)  through Justice Stewart’s “I know it when I  see it” pronouncement 
(Jacobellis v. Ohio, 1964), a definition remained hard to express.

In its decision in Miller v. California (1973) the U.S. Supreme Court defined 
the standards that were to be used to identify obscene material that a state might 
regulate without infringing on the First Amendment (made applicable to the states 
through the Fourteenth Amendment). The question before the court was whether 
the sale and distribution of obscene material was protected under the First 
Amendment. The Court ruled that it was not; it indicated that obscene material 
is not protected by the First Amendment. However, the Court acknowledged the 
inherent dangers of any undertaking to regulate any form of expression and said 
that state statutes designed to regulate obscene materials must be carefully limited. 
The Court, while finding that it was unreasonable for the Court to articulate a 
single formulation for all 50 states, held that obscene materials would be defined 
as those that the average person, applying contemporary community standards, 
find, taken as a whole, appeal to the prurient interest; that depict or describe, in a 
patently offensive way, sexual conduct specifically defined by applicable state law; 
and that, taken as a whole, lack serious literary, artistic, political, or scientific value 
(Miller v. California, pp. 30–35).
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In its decision in New  York v.  Ferber (1982) the U.S. Supreme Court upheld 
a New York statute prohibiting persons from knowingly promoting sexual per-
formances by children under 16 by distributing material that depicts such per-
formance. The Court found that the legislative judgment that child pornography 
is harmful to the physiological, emotional, and mental health of children passes 
First Amendment scrutiny. The Court held that the State’s interest in protecting 
children allows laws prohibiting distribution of images of sexual performances by 
minors even where the content does not meet tests of obscenity. The Court further 
found that child pornography may be banned without first being deemed obscene 
under Miller for five reasons:

1. The government has a very compelling interest in preventing the sexual 
exploitation of children.

2. Distribution of visual depictions of children engaged in sexual activity is 
intrinsically related to the sexual abuse of children. The images serve as a 
permanent reminder of the abuse, and it is necessary for government to reg-
ulate the channels of distributing such images if it is to be able to eliminate 
the production of child pornography.

3. Advertising and selling child pornography provides an economic motive for 
producing child pornography.

4. Visual depictions of children engaged in sexual activity have negligible 
artistic value.

5. Thus, holding that child pornography is outside the protection of the First 
Amendment is consistent with the Court’s prior decisions limiting the ban-
ning of materials deemed “obscene” as the Court had previously defined it. 
For this reason, child pornography need not be legally obscene before being 
outlawed (New York v. Ferber, pp. 756–765).

In Miller v.  California, the Court held that the First Amendment allowed 
the government to restrict obscenity. In New York v. Ferber, the Court held that 
the government could restrict the distribution of child pornography to protect 
children from the harm inherent in making it. Before 1996, Congress defined 
child pornography with reference to the Ferber standard. In passing the Child 
Pornography Prevention Act of 1996 (CPPA), Congress added the two categories 
of speech in this case to its definition of child pornography that were subsequently 
challenged (Ashcroft v. Free Speech Coalition, 2002). This case addresses a number 
of issues raised for consideration by this book.

The CPPA first prohibited “any visual depiction, including any photograph, 
film, video, picture, or computer or computer-generated image or picture” that “is, 
or appears to be, of a minor engaging in sexually explicit conduct.” This provision 
was ostensibly designed to capture a range of depictions, sometimes called “virtual 
child pornography,” which include computer-generated images, as well as images 
produced by more traditional means such as using youthful-looking actors. A sec-
ond CPPA provision prohibited “any sexually explicit image that was advertised, 



1. New Technology Meets Old Law ■ 9

promoted, presented, described, or distributed in such a manner that conveys the 
impression it depicts a minor engaging in sexually explicit conduct.”

The Free Speech Coalition1, fearing that Congress’s expanded definition of 
child pornography would endanger their legitimate activities, filed a lawsuit seek-
ing to enjoin enforcement of the CPPA in the U.S. District Court for the Northern 
District of California. They alleged that the first provision, prohibiting images 
that “appear to be” children engaged in sexual activity, and the second, prohibit-
ing speech that “conveys the impression” that the images depict minors engaged 
in sexual activity, were overbroad and vague and had a chilling effect on their 
legitimate work. The District Court disagreed, adding that the overbreadth claim 
was specious as it was “highly unlikely” that any “adaptations of sexual works like 
Romeo and Juliet . . . will be treated as ‘criminal contraband.’ ” (Ashcroft p. 243)

The Ninth Circuit reversed, reasoning that the government could not prohibit 
speech merely because of its tendency to persuade its viewers to engage in illegal 
activity. It ruled that the CPPA was substantially overbroad because it prohibited 
material that was neither obscene nor produced by exploiting real children, as 
Ferber prohibited. The court declined to reconsider the case en banc. The govern-
ment asked the Supreme Court to review the case, and it agreed, noting that the 
Ninth Circuit’s decision conflicted with the decisions of four other circuit courts 
of appeals. Ultimately, the Supreme Court agreed with the Ninth Circuit. The 
Court held that the two provisions of the CPPA were unconstitutional because 
they abridged “the freedom to engage in a substantial amount of lawful speech.” 
The Court found that “While the Government asserts that the images can lead to 
actual instances of child abuse, the causal link is contingent and indirect. The harm 
does not necessarily follow from the speech, but depends upon some unquantified 
potential for subsequent criminal acts” (Ashcroft, p. 250) As we have seen in the 
cases noted above, assertions of harm are an important consideration in the appli-
cation of obscenity laws and particularly child pornography laws by prosecutors to 
engagement in technology-based sexual expression by adolescents.

After the Court’s decision in Free Speech Coalition, Congress produced legisla-
tion known as the Prosecutorial Remedies and Other Tools to End the Exploitation 
of Children Today Act of 2003. Taking its lead from the Free Speech opinion, 
Congress outlawed solicitation and pandering.2 On April 26, 2004, as part of an 
undercover operation aimed at combating child exploitation on the Internet, 
Special Agent Timothy Devine of the U.S. Secret Service, Miami Field Office, 
entered an Internet chat room using the screen name “Lisa n Miami.” Devine 
observed a public message posted by a user employing a sexually graphic screen 
name, which was later traced to the defendant Williams. After a series of online 
exchanges, Williams posted a hyperlink that Devine accessed. The computer 
hyperlink contained, among other things, seven images of minors engaging in 
sexually explicit conduct. The nude children in the photos were approximately five 
to 15 years old, displaying their genitals and/or engaged in sexual activity. Secret 
Service agents executed a search warrant of Williams’ home. Two computer hard 
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drives seized during the search held at least 22 images of minors engaged in sexu-
ally explicit conduct or lascivious display of genitalia. Most of the images depicted 
prepubescent children and also depicted sadomasochistic conduct or other depic-
tions of pain. Williams was charged with one count of promoting, or “pander-
ing,” material “in a manner that reflects the belief, or that is intended to cause 
another to believe,” that the material contains illegal child pornography, which 
carries a 60-month mandatory minimum sentence. Williams was also charged 
with one count of possession of child pornography under 18 U.S.C. § 2252A(a)
(5)(B). Williams filed a motion to dismiss the pandering charge on the grounds 
that 18 U.S.C. § 2252A(a)(3)(B) is unconstitutionally overbroad and vague. While 
the motion was pending before the trial court, the parties reached a plea agree-
ment by which Williams would plead guilty to both counts but reserve his right 
to challenge the constitutionality of the pandering provision on appeal. The court 
sentenced Williams to 60 months.

On review, the U.S. Supreme Court held (United States v. Williams, 2008) that 
the federal statute prohibiting the “pandering” of child pornography (offering or 
requesting to transfer, sell, deliver, or trade the items) did not violate the First 
Amendment, even if a person charged under the code did not in fact possess child 
pornography with which to trade. The decision overturned the 11th Circuit rul-
ing that the statute was facially void for overbreadth and vagueness. The Supreme 
Court reasoned that there is no First Amendment protection for offers to engage 
in illegal transactions and that banning “the collateral speech that introduces such 
material into the child-pornography distribution network” does not in fact crimi-
nalize a “substantial amount of protected speech” (Williams, p. 297).

The Court further opined that the statute would not be construed to punish the 
solicitation or offering of “virtual” pornography. The Court stated that “an offer 
to provide or request to receive virtual child pornography is not prohibited by 
the statute.” A crime is committed only when the speaker believes or intends the 
listener to believe that the subject of the proposed transaction depicts real children 
rather than computer-generated/animated child pornography and thus the statute 
comports with Ashcroft.

■■ D I S P R O P O R T I O N A T E  S E N T E N C I N G

It is important to understand why the use of existing laws cannot address issues 
created by adolescent sexting. The laws as developed were designed to protect 
children. The concept of proportionality in sentencing was abandoned for ideo-
logical reasons having little to do with empirically developed evidence of dan-
gerousness and risk for reoffending. To apply these laws to teens who possess 
an image of themselves or of one intimate partner, without the revictimization 
profit motive most often cited to support strict sentencing, begins a spiral that 
has repeatedly failed in U.S. corrections policy. The debate over what empirical 
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evidence of dangerousness exists in the adult child-pornographer world has not 
been resolved. To apply these laws to the examples listed at the beginning of 
this chapter is unconscionable. The competing arguments regarding child por-
nography harm may be best summed up by recent testimony before the U.S. 
Sentencing Commission.

The Commission hearings brought into focus the divisive nature of the topic of 
child pornography. Since the focus of the guidelines is to proportionately punish 
offenders, the issues of the risk of offenders to reoffend were a primary focus. The 
following will present a representative view of the positions taken by the opposing 
sides. On one side, Susan Howley, Chair of the Victims Advisory Group, in written 
testimony asserted that:

The proliferation of child abuse images increases the risk of future victimization and 
harms the victims who are the subject of those images. It increases the risk of victim-
ization because repeated exposure to those images normalizes the sexual assault of 
children, promoting cognitive distortions. A  meta-analysis of published research on 
the effects of pornography found that:  “the results are clear and consistent; exposure 
to pornographic materials puts one at increased risk for developing sexually devi-
ant tendencies, committing sexual offenses, experiencing difficulties in one’s intimate 
relationships, and accepting the rape myth.” (Howley, 2012, p. 10)

In concluding, Howley stated, “The seriousness of crimes involving child sexual 
abuse images warrants a strong response to offenders. As one victim has stated, 
‘Unlike other forms of exploitation, this one is never ending. Every day people 
are trading and sharing videos of me as a little girl being raped in the most 
sadistic ways’ ” (Howley, 2012, p. 11).

In response, Michael C. Seto, PhD, CPsych, of the Royal Ottawa Health Care 
Group, in written testimony asserted that:

Seto et  al. (2011) identified 21 studies, representing a total of 4,464 online offenders, 
that reported on contact sexual offending history. Approximately 1 in 8 (12  percent) 
of the online offenders (mostly in trouble for child pornography offenses) had an offi-
cial record for sexual offending, but approximately 1 in 2 (55  percent) admitted hav-
ing committed a contact sexual offense in the subset of six studies that had self-report 
data (totaling 523 online offenders). The self-report is more tentative because of the 
smaller number of studies and the smaller sample size, but it does contradict the idea 
that most online offenders have already committed contact sexual offenses, even if 
some of those who denied any prior sexual contacts were lying. (Seto, 2012, p. 23)

Seto also explained that not all persons who view or collect child pornography 
meet diagnostic criteria for pedophilia. He concluded by noting, “Follow-up research 
suggests there are meaningful distinctions to make among child pornography offend-
ers. In particular, child pornography possession-only offenders appear to be [at] 
very low risk of sexual recidivism, in contrast to those with any prior or concurring 
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criminal convictions or those who engage in other sexual offending (e.g., attempted 
or actual contacts with a child, production of child pornography)” (Seto, 2012).

The situations discussed above, as we have seen, simply do not apply to the teen 
sexting world. The concept of proportionality in sentencing traces its Common 
Law roots to the Magna Carta’s prohibition in 1215 that “amercements” (fines) 
may not be “excessive.” When imprisonment became a common-law sanction, 
courts extended the principle to prison terms. The English Bill of Rights in 1689 
repeated the principle of proportionality—that punishment should not by reason 
of its excessive length or severity be greatly disproportionate to the offense charged 
(Solem v. Helm, 1983). This principle later appeared in the Eighth Amendment’s 
declaration that “Excessive bail shall not be required, nor excessive fines imposed, 
nor cruel and unusual punishment inflicted.”

For years, a debate about sentencing reform and the need for sentencing uni-
formity was waged in Congress and in the political arena. The end result was the 
Sentencing Reform Act (Reform Act) of 1984 (Comprehensive Crime Control Act 
of 1984, Title II). The U.S. Sentencing Commission is an independent agency in 
the judicial branch established by the Reform Act. The principal purpose of the 
Reform Act is to “establish sentencing policies and practices for the federal crimi-
nal justice system that will assure the ends of justice by promulgating detailed 
guidelines prescribing the appropriate sentences for offenders convicted of fed-
eral crimes” (U.S. Sentencing Guidelines Manual, 2011). The Reform Act provides 
for the development of guidelines that will “further the basic purposes of crimi-
nal punishment: deterrence, incapacitation, just punishment, and rehabilitation” 
(U.S. Sentencing Guidelines Manual, 2011, p. 1). The Reform Act provides detailed 
instructions to the Commission to create categories of offense behavior and 
offender characteristics. These factors are then entered on a sentencing grid that 
provides judges with the range of sentences to impose.

The basic objective of the Reform Act was to enhance the ability of the crimi-
nal justice system to combat crime through an effective, fair sentencing system. 
Congress sought to accomplish this by seeking honesty in sentencing (which 
included the elimination of parole), seeking reasonable uniformity in sentencing 
for similar criminal offenses, and seeking a system of proportionality that imposes 
appropriately different sentences for criminal conduct of differing severity. The 
Commission sought to solve both the practical and philosophical problems of 
developing a coherent sentencing system by taking an empirical approach. It began 
with pre-guidelines sentencing practices (based on the U.S. Parole Commission’s 
guidelines and statistics), a 10,000-person presentencing investigation dataset, 
and the substantive elements of the various federal crimes. The result was a sen-
tencing matrix supported by empirical data whenever possible.

Ignoring the principle of separation of powers, Congress has on numerous 
occasions “intervened” in the Commission’s mandate. In 2003, as part of the 
Prosecutorial Remedies and Tools Against the Exploitation of Children Today 
(PROTECT) Act, Rep. Thomas Feeney proposed what became known as the 
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“Feeney Amendment.” Despite opposition from the defense bar, current and 
former Commission members, the President of the American Bar Association, 
and Chief Justice William Rehnquist, the amendment survived and was adopted 
(Bibas, 2004). In addition to adding five-year mandatory sentences for child por-
nography receipt and distribution offenses, the Amendment eliminated some 
downward departures and directed the Commission to increase other sentences. 
It also directly amended the child pornography guidelines, further increasing pen-
alties. All of this went on without any of the empirical support that was to be the 
hallmark of the Sentencing Guidelines. Since the guidelines were mandatory, the 
Feeney Amendments, in the words of Sen. Kennedy, had “nothing to do with pro-
tecting children, and everything to do with handcuffing judges and eliminating 
fairness in our federal sentencing system” (Schneider, 2004, p. 540).

In its decision in United States v. Booker (2005), the U.S. Supreme Court struck 
down the “mandatory” nature of Sentencing Guidelines and made them advisory. 
It held that courts should consider the guidelines in a framework of all relevant 
facts, sentencing purpose, and parsimony and “Impose a sentence sufficient, but 
not greater than necessary.” A spate of decisions followed, including Rita v. U.S. 
(2007), holding that a downward departure is appropriate if the guideline itself 
is unsound or fails to treat the defendant’s characteristics in the proper way; Gall 
v. U.S. (2007), holding that sentencing courts must consider the “history and char-
acteristics” of the defendant, including even those excluded by guidelines; and 
Kimborough v. U.S. (2007), holding that a judge may disagree if guidelines fail to 
reflect empirical data and national experience.

In 2011, federal prosecutors recommended a below-guideline sentence in 
17.7 percent of child pornography cases. Another 47.9 percent of child pornography 
cases received below-guidelines sentences from federal judges. In 65.5 percent of all 
child pornography cases in 2011, courts sentenced offenders to below-guidelines 
sentences, a rate almost 50 percent higher than the below-guidelines percentage for 
all offense types (Debold & Tirschwell, 2012. Please see USSC, Preliminary Quarterly 
Data Report, 4th Quarter Release through Oct. 31, 2011, Tables 1 & 5 as cited therein). 
“Prosecutors and judges are not taking these actions because they feel that child por-
nography is a non-serious offense. It is because, even after a full appreciation of the 
harms caused by the crime, they cannot rely on the guidelines recommendation to 
give even a rough approximation of a sentence that serves the purpose of sentenc-
ing” Debold & Tirschwell, 2012, p. 2) As previously noted, the harms contemplated 
by Congress simply have not been shown to exist in the teen sexting world.

■■ S C O P E  O F  T H E   I S S U E

The actual size and scope of electronic media use is difficult to track and cata-
log. The following statistics are provided only for purposes of understanding 
the incredible scope of the use and growth of technology. In 1993, the Internet 



14 ■ Adolescent Sexual Behavior in the Digital Age

carried approximately 1  percent of the world’s telecommunications traffic. By 
2000, that figure had grown to 51 percent, and by 2007, it had reached 97 per-
cent (Hilbert & López, 2011). As of June 30, 2012, Internet World Stats esti-
mated that there were 2.4 billion Internet users worldwide and 244  million 
in the United States (Internet World Stats, 2013). The venture capitalist firm 
Kleiner, Perkins, Caufield and Byers, in its Internet trends for 2013 report, 
(Meeker & Wu, 2013)  finds 1.1 billion Facebook users and 5 billion global 
mobile phone users, of which 1.5 billion are smartphone subscribers (219  mil-
lion in the United States alone).

Even more difficult to actually assess is the amount of the Internet activ-
ity related to pornography. A recent publication attempted to provide a system-
atic, empirically based estimate of the number of pornographic websites and the 
amount of Web searches for pornographic content (Ogas & Gaddam, 2011). They 
found that in 2010, of the million most trafficked websites in the world, 42,337 (or 
about 4 percent) were sex related. In addition, about 13 percent of all Web searches 
were for erotic content. While these numbers may seem low, it is important to 
remember that the study found that between seven million and 16 million per-
sons visited the five most popular porn sites each month. Predicting how many of 
these visits were by adolescents would not be possible. A 2010 report from the Pew 
Internet & American Life Project, however, found that 93 percent of teens ages 12 
to 17 go online, with nearly two thirds (63 percent) doing so several times a day, 
and 93 percent of young adults ages 18 to 29 go online (Zickuhr, 2010).

■■ T H E   L A W

As of mid-2013, at least 18 states had laws relating to sexting, the practice of 
sending explicit phone messages or pictures of minors (Hinduja & Pathin, 2013). 
The content of such acts arguably varies across states, but the statutes all target 
evolving technology formats becoming ubiquitous in transmitting inappropriate 
material to minors. Since 2009, several states have updated and enacted leg-
islation to reflect the increasing prevalence of child pornography transmitted 
via various digital formats, including sexting” (2012 Sexting Legislation, 2012). 
Of the 18 states that have legislation, Arizona, Connecticut, Florida, Hawaii, 
Illinois, Louisiana, Missouri, Nebraska, Nevada, New Jersey, New  York, North 
Dakota, Pennsylvania, Rhode Island, South Dakota, Texas, Utah, and Vermont 
address minors specifically as perpetrators (Hinduja & Pathin, 2013).

Several of these statutes stipulate punishments if found guilty. Punishments 
range from the rehabilitative, such as community service and counseling, to fel-
ony charges and mandatory sex offender registration. The following represent a 
cross-section of the statutes in effect:

- Florida: Provides that a minor commits the offense of sexting if he or she know-
ingly uses a computer or other device to transmit or distribute a photograph or 
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video of himself or herself which depicts nudity and is harmful to minors, or 
knowingly possesses such photograph or video that was transmitted or distrib-
uted to a minor from another minor; provides that transmission or distribution 
of multiple photographs or videos is single offense if such photographs and vid-
eos were transmitted or distributed in same 24-hour period; provides that pos-
session of multiple photographs or videos that were transmitted or distributed 
by a minor is single offense if such photographs and videos were transmitted 
or distributed by the minor in same 24-hour period; provides that act does not 
prohibit prosecution of a minor for conduct relating to material that includes 
depiction of sexual conduct or sexual excitement or for stalking (Fla. Stat. § 
847.0141, 2012).

-  Illinois: Provides that a minor shall not distribute or disseminate an indecent 
visual depiction of another minor through the use of a computer or electronic 
communication device. The statute provides that a minor who violates any of 
these provisions may be subject to a petition for adjudication and adjudged a 
minor in need of supervision. The statute further provides that a minor found 
to be in need of supervision under this provision may be: (1) ordered to obtain 
counseling or other supportive services to address the acts that led to the need 
for supervision; or (2) ordered to perform community service (Section: 705 Ill. 
Comp. Stat. A. § 405/3-40, 2010).

-  Missouri: Exempts youths aged 19 or younger who plead guilty or nolo conten-
dere to, or were convicted of, or found guilty of [sexting] from being included 
in the sexual offender registry if he or she meets certain conditions (Mo. Rev. 
Stat. A. § 573.023 and Mo. Rev. Stat. A. § 589.400, 2009).

-  New  York: Creates an educational reform program and a diversionary pro-
gram for certain juveniles (under the age of 19 at the time and both sender and 
receiver not more than 5 years apart in age) who are criminally charged with 
certain offenses involving the creation, exhibition or distribution of a photo-
graph depicting nudity through the use of an electronic communication device, 
an interactive wireless communications device or a computer (N.Y. SOS LAW 
§ 458-1, 2011).

-  Pennsylvania: Amends the Crimes and Offenses Code and the Judiciary and 
Judicial Procedure Code. The statute provides for the offense of dissemination 
of prohibited materials by minors. The statute further provides for expunge-
ment of juvenile records (18 Pa C.S. § 6312, 2011). However, in In re C.  S., 
2012 Pa. Dist. & Cnty. Dec. LEXIS 403 (Pa. County Ct. 2012), a trial court deci-
sion held it properly dismissed sexual abuse of children (18 Pa.C.S. § 6312) and 
related charges against a female juvenile because the child pornography statutes 
as applied to  teenage sexting  failed to provide a teenager of ordinary intelli-
gence fair notice of what is prohibited. The Court found that the statute was 
“void for vagueness reasons.” (Please see House Bill 321, 2013, which purports 
to respond to the Court’s criticism.)
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-  Rhode Island:  Prohibits the use of a computer or other telecommunication 
device to transmit an indecent visual depiction of himself or herself to another 
person, which is commonly known as sexting, by minors; provides that any 
violation of this act is deemed to be a status offense and shall be referred to the 
family court (R.I. General Laws § 11-9-1.4, 2012).

-  Utah: Provides penalties for minors that distribute pornographic material or 
deal in material harmful to a minor; provides that a non-minor who solicits a 
person younger than 18 to distribute pornographic material or deal in material 
harmful to a minor is guilty of a third-degree felony and is subject to specified 
penalties; provides enhanced penalties for subsequent violations (Utah Code 
A. § 76-10-1204 and Utah Code A. § 76-10-1206, 2009).

Even though 18 states have formally codified statutes addressing minors in 
possession of child pornography, nearly all states have attempted to enact legisla-
tion tackling the issue (2011 Legislation Related to “Sexting,” 2012). Topics covered 
within the proposals vary widely. Several states approach the issue from an educa-
tional perspective, such as mandating that information be provided by schools as 
part of “safety programs” to reduce sexting. Similarly, some proposals suggest that 
schools disseminate information to parents. Other bills discuss the importance 
of post-infraction counseling and community service. All proposals highlight the 
severity of the infraction and deeming such acts as criminal. However, many pro-
posals have stalled in committee or failed to be enacted.

Internationally, the discussion of minors in possession of child pornogra-
phy varies across countries. In North America, Canada asserts that the issue is 
much less prevalent than in the United States, but prosecutions have occurred. 
In 2007, an Alberta teen avoided being jailed for possessing and disseminating 
child pornography after emailing photos of his ex-girlfriend to others. The teen 
pleaded guilty to a reduced charge of “corrupting morals.” The prosecutor in that 
case remarked that the defendant was fortunate to walk away with a conditional 
discharge (Blais, 2007). The Canadian Criminal Code prohibits sending nude 
photos of a minor or to a minor. Specifically, Section 163(1) proscribes mak-
ing, distributing, possessing, or accessing the prohibited material as criminal. 
According to Canadian Parliamentary history, the objective of the provision is 
to ban possession of child pornography, which harms and potentially exploits 
children (Casavant & Robertson, 2007). However, the Supreme Court of Canada 
clarified the boundaries of the provision in R. v. Sharpe (2001); specifically, the 
court narrowed the scope of the provision by explicitly excluding from its ambit 
two categories of material that were deemed private in nature and that posed no 
harm to children, namely “self-created expressive material” and “private record-
ings of lawful sexual activity.” The ruling delineated between consensual sexual 
exploration (two adolescents sharing personal pictures between each other) and 
disseminated pictures of one individual without his or her permission. The lat-
ter act would be punishable under the clarified boundaries (R. v. Sharpe, 2001). 
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Overall, however, legal authorities have prioritized educating minors about 
the risks associated with sending sexually explicit material to other minors. In 
the absence of many prosecutions of minors engaging in sexting behaviors in 
Canada, the applicability of the Code’s child pornography provisions remains 
unclear. Similarly, elsewhere in North America sexting or the sending of indecent 
material continues to be much less prevalent, let alone prosecuted. If mentioned 
at all, the sending of such material from a minor to another minor continues to 
be prohibited with unclear punishments.

The European Union has explicitly addressed the behavior. Lawmakers 
acknowledge that it is a growing concern in schools and other organizations who 
work with children across the EU. The prevalence of the behavior varies by country. 
A recent EU Kids Online survey found that 15 percent of 11- to 16-year-olds have 
received peer-to-peer sexual/suggestive images, and 3 percent say they have sent 
or posted such messages. The highest risk of sexting is encountered in Romania, 
the Czech Republic, and Norway, followed by France, Estonia, and Lithuania. In 
half of the countries across Europe, the risk of receiving sexual messages is below 
average, with Italy having the lowest level (Lobe & Livingstone, 2011). Overall, the 
findings suggest that the majority of children across countries have not encoun-
tered sexting. Nevertheless, it is illegal to create, transmit, or possess a sexual 
image of a minor per the 1989 UN Convention on the Rights of the Child, entered 
into force on September 2, 1990 (see Article 34c on the exploitative use of children 
in pornographic performances and materials) ratified by all EU Member States 
(UN Convention on the Rights of the Child, 1989).

In the United Kingdom, minors who have in their possession an indecent 
image of another minor would technically be in possession of an indecent image 
of a child, which is an offense under the Protection of Children Act of 1978 and the 
Criminal Justice Act of 1988. Again, much like Canada, there is a dearth of charges 
for such behavior, and subsequent punishments have not been examined. Thus, 
there has been little call to reform the law.

Conversely, both New Zealand and Australia are confronting sexting with 
evolving legislation. The parliament in Victoria has been told that new laws should 
be introduced to deal with sexting; currently the act is classified as child pornog-
raphy if depicting someone aged under 18, even if the person pictured took the 
images himself or herself, and the offender must register on the sex offender data-
base. A parliamentary inquiry has heard that young people are at risk of being 
placed on the register when its real intent is to monitor adults, and several legisla-
tors argue there should be a lesser offense covering consensual sexting between 
minors, rather than child pornography (Inquiry into Sexting, 2013). In Australia 
in 2007, 32 teenagers in Victoria were charged with child pornography offenses 
as a result of sexting (Porter, 2008). The charges resulted from Commonwealth 
Law, Part 10.6 of the Criminal Code Act 1995, which makes it an offense to access, 
transmit, publish, possess, control, supply, or obtain child pornography (Criminal 
Code Act, 1995).
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■■ W H A T  W E  K N O W  A B O U T  T H E  E F F E C T 

O F   N E G A T I V E  S A N C T I O N S

Law enforcement agencies in the United States made 1,906,600 arrests of per-
sons under age 18 in 2009. As of February 24, 2010, approximately 71,000 juve-
nile offenders were held in residential placement facilities in the United States. 
When incarceration rates from around the world are compared, the United 
States incarcerates 336 per 100,000 youth. The next two closest countries are 
South Africa (69 per 100,000 youth) and New Zealand (68 per 100,000 youth) 
(OJJDP, 2011). Studies of youth released from residential corrections programs 
in the United States find that 70 to 80  percent of youth are rearrested within 
two or three years. Of the six states reporting juvenile or adult arrests within 
two years of release (from juvenile placement), none showed a rearrest rate of 
less than 68 percent. Virtually all states reporting three-year rearrest rates con-
verge at about 75 percent (OJJDP, 2011).

A 20-year study followed 779 low-income youth in Montreal with annual 
interviews from age 10 to age 17, then tracked their arrest records in adulthood. 
Researchers also interviewed the teenagers’ parents, schoolmates, and teachers. 
The study accounted for variables such as family income, single-parent-home 
status, and earlier behavior problems (such as hyperactivity) that are known to 
affect delinquency risk. Those adjudicated individuals who entered the juvenile 
justice system even briefly—for example, being sentenced to community service 
or other penance, with limited exposure to other troubled youth—were twice 
as likely to be arrested as adults, compared with youths with the same behav-
ior problems who remained outside the system. Being put on probation, which 
involves more contact with misbehaving peers, in counseling groups or even in 
waiting rooms at probation offices, raised teens’ odds of adult arrest by a factor of 
14. The emerging consensus on the characteristics of effective programming for 
young offenders are as follows: punitive sanctions without services do not have 
a significant effect on reoffending; when services are matched to youths’ crimi-
nogenic needs, they lower the chance of repeat offending; and mixing high-risk 
youth with low-risk youth can make low-risk youths worse (Gatti, Tremblay, & 
Vitaro, 2009).

Punishment and sanctions do not deter juvenile reoffending and, in some cases, 
may even increase it. In a recent research summary of 548 intervention studies, 
Lipsey (2009) reported that punishment increased recidivism rates by an average 
of 8 percent. Punitive sanctions without services have no impact on reoffending 
and actually cost more money. If risk is defined as risk for reoffending—engag-
ing in future delinquent offenses, not minor violations such as truancy or viola-
tions/offenses that relate to substance abuse, Latessa (2013) has found that not a 
single reviewer of studies of the effects of official punishment (custody, manda-
tory arrests, increased surveillance, etc.) has found consistent evidence of reduced 
recidivism.



1. New Technology Meets Old Law ■ 19

■■ C O N C L U S I O N S

Clearly, using existing child pornography laws to address adolescent sexting is 
not an effective means of addressing any social issues that may be raised by 
the practice. The laws in many instances, particularly with respect to federal 
law, were not designed to respond to empirically recognized or identified risks. 
The enormous volume of Internet material available nowadays and the rapid 
ability to disseminate this material calls for a re-examination of laws related to 
these topics. Sanctioning adolescents has been shown to exacerbate reoffend-
ing rather than to curb it. Doing so when the risk of exploiting the subjects 
(who are often both perpetrator and victim) is not high is counterproductive. 
In this volume, authors will address issues related to today’s digital world and 
its impact on adolescent sexual development, sexting, cyber-bullying and its 
relationship to adolescent suicidal ideation and behavior, social networking, 
and the relationship between juvenile Internet use and sex offending. We will 
also offer suggestions, based on such empirical data as do exist, for developing 
strategies to address issues where they cause harm, and help clinicians, educa-
tors, policymakers, and parents understand that much sexualized behavior in 
children and adolescents is a normal reaction and not cause for concern. We 
will endeavor in areas such as commercial sexual exploitation of children and 
Internet-based offending to offer strategies for addressing the risks created for 
children and adolescents.

As we have noted, applying negative sanctions to adolescents begins a spi-
ral toward ongoing criminal justice involvement. If, as will be discussed, we are 
dealing with normal developmental growth, then criminalizing the conduct may 
indeed result in long-term harm to the individuals, to their families and commu-
nities, and to society as a whole. It is hoped that this chapter will provide informa-
tion on the disparate forces that affect societal response to a rapidly expanding 
digital universe.
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2. Section 503 of the Act amended 18 U. S. C. §2252A to add a new pandering and solici-
tation provision, relevant portions of which now read as follows:

“(a) Any person who—
“(3) knowingly—
“(B) advertises, promotes, presents, distributes, or solicits through the mails, or in 

interstate or foreign commerce by any means, including by computer, any material or pur-
ported material in a manner that reflects the belief, or that is intended to cause another to 
believe, that the material or purported material is, or contains—

“(i) an obscene visual depiction of a minor engaging in sexually explicit conduct; or
“(ii) a visual depiction of an actual minor engaging in sexually explicit conduct,
“shall be punished as provided in subsection (b).” §2252A(a)(3)(B) (2000 ed., Supp. V)
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 2 Understanding the World 
of Digital Youth

■■ A N D R E W  J .  H A R R I S

Within a relatively brief window of time, digital communications have assumed 
an increasingly prominent role in our daily lives. Beginning with the rise of the 
commercial Internet in the 1990s, and continuing with the expansion of the inter-
active Web (sometimes referred to as “Web 2.0”) that began in the mid-2000s, we 
have experienced dramatic changes in the way we consume, access information, 
and interact with one another. These changes have accelerated even further with 
recent developments in mobile computing technology and its attendant produc-
tion of an “always on” society and a persistent flow of data and information.

Amidst this rapidly shifting landscape, researchers and commentators have 
paid considerable attention to the ways in which digital communication technol-
ogy has affected the behaviors, norms, interactions, and values of adolescents. 
A  common series of narratives has focused on the negative insidious effects of 
technology on young people’s ability to connect with others, engage with society, 
forge meaningful relationships, pay attention, and think critically. Alternatively, 
some have suggested that “the kids are alright” and that the Web 2.0 era has ush-
ered in unprecedented opportunities for learning, engagement, and interaction.

Contemporary youth culture has been characterized by the emergence of what 
Mizuko Ito and colleagues have termed “networked publics”—modes of interac-
tion in which traditional modes of teen social engagement (e.g. friendship, dating, 
courtship, self-expression) are being reshaped and redefined through communica-
tion technology (Ito et al., 2009). This emerging normative framework serves as 
a vital point of reference for practitioners and policymakers seeking to promote 
balanced and appropriate responses to technology-mediated sexual behavior and 
expression among youth.

This chapter will explore the dynamic relationship between youth development, 
communication technology, norms of social interaction, and popular culture. It 
begins with a brief discussion of the digital revolution and its transformational 
effects within the broader society. Following a review of trends and patterns of 
communication technology usage among millennial teens and young adults, we 
then turn to the primary focus of the chapter—the way in which this technol-
ogy has interacted with core elements of the adolescent experience. The primary 
emphasis will be on the role of technology in the social lives of teens, specifically 
the manner in which digital communications have transformed peer relationships 
and interactions. This, in turn, will provide vital context for subsequent chapters’ 

  



2. Understanding the World of Digital Youth ■ 25

exploration of specific online sexual behaviors, their social and developmental 
correlates, and related practice and policy responses.

■■ T H E  R A P I D L Y  S H I F T I N G  D I G I T A L  L A N D S C A P E

Over the past two decades, the digital revolution has produced profound changes 
in modern society, with these changes happening at an increasingly accelerated 
pace. In terms of breadth and magnitude, consider the following statistics:

•	 In	1993,	the	Internet	carried	approximately	1 percent	of	the	world’s	telecom-
munications traffic. By 2000, that figure had grown to 51 percent, and by 
2007, it had reached 97 percent (Hilbert & López, 2011).

•	 In	 the	first	decade	of	 the	millennium,	 the	number	of	worldwide	 Internet	
users grew from 361  million in 2000 to 1.9 billion in 2010—a sixfold 
increase. By 2012, there were an estimated 2.1 billion email users, 2.4 billion 
Internet users, and 634 million active websites across the globe.

•	 In	October	2012,	the	social	network	Facebook,	despite	being	less	than	seven	
years old, surpassed 1 billion users worldwide—over 12  percent of the 
world’s population.

•	 During	2012,	Facebook	users	generated	an	average	of	2.7	billion	“likes”	per	
day. In a typical month, 800 million unique users visited YouTube and viewed 
4 billion hours of video. YouTube users also uploaded 72 hours of new video 
content every minute (http://www.youtube.com/t/press_statistics).

•	 In	 mid-2011,	 Twitter	 reported	 transmitting	 over	 200  million	 tweets	 per	
day, enough to fill a 10-million-page book, or 8,163 copies of Tolstoy’s War 
and Peace (http://blog.twitter.com/2011/06/200-million-tweets-per-day.
html). One year later, in mid-2012, the company reported that this fig-
ure had doubled to 400  million per day (http://marketingland.com/
twitter-400-million-tweets-daily-improving-content-discovery-13581).

The breadth and volume of our digital activities, however, tell only part of the 
story. Equally important is the transformative effects that these activities have 
had on the way in which people interact, consume, create, learn, self-express, 
engage with their communities, and process information.

These effects have become particularly pronounced in the years since 2004, when 
analysts at the first “Web 2.0” conference noted a shift from a top-down “software as ser-
vice” model to a bottom-up, consumer-driven “web as platform” approach (O’Reilly & 
Battelle, 2009). Led by standard-bearers such as Facebook, YouTube, Wikipedia, and 
Twitter, Web 2.0 technologies have permeated the communication landscape, trans-
forming the domains of work, education, creative expression, social interactions, 
entertainment, commerce, and civic engagement (Kaplan & Haenlein, 2010).

The growing ubiquity of Web 2.0 has been amplified by an expansion in mobile 
computing technology. Data from the Pew Internet and American Life Project 
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indicate that, as of February 2012, 88 percent of American adults own cellphones, 
and almost half own smartphones capable of accessing the mobile Web. Moreover, 
a substantial majority of adult cellphone owners use their phones for purposes 
other than making phone calls—over three quarters use them for taking pictures, 
80 percent send and receive text messages, and more than half use their phones to 
access the Internet and/or email. The growing mobile Web, along with the emer-
gence of tablets and ultraportable computers, has untethered the world of the 
Internet, contributing to an “always on” culture in which technology is increas-
ingly embedded in our daily lives.

■■ E V A L U A T I N G  S O C I E T A L  I M P A C T S

The Web is no longer a collection of static pages [that] describe something in the 
world. Increasingly, the Web is the world—everything and everyone in the world 
casts an “information shadow,” an aura of data which, when captured and pro-
cessed intelligently, offers extraordinary opportunity and mind-bending implications. 
(O’Reilly & Battelle, 2009, p. 2)

There is little argument that the technology has transformed human interac-
tions in fundamental ways. The question of whether these transformations have 
been for the better, however, remains a matter of perspective.

Web 2.0 has certainly produced its share of passionate boosters who cite the 
promise of the interactive Web to improve society by challenging traditional power 
structures (Rheingold, 2008), producing new modes of learning and engagement 
(Jenkins, 2009), and providing vehicles for collective action (Shirky, 2009). Along 
these lines, technology and social media have indeed facilitated the sharing of 
information and ideas and have provided expanded opportunities for discourse. 
Moreover, technology may strengthen certain social relationships and ties by pro-
viding a platform for interaction and augmenting networks of social supports. For 
example, adult users of social media tend to have significantly higher levels of 
social ties and higher levels of engagement with community organizations (Smith, 
2013). Additionally, the Internet offers the potential for individuals to connect 
with networks of social support related to specific life challenges, such as dealing 
with illness or loss—networks that might not otherwise be as readily accessible.

On the other side of the coin, many have attributed a range of negative effects 
to the changing technological landscape. Some have cited the isolating effects of 
digital technology, suggesting that the technology is leading us to neglect one 
another’s emotional needs and devalue personal interaction. In an era in which 
multitasking has become de rigueur, and in which traditional boundaries between 
work life and home life have dissolved, the manner in which mobile devices and 
the Internet may distract us from personal relationships emerges as a vital concern 
(Turkle, 2012). Others have pointed to potentially insidious effects of the Internet 
on our cognitive functioning—Nicholas Carr, in his book The Shallows, argues 



2. Understanding the World of Digital Youth ■ 27

that the Internet may be changing us in fundamental ways, including alterations 
in the structure and functioning of our brains. Carr argues that while the Internet 
may be arguably making us more “efficient” in our consumption of information, 
this has come at the price of compromising our brains’ capacity for reflection, 
focus, and deep critical perspective (Carr, 2012).

The next generation of the web, Web 3.0—sometimes referred to as the “seman-
tic Web”—promises further transformation, as our devices become increasingly 
customized and more tightly integrated into our daily decisions. As with the rise 
of the social Web, these changes carry both promise and potential perils and also 
herald a significant shift in social norms and expectations. Notably, as we move 
into the Web 3.0 era, we can expect continued debate over the tradeoffs between 
the convenience afforded by these technologies and the privacy of our personal 
information.

■■ T H E  W O R L D  O F  D I G I T A L   Y O U T H

Amidst these changes, and as social media and mobile communications have 
become increasingly embedded in our daily lives, young people have emerged 
as avid and nimble adopters of emerging technology. While the digital revolu-
tion has surely altered the norms, attitudes, and behaviors of “premillennial” 
adults, it has fundamentally shaped and defined those of teens and young adults 
coming of age in the new millennium. The research literature on the magnitude 
and nature of these effects has been growing rapidly—for current purposes, a 
number of trends are of particular note.

Teens are increasingly “plugged in”

First, the Internet is a ubiquitous presence in the lives of most teens. As of 2011, 
over 95  percent of teens in the United States indicated that they were Internet 
users, with a substantial majority indicating that they accessed the Internet sev-
eral times per day (Pew Internet & American Life Project, 2012). While there 
remains a socioeconomic and regional “digital divide,” the expansion of Internet 
access in schools and rural areas has narrowed the access gap considerably.

Beyond access to the Internet, teens have also experienced greater access to 
mobile technology. As of 2013, 86% of U.S. teens between 12 and 17 had their own 
cellphones. Consistent with trends observed within the adult population, teens are 
also increasingly connected to the mobile Web—as of 2013, 44 percent of teens 
had access to smartphones that provide mobile access to the Internet. Industry 
projections suggest that these proportions will continue to grow, commensurate 
with the increased reliability and access and reduced costs of mobile broadband 
(eMarketer, August 2013).

Notably, the average age of mobile access has also shown a steady decline. 
While most youth continue to receive their first cellphones at the ages of 12 or 13, 
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along with the transition to middle school, survey data suggest that a growing pro-
portion of youth receive their phones at younger ages. A 2009 Pew survey of teens 
aged 12 to 17 indicated that none of the 17-year-olds had received cellphones prior 
to the age of 11, and fewer than 6 percent of 15- and 16-year-olds had done so. In 
contrast, 28 percent of the 12-year-olds surveyed had received their phone prior 
to the age of 11, suggesting a significant change in the age of such technological 
immersion over a brief window of time.

Texting is a dominant mode of interaction

Second, teens talk with their thumbs. Texting via cellphones has become a nor-
mative mode of social interaction among teens and has emerged as the pre-
ferred manner in which most teens communicate.

•	 Nearly	two	thirds	of	teens	indicate	that	they	exchanged	text	messages	daily	
with people in their lives, outpacing cellphone calling (39 percent), face-to-
face socializing outside of school (35  percent), social network messaging 
(29 percent), instant messaging (22 percent), and email (6 percent).

•	 In	2011,	the	median	teen	sent	approximately	60	texts	per	day—a	20 percent	
increase from levels observed just two years earlier. Compared to boys and 
to younger teens, girls aged 14 to 17 represent the most avid texting cohort, 
with a median of over 100 texts per day.

•	 2011	data	from	Nielsen	indicate	that	teens	with	mobile	phones	aged	13	to	17	
sent or received a average of 3,705 text messages per month. This was more 
than double the rate for the 18-to-24 age group (1,707 per month); five times 
the rate in the 25-to-34 age group (758 per month); and 10 times the rate in 
the 45-to-54 age group (349 per month).

When asked about the appeal of texting as a primary mode of communication, 
more than half of teens cite the quickness or ease of use, with smaller propor-
tions indicating that texting provides them with the opportunity to think about 
their responses (16  percent) and that it gives them more privacy (11  percent) 
(Common Sense Media, 2012). We will explore the dynamics and implications 
of these motivations in the next section of this chapter.

Social network use is central to teens’ lives

Third, teens love their social media. Over 90 percent report having participated 
in a social network, and two thirds report such participation on a daily basis. 
While Facebook remains the dominant platform for the majority of teen social 
network users, teens have also reported increasing use of other platforms such 
as Twitter, MySpace, and Google Plus.

Despite this saturation of social media use among teens, youth are not mono-
lithic in their patterns of use. For example:
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•	 Survey	data	 suggest	 that	approximately	one	quarter	of	 teens	appear	 to	be	
heavy users of social networks, another quarter quite sporadic in its use, and 
the remaining half somewhere in between.

•	 While	boys	and	girls	are	fairly	consistent	in	terms	of	general	use	of	social	
media, their patterns of use have shown significant differences. For exam-
ple, compared to boys, girls are more than twice as likely (22  percent vs. 
10  percent) to use the microblogging site Twitter; boys are three times more 
likely to have an account on YouTube; and girls are heavier users of video 
chat and photo sharing applications.

•	 Ethnic	differences	have	been	observed	in	relation	to	the	types	of	platforms	
used. For example, a 2012 survey indicated that white youth tend to favor 
sites such as Facebook, while MySpace use was more common among 
Hispanic youth and African-American youth tend to favor microblogging 
sites such as Twitter.

Teens embrace a range of social media technologies

Fourth, augmenting their general use of common social networking platforms 
such as Facebook, teens have embraced social media in other ways. As Web 2.0 
technologies have become more ubiquitous, they have created new opportuni-
ties for young people to engage with one another with increasing efficiency.

Photo sharing via social networks and mobile social media applications is a per-
vasive teen practice, particularly among teenage girls. Among 12- to 17-year-olds, 
88 percent of girls and 71 percent of boys report posting photos or videos to social 
network sites, 79 percent of girls and 60 percent of boys reported having “tagged” 
others in posted photos, and 83 percent of teens reported commenting on friends’ 
pictures.

Teens are also increasingly interacting with each other via video through tools 
such as iChat, Skype, Facetime, and Google Hangouts. Thirty-seven percent of 
teens aged 12 to 17 (33  percent of boys and 42  percent of girls) report having 
used such technology (Lenhart, 2012). The expansion of video use has been driven 
largely by technological factors that have made video chat increasingly accessible. 
Industry projections estimate that these figures will continue to grow well into the 
future. Hence, while text-based communications via SMS and instant messaging 
remain a dominant form of interaction for certain purposes, video-based inter-
actions also seem to be staking out a place among the pantheon of adolescents’ 
digital communications.

Teens use social media to connect to their broader culture

Fifth, teens have harnessed social media to connect and interact with the broader 
society and culture. Twenty-seven percent of teens have created and posted vid-
eos to YouTube and other online video sites; 13 percent reported streaming live 
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video to the Internet; and Twitter use has grown exponentially, increasing from 
16% of teens in 2011 to 24% in 2013 (Lenhart, 2012; Madden et  al. 2013). The 
context of these activities, as well as their associated implications for youth iden-
tity and development, will be addressed as part of the next section.

■■ T E C H N O L O G Y  A N D  T H E  A D O L E S C E N T 

E X P E R I E N C E

The figures and trends cited above leave little question that digital communica-
tions have become a ubiquitous presence in the lives of teens, and that young 
people are nimble adopters of new media technologies. The numbers, however, 
tell only a small part of the story. Critically, one must also consider the con-
text within which these technologies are employed and how they interact with 
the adolescent experience. Such an analysis requires looking beyond patterns 
of adoption and usage and toward a deeper understanding of how digital com-
munication technology interacts with the essential elements of teens’ develop-
mental experiences such as learning, pursuing autonomy, and forging identity 
and relationships. The remainder of this chapter examines the nexus between 
emerging communication technology and the adolescent experience.

An evolving understanding

While the rapid pace of change surrounding the digital environment has cre-
ated a “moving target” for researchers, recent years have produced a growing 
research literature examining the ways in which central facets of the adoles-
cent experience—experimentation, identity development, engagement with the 
broader society, exploration of friendship and intimacy—have been transposed 
into the digital  era.

Within this growing body of research, two initiatives in particular have pro-
vided significant insights concerning the opportunities and occasional perils of 
growing up in the rapidly changing digital environment—the MacArthur-funded 
Digital Youth Project and the Pew Internet and American Life Project.

The Digital Youth Project, funded through the MacArthur Foundation, drew 
upon the work of a multidisciplinary team of researchers who conducted a com-
prehensive ethnographic study of teens’ experiences growing up in the age of new 
media. The study interviewed over 800 youth and young adults on matters relating 
to the role of communication technology in their social relationships, daily activi-
ties, learning, and personal growth and exploration. The study also conducted 
over 5,000 hours of observations of young people’s social interactions and other 
activities within online environments (Ito et al., 2009).

The Pew Internet and American Life Project provides a rich array of survey 
data pertaining to the use of digital communication technology among both teens 
and adults in the United States. As the digital era has unfolded, Pew has conducted 
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regular surveys of teens and adults based on nationally representative phone-based 
samples. Beyond revealing general trends in usage, the data derived from the Pew 
surveys also delved into the manner in which teens use digital technology in their 
social relationships. Coupled with interviews and ethnographic research such as 
that conducted through the MacArthur project, these data provide valuable per-
spectives on the emerging role of technology in the lives of U.S. teenagers.

Learning, engagement, and participatory culture

In 2006, media theorist Henry Jenkins and colleagues published a monograph 
describing the role of Web 2.0 in promoting the ideals of a “participatory cul-
ture” in which young people become active agents—rather than passive con-
sumers—of information, culture, and knowledge. Building on his prior work 
related to participatory culture within offline fan communities, Jenkins argued 
that the opportunities linked to Web 2.0 technologies presented a new para-
digm for self-expression, education, and civic engagement (Jenkins, 2006).

The growth in participatory culture has been made possible, in large part, by 
technologies that remove many of the traditional barriers between creators and 
consumers of media, particularly those related to time, money, and expertise. For 
example, the blogging platforms and Web publishing tools have allowed teens to 
establish online platforms for sharing their ideas and perspectives with the broader 
world, without the need for Web design expertise. Initiatives such as Wikipedia 
have provided platforms for the crowd sourcing of information and knowledge. 
Inexpensive access to the hardware and software allowing the production of video 
or musical content—along with the development of platforms such as YouTube 
that permit the sharing of such content—have provided new outlets for creative 
expression that allow anyone with a computer and the desire to become active 
participants in shaping popular culture.

For teens, these and related developments have created immense opportunities 
for exploration of interests, self-expression, learning, and societal engagement—
opportunities that simply were not available to prior generations.

Exploring interests—Web 2.0 has presented spaces for young people to pursue 
their interests and passions. James Gee refers to these as “affinity spaces”—ven-
ues of informal learning in which participants are joined by a common series of 
interests and or purpose. Among their defined attributes, affinity spaces welcome 
a broad range of participants ranging from “newbies” to masters; defy boundaries 
of age, race, class culture, ethnicity, or gender; thrive on content generated through 
user interactions; and maintain porous leadership boundaries (Gee, 2005).

Translated into adolescent processes of exploration and emerging self-identity, 
affinity spaces can be immensely empowering. Rather than being defined by 
age, appearance, or other characteristics, one achieves standing based primar-
ily on knowledge, expertise, and contributions to the group. The MacArthur 
 researchers—referring to youth engagement with affinity spaces as “geeking 
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out”—note that this type of engagement can provide adolescents who might other-
wise be socially marginalized with a viable outlet for self-expression, socialization, 
and interaction with others who have similar interests. Moreover, the egalitarian 
nature of affinity spaces means that youth may be on equal footing with older 
and more experienced participants, and may find viable outlets for learning and 
development.

Informal learning—Beyond their role in teens’ emerging self-identity and 
self-efficacy, affinity spaces may empower young people to serve as agents for 
their own learning and development. Jenkins notes that the informal, self-directed 
learning that occurs within the context of affinity spaces carries significant impli-
cations for systems of formal education. He suggests that schools must look 
beyond themselves as purveyors of knowledge and toward models where they are 
capable of leveraging the opportunities presented by the new digital landscape. 
Along similar lines, Cathy Davidson has argued that the massive changes in the 
way young people interact with and learn from technology calls for nothing short 
of a revolution in the way our schools and educational systems view the learning 
process (Davidson, 2012).

Public engagement—The rise of Web-enabled participatory culture has also 
afforded young people opportunities to engage with their communities and the 
broader society. The nature and extent of this engagement has emerged as a mat-
ter of some debate—based on certain types of indicators, some have argued that 
young people are increasingly more self-absorbed and alienated from the public 
sphere. Bennett distinguishes between two schools of thought in this regard—the 
“disengaged youth” and the “engaged youth” paradigms (Bennett, 2008). The dis-
engaged youth perspective maintains that young people have become increasingly 
removed from mainstream social institutions, as indicated by measures such as 
declining voting behaviors and public affairs news consumption. The alterna-
tive “engaged youth” perspective suggests that such metrics do not account for 
other ways in which youth have engaged with society. According to this perspec-
tive, young people, lacking trust in public institutions and maintaining a general 
cynicism about political discourse and the mainstream political landscape, have 
engaged with society on a different level and have sought out alternative chan-
nels of engagement. In the words of Bennett, this paradigm “implicitly emphasizes 
generational changes in social identity that have resulted in the growing impor-
tance of peer networks and online communities.”

The reality appears to lie somewhere in between. Citing data pointing to an 
“activation gap” between youths’ desire to engage with their communities and the 
actual extent of this engagement, Rheingold suggests that the most viable path for-
ward is to develop modes of engagement that allow young people to translate their 
voices from the private to the public sphere. Drawing a linkage between participa-
tory engagement, young peoples’ identity development, and new media literacy, 
he suggests that one’s “voice, the unique style of personal expression that distin-
guishes one’s communications from those of others, can be called upon to help 
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connect young people’s energetic involvement in identity-formation with their 
potential engagement with society as citizens. Moving from a private to a public 
voice can help students turn their self-expression into a form of public participa-
tion” (Rheingold, 2008a, p. 25).

Defining culture—One prominent feature of Web 2.0 has been the role of 
social media on the shaping of popular culture. By providing both the tools for 
that creation and repurposing of creative content, and the outlets for distributing 
that content, technology has helped to redefine the rules through which cultural 
touchstones are developed and diffused across society. Nowhere has this been 
more apparent than in the explosive growth of YouTube, which has simultaneously 
served as a source of entertainment, an outlet for disseminating creative content, 
and both a reflection and shaper of popular culture. Young people have indeed 
been at the forefront of driving this trend and have embraced online video as a 
dominant medium for entertainment, sharing with friends, and self-expression.

Friendship and peer connections

Having addressed the broader contexts of adolescents’ learning and societal 
engagement, we now turn to an issue of paramount concern to most teenag-
ers—peer relationships. The establishment and maintenance of peer relation-
ships has long been recognized as central to the adolescent experience, with 
the ebbs and flows of these relationships defining the contours of teenagers’ 
lives and sense of well-being. Given this, it is not surprising that teens have 
embraced social media as a means of social bonding and connection.

A common adult narrative surrounding teenagers’ use of technologies such as 
texting and social media has been that these forms of communication have substi-
tuted for face-to-face interaction, leading teens to adopt a more superficial view of 
friendship and social connection. Yet despite commonly held notions that social 
media have supplanted “real world” relationships, it is perhaps more accurate to 
suggest that social media augment such relationships. Indeed, the vast majority of 
teenagers’ online interactions are with peers they know from familiar settings such 
as schools, clubs, religious organizations, and sports activities (Ito et al., 2010).

Viewed through this lens, social media may possess certain positive attributes. 
First, in contrast with offline “hangout” venues, which are typically constrained 
by factors such as time, location, and transportation logistics, online venues pro-
vide opportunities for interaction that transcend these constraints. Online social 
spaces allow teens to maintain connections with their peers from virtually any 
location and at virtually any time, expanding opportunities for interaction and—at 
least potentially—enriching the depth of teens’ social lives.

Second, social networks may expand social opportunities by redefining the 
boundaries that have traditionally existed across groups within familiar social 
settings such as schools. Although teens continue to maintain inner circles 
of friends, social media have expanded teens’ web of social connections to 
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encompass a broader peer network. While these extended notions of friendship 
and connection have often produced some measure of eye-rolling on the part 
of many adults (e.g., the idea that Facebook “friends” aren’t really friends), this 
phenomenon may be more alternatively viewed as a positive expansion of teens’ 
social horizons.

Third, by extending the opportunities for peer engagement, social media may, 
under appropriate conditions, alleviate some of the common teen anxieties sur-
rounding social relationships and interactions. When asked about the impacts 
of social media use on their well-being, higher proportions of teens cite positive 
impacts than negative ones. According to a 2012 survey conducted by Common 
Sense Media, more than one in four teens say that social networking makes them 
feel less shy and more outgoing; one in five say it makes them feel more confident, 
more popular, and more sympathetic to others; and one in seven say it makes them 
feel better about themselves. In contrast, 5 percent or fewer teens indicated that 
social networking makes them feel less outgoing, worse about themselves, more 
depressed, less confident, and less popular. These negative sentiments are indeed 
cause for concern, as will be discussed shortly. However, for current purposes it 
should be noted that young people tend to view the impact of social media on their 
well-being in generally positive terms.

Results from the Common Sense survey also challenge the notion that social 
media have led teens to devalue face-to-face interaction. In fact, the data strongly 
suggest that teens are generally aware of the disruptive potential of social media—
significantly higher proportions of teens say that they prefer face-to-face interac-
tions to texting as a mode of communication; nearly half expressed frustration 
with their friends’ use of texting and social media while in their company; and 
more than a third indicate that they sometimes wished that they could go back to 
a time when there was no Facebook.

Notably, the survey results also suggest that teens recognize the potential impact 
of technology on their family life and are concerned about their parents’ digital 
behaviors—more than one in four youth indicated that their parents may have 
addictions to their mobile devices that are comparable to their own. This finding 
challenges two pervasive notions—first, that teens are desensitized to the potential 
effects of digital technology on relationships; and second, that these types of effects 
are somehow confined to youth.

Perils and negative impacts

The above examination challenges common narratives holding that digital com-
munications invariably impede youths’ positive social development and make 
teens more disconnected from peers and others. The benefits of social media 
in the lives of teens—improvements in certain metrics of well-being, expansion 
of venues for interaction among friends, and the extension of social circles—all 
may be viewed as positive byproducts.
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At the same time, however, one must also recognize the various risks of nega-
tive social experiences that may be attributed to, or amplified by, social media. 
Some of these experiences may be related to deliberate meanness and aggression, 
while others may reflect less obvious and perhaps more insidious effects.

Overt aggression and meanness

The first series of risks to youth involve overt manifestations of aggression, 
meanness, and cruelty in digital environments—a topic that has attracted sig-
nificant research attention in recent years (MTV, Pew). Data from these and 
other studies suggest that exposure to aggressive and mean behavior is a fairly 
routine part of teenagers’ online social experience.

•	 2011	survey	data	from	Pew	suggest	that	88 percent	of	teens	report	having	
witnessed mean or cruel behavior occurring on social networking sites, 
with 12 percent indicating that they witnessed such behavior “frequently,” 
29  percent “sometimes,” and 47 percent “once in a while.”

•	 Approximately	9 percent	of	 teens	 reported	being	bullied	via	 text	message	
and 8 percent in an online setting in the previous 12 months. By contrast, 
12 percent reported having been bullied in person during that period. These 
data suggest that while online aggression (aka cyber-bullying) may affect 
many youth, it is more common that teens are victims of bullying within 
offline settings.

•	 Just	over	two	thirds	of	teens	surveyed	(69 percent)	believe	that	people	are	
mostly kind on social network sites, compared to 20 percent who believed 
that people are mostly unkind. These effects, however, appeared to vary by 
demographics, with black teens, teens in urban environments, and younger 
teen girls (12 and 13) more likely to report that people are mostly unkind.

Certainly, peer-based meanness and aggression is not a new phenomenon within 
the teen experience. Indeed, many have suggested that online bullying and 
aggression may have much in common with offline aggression. Nevertheless, 
online settings present a unique series of challenges and issues.

Unrelenting nature of online conflicts—The first unique challenge stems 
from the “always on” nature of social media and digital communications, and the 
associated impact on the dynamics of peer conflict. Prior to the growth of social 
media, teens had built-in downtime from their social relationships and interac-
tions. In cases involving conflict between teens, this provided a natural “decom-
pression” period in which youth might have time and inclination to reflect, gather 
perspective, and seek guidance. Social media, by virtue of their relentlessly per-
sistent nature, have undermined this mode of de-escalation and may easily con-
tribute to an intensification of conflict. As such, digital communication venues 
may intensify peer-based social conflicts by depriving teens of the downtime that 
might otherwise dissipate the tension surrounding these conflicts.
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Public dynamics of online conflicts—A related phenomenon involves the 
public and open nature of social network activity and the attendant potential for 
other teens to become involved in interpersonal conflicts. Particularly as tech-
nology has evolved, interactions that were once bilateral in nature have become 
increasingly open to a broader group of participants. Conflicts tend to increasingly 
play out in public spaces such as via Twitter feeds and Facebook walls. Not only 
does this enhance the potential volatility of conflict situations, but it also poten-
tially amplifies harm by fostering greater shame and embarrassment experienced 
by youth on the receiving end of online aggression.

Porous boundaries of offline and online—A further consideration concerns 
the fact that the barriers between online and offline bullying behaviors are often 
quite porous. That is, many acts of online aggression may be closely linked to pat-
terns of physical or psychological aggression that are manifested in offline envi-
ronments. This presents particular challenges to educational systems, which most 
often deal with the fact that conflicts within school settings typically spill over into 
online venues outside of school.

More subtle impacts

Because we’re often using our computers in a social context, to converse with friends 
or colleagues, to create “profiles” of ourselves, to broadcast our thoughts through 
blog posts or Facebook updates, our social standing is, in one way or another, always 
in play, always at risk. (Carr, 2011, p. 118)

The effects of social media on the dynamics of overt meanness and aggression 
are indeed cause for concern. These effects, however, are not the only social 
landmines facing teens engaged with online peer interactions. Beyond their 
potential role as conduits for direct meanness and cruelty, online interactions 
may affect youth negatively in more subtle ways.

The above quote from Nicholas Carr captures a core paradox related to teen 
online experiences—at the same time that technology-mediated social relation-
ships may mitigate teens’ anxieties surrounding presentation of their “social selves,” 
they also may amplify normal adolescent struggles surrounding their self-image 
and sense of belonging. The 2012 Common Sense Media teen survey indicated 
that more than one in three teenage girls and one in five teenage boys reported 
being stressed out about how they look in online photos, and that 45 percent of 
girls and 24 percent of boys indicated that they worried about people posting ugly 
pictures of them online.

When populating their pages on social networks, youth and adults alike tend 
to favor positive imagery. Although research suggests that social network partici-
pants’ self-portrayals tend to be fairly accurate in their general representations 
(Back et al., 2010), there is also a tendency for people to emphasize the positive 
and de-emphasize the negative. For example, shared photos are more likely to 
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depict smiling faces than frowning ones, and status updates are more likely to 
convey control than to expose vulnerability. Teens value social media precisely 
because they permit this type of manipulation of their persona—far more so than 
would be the case in the offline world.

From the perspective of the image creator, such manipulation might be viewed 
as a positive attribute of social media—they afford one the opportunity to contem-
plate and craft one’s “outward-facing” image, similar to the way one might choose 
clothing or hairstyle. Yet from the perspective of those observing these images, 
the effects may be far from benign. Although on a cognitive level, most teens 
implicitly understand that online personas may be crafted and sugarcoated, there 
are likely significant subconscious impacts on teens’ sense of their own happiness 
and well-being. To this general point, research has suggested that frequency of 
Facebook use may be negatively associated with one’s sense of happiness in rela-
tion to others and one’s sense of life’s overall fairness (Kross et al., 2013).

Online interactions may also interact with, and in some cases exacerbate, 
teens’ fear of social isolation. Being “left out” is a major source of teen social anxi-
ety and inclusion is part of a fundamental need (Hartup, 1996). The highly public 
nature of online networks increases the likelihood that teens will become aware 
of activities from which they may have been excluded. Indeed, 47 percent of sur-
veyed teens (57 percent of girls and 28 percent of boys) indicate that they some-
times feel left out when viewing pictures of others. To compensate, teens’ online 
social participation may become something akin to a compulsion, driven by their 
concerns about missing out on activities within their social circle. To quote Carr 
again, “If they stop sending messages, they risk becoming invisible.” (Carr, p. 118)

In sum, the opportunities afforded by social media for one to craft one’s 
self-image and present it in the most positive light may indeed provide certain 
benefits for teens seeking to forge their identity. Yet at the same time, we must rec-
ognize that teens viewing the images of others may not always be fully attuned to 
their sugarcoated nature and may in turn experience amplified feelings of anxiety 
and insecurity.

■■ I N T I M A C Y  A N D  S E X U A L I T Y

Beyond the forging of friendships, the establishment and exploration of inti-
macy emerges as a central element of the adolescent experience. Just as social 
media may carry both positive and negative implications for teens’ general peer 
interactions, an equivalent set of phenomena may be observed in teens’ pur-
suit and exploration of intimate relationships. As with peer friendships, dating, 
romance, and intimacy in the digital era is best understood as a confluence 
between the generation-agnostic realities of the adolescent experience and the 
shifting norms and behaviors among the millennial generation of  teens.

In Chapter 5, we will address the shifting modes of sexual expression as medi-
ated by digital technology, focusing on a constellation of behaviors commonly 
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referred to as “sexting.” For current purposes of providing context for other dis-
cussions in this volume, we briefly present two factors for consideration—the ways 
in which digital communication has altered the contours of dating and courtship, 
and some ways in which the digital era has affected cultural norms surrounding 
sexuality.

The new world of dating and courtship

The researchers from the MacArthur digital project focused a significant part of 
their analysis on examining the rituals and practices of digital youth surround-
ing the forging of intimate relationships (Pascoe, 2009). Framing the examination 
of the role of social media in teens’ intimate relationships, C. J. Pascoe chronicles 
the evolution of dating practices during the twentieth century. She notes that 
“dating” as we know it is a relatively recent form of courtship and that adolescent 
relationships had been heavily mediated by families for most of modern history.

Pascoe notes the emancipating effects of technology on giving youth greater 
autonomy in the pursuit of intimate relationships, in particular drawing parallels 
between the rise of the automobile during the postwar era and the more recent rise 
of social media. Just as the automobile emancipated teens from the constraints of 
the home environment, the rise of social media has provided teens with venues 
in which teens can “meet people, flirt, date, and break up beyond the earshot and 
eyesight of their parents and other adults while also doing these things in front of 
all their online friends.” (Pascoe, 2009, p. 145)

The MacArthur findings remind us that we are operating in a fundamen-
tally different era in terms of both parental supervision and peer relationships. 
Regarding the former, mechanisms of parental monitoring have been greatly 
diminished—prior to the advent of mobile phones and digital social media, teens 
depended on shared, home-based landlines as primary vehicles of communica-
tion. This technology, by being confined to the home space, afforded parents at 
least a marginal level of ability to monitor the activities of their teenagers. The 
expansion of cellphone adoption and the “silent” medium of texting, along with 
the growth of online social networking, has emancipated teens from the watchful 
eyes of their parents. What this means, quite simply, is that teenagers are far more 
autonomous than young people in prior generations.

As for the latter, romantic relationships and the dynamics behind them have 
become increasingly visible within the public sphere of the peer group. Not only 
may the status of one’s relationships may be clearly stated in one’s Facebook pro-
file, but the significant connectivity of social networks has made it increasingly 
the case that teenagers’ relationships often unfold within the context of social 
networks. Similarly, the process of disengaging from a relationship is also often a 
public event. In the aftermath of such breakups, teenagers typically remain within 
the social circle of their former relationship and remain attuned to that person’s 
continued activities, including new romantic relationships.
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Thus, the rise of social media has created an important paradox in the realm of 
teenagers’ exploration of dating and intimacy—their activities are simultaneously 
more private in that they are insulated from parental supervision and more pub-
lic in that they often unfold within spaces accessible by peers.

The dynamics of romance and courtship are also affected by a similar range of 
factors noted earlier in our discussion of friendship and peer relationships. The 
“always on” culture promoted by texting, social networking, the availability of 
video chat, and a constant barrage of new apps and mobile technology has pro-
foundly altered the manner in which teens interact with one another. In the con-
text of romance and courtship, this capacity creates an environment of persistent 
communication, providing little “breathing space” that may be essential to the 
building and maintenance of healthy relationships.

All of these factors—insulation from parents, the pervasive nature of social 
media, limitations on privacy within the peer group, and the public nature of 
breakups—converge to create a challenging environment within which teenagers 
must navigate their emerging explorations of intimacy and romantic attachment.

Digital media, sex, and popular culture

Another set of issues involves the ways in which the new media landscape has 
affected cultural notions of intimacy and sexuality. Shifting norms of sexuality 
and sexual expression are certainly not unique to the digital era and have been 
sources of intergenerational conflict for quite some time. There are, however, 
certain unique challenges that have been presented by the rise of the Internet.

First, the Internet has expanded access to sexually explicit content and pornog-
raphy. This increased access, coupled with the reality of teens’ sexual identity devel-
opment and exploration, has meant that teens are far more likely to be exposed to 
explicit sexual material than teens in prior generations. A study by Mitchell and 
colleagues indicated that the percentage of youth experiencing unwanted expo-
sure to pornography grew significantly between 2000 and 2005—this increase was 
particularly pronounced for those in the youngest age cohort (those between the 
ages of 10 and 12), for whom such exposure more than doubled, growing from 
9 percent to 19 percent (Mitchell, Finkelhor, & Wolak, 2003). Another study of 
college students indicated that 93  percent of males and 62  percent of females 
reported exposure to online pornography during adolescence (Sabina, Wolak, & 
Finkelhor, 2008). Coupled with the exponential growth of Internet adoption since 
2005 among youth of all ages, it is likely that children and teenagers in 2013 have 
been exposed to sexually explicit content at even greater rates.

Second, there is indeed an intersection between digital technology, celebrity 
culture in the era of YouTube, and shifting modes of sexual expression. Teenagers 
are routinely exposed to stories of celebrity sex tapes that show up online, “sex-
ting” among celebrities, and sexual content on prime-time TV. Related to this, 
sexual content and humor has become far more accessible and has fundamentally 
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altered the ways in which adolescents, particularly girls, view the dynamics and 
expectations associated with sexual relationships (Kim et  al., 2007; Tolman 
et al., 2007).

In a later chapter, we will explore how these factors may translate into cer-
tain unhealthy or risky teen digital behaviors in the form of “sexting.” For current 
purposes, however, it should be recognized that these developments—increased 
exposure to explicit sexual content and implicit cultural acceptance—are far from 
benign. Rather, they carry significant implications for the ways in which youth 
perceive “normative” sexuality and in turn view their own notions of healthy rela-
tionships and their own sexual identities.

■■ C O N C L U S I O N :   T H E  W O R L D  O F  D I G I T A L 

Y O U T H   I N  C O N T E X T

While much is made of the “digital divide,” this appears to be less a function of 
the use of digital and mobile communications, which also seems to be growing 
significantly among adults, but rather a function of the roles of digital commu-
nication in their broader lives. By their nature, teens are predominantly focused 
on social interactions with their peers, while adults come with a more diverse 
array of concerns, including those related to work and family.

Clearly there are a range of critical issues related to youth safety and well-being 
in the digital age. Under certain circumstances, digital media may be used for 
overt expressions of aggression. Additionally, when coupled with broader cul-
tural messages, the dynamics of the online environment may contribute to ado-
lescents’ feelings of inadequacy, depression, and other factors related to teen 
anxiety. Moreover, the “always on” nature of digital communications may under 
certain circumstances produce new problems that are not inherent to offline 
environments.

At the same time, we must acknowledge the opportunities that social media 
provide to youth in expanding their horizons, finding their place in society, engag-
ing in self-expression, and augmenting their friendships and intimate relation-
ships. As such, parents, educators, policymakers, industry, and those concerned 
with the well-being of youth are wise to remain attuned to both the promises and 
perils of the online environment. Ultimately, our policies and practices should be 
guided by a few basic principles—minimizing harm, recognizing opportunities 
for engagement and growth, and providing teens with the foundation for develop-
ing healthy and robust social relationships.
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 3 Sexual Development and 
Behavior in Children and 
Adolescents

■■  H .  M A R T I N  M A L I N  A N D    

F A B I A N  M .  S A L E H

■■ I N T R O D U C T I O N

The study of sexual development of children and adolescents, particularly the 
development of sexual behaviors, is one of the more difficult and risky of all 
academic pursuits. It therefore should come as no surprise that our knowledge 
of childhood and adolescent sexual development is incomplete. Additionally, 
much of what we believe we know may or may not be accurate.

In this chapter, we present a comprehensive review of the extant literature on 
“normal” sexuality and sexual development and behavior in children and adoles-
cents. First, we discuss the sources of information concerning child and adoles-
cent sexual development and some methodological limitations of performing such 
research, including the plethora of sociocultural obstacles and constraints inherent 
in such work. Next, we focus on the biological and psychosocial aspects of the trajec-
tory of sexual development, from the perinatal and prepubertal acquisition of sexual 
behavior and knowledge to the sexual behaviors seen in puberty and throughout 
adolescence. We conclude with a review of current assessment methods, which help 
distinguish sexual behaviors that are “normal” from those that are “abnormal.”

■■ S O U R C E S  O F  I N F O R M A T I O N  A B O U T  S E X U A L 

D E V E L O P M E N T  A N D  M E T H O D O L O G I C A L   I S S U E S

Research about child and adolescent sexuality is premised upon demonstra-
ble evidence that sexual behaviors are present in the normal developmental 
sequences of all primates, including humans. In contrast, one of the most per-
vasive and deeply held beliefs in twenty-first-century America and, to a greater 
or lesser degree elsewhere in industrialized cultures, is that children who have 
not been sexually abused are normally asexual until puberty intrudes upon 
their state of prelapsarian innocence (Jackson, 1990).

For many individuals, the notion that prepubertal children normally engage in 
behaviors adults would label as sexual or display some degree of sexual knowledge, 
absent a history of sexual abuse, is an anathema. Yet research has clearly demonstrated 
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that even young children exhibit a broad range of sexual behaviors in the absence of 
a demonstrated abuse history and that even sexually intrusive behavior displayed by 
children may not always be indicative of pathology (Friedrich, 2003).

Cultural imperatives abound concerning what are, or should be, appropriate 
levels of sexual knowledge for non-adults. There is also a widespread cultural 
belief, despite evidence to the contrary, that discussing sexual matters with chil-
dren and adolescents may incite unhealthy premature interest in sexual matters 
or cause significant trauma or at least unnecessary distress (Lenderyou, 1994). 
Clearly such is not the case with formal sex education curricula. In a literature 
review of the impact of sex education programs on adolescents, Visser and van 
Bilsen (1994) found that sex education increased knowledge about sexuality and 
often brought about a more liberal and tolerant attitude toward sexuality but did 
not appear to have an impact on adolescent sexual intercourse. More recent inves-
tigations suggest that sex education, far from having a negative impact on chil-
dren and adolescents, reduces risky sexual behaviors and postpones the age of first 
intercourse in both males and females (Mueller, Gavin, & Kulkarni, 2008).

While it is clear that talking with children and adolescents about sex in the 
context of formal sex education poses no particular risk for distress or trauma, the 
traumatic effects of research inquiring about sexual knowledge and practices is 
less well documented. O’Sullivan and colleagues (2000) conducted a Reaction-to-
Study interview of 98 boys (ages 7 to 13) and their mothers following a study on 
the development of problem sexual behaviors as part of a longitudinal study of 
disruptive behaviors in high-risk boys. While a significant number of the boys 
were reticent to talk about sexual matters, participants generally reported a posi-
tive experience with the interview overall. The authors concluded that “significant 
distress on behalf of children who participate in interviews on sex seems unwar-
ranted” (O’Sullivan, Meyer-Bahlburg, & Wasserman, 2000).

Much research on Western childhood sexuality comes from Northern European 
and Scandinavian countries, where attitudes toward sexuality are more permissive 
than in the United States. Therefore, results from these studies may not be general-
izable to other cultures (Gordon & Schroeder, 1995). Several ethnographic studies 
of non-Western cultures include observations of childhood sexual behavior, and 
while anthropology has not focused extensively on children’s sexuality, childhood 
sexual behavior has been recorded in many cultures. This includes, for example, 
Trobriand Islanders (Malinowski, 1927), the Samoans (Mead, 1928, 1933), the 
Canela (Crocker & Crocker, 1994), the Mehinaku (Gregor, 1985), and the Sambia 
(Herdt, 1993). The broad outlines of sexual developmental patterns appear not to be 
culture-bound (Currier, 1981), although Montgomery (2009) points out that there 
is a large gap in our knowledge about how children understand their own sexual 
experiences. She cautions that childhood sexual experience and understanding of 
that experience must be considered within its cultural context (Montgomery, 2009).

Much of our current knowledge about the behavioral aspects of developmen-
tal sexology comes from studies that rely heavily upon retrospective self-reports 
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(Kinsey, Pomeroy, & Martin, 1948; Kinsey, Pomeroy, Martin, & Gebhard, 1953; 
Ramsey, 1950; Rotheram-Borus et  al., 1992a, 1992b). In the case of the Kinsey 
“Male Volume,” retrospective data on male children included reports of sexual 
behavior by “trained” participant-observers (Kinsey et al., 1948), a circumstance 
that has occasioned much controversy (“Allegations,” n.d.).

Other investigators, as well as Kinsey and his colleagues, have also sought par-
ents’ or caregivers’ reports of childrens’ observed sexual behaviors (Achenbach, 
1991; W. N. Friedrich, Grambsch, Broughton, Kuiper, & Beilke, 1991; Gunderson, 
Melas, & Skar, 1981; Rosenfeld et al., 1984; Sears, Macoby, & Levin, 1957). While 
this approach has yielded considerable information, it is not without significant 
limitations (Meyer-Bahlburg, & Steel, 2003).

The current barriers to research on child and adolescent sexuality are largely, 
but not exclusively, sociocultural. This includes the belief among a myriad of gate-
keepers that children are incapable of providing informed consent to participate in 
research on their own behalf. Another such belief is rooted in the Romantic vision 
of the child as pure and innocent (Higonnet, 1998), therefore asexual. According 
to this belief, “premature” exposure to sexual matters may lead to spiritual, emo-
tional, and/or physical damage. In more modern dress, concerns about child abuse 
also contribute to the difficulty of conducting research about childhood sexuality 
(Montgomery, 2012). Research questions or protocols may be construed by par-
ents or children as innately abusive.

In addition, sex research with children and adolescents, as with adults, is tech-
nically difficult. Except in the case of very young children, the socialization process 
ensures that sexual behavior occurs largely in private, so that direct observation is 
an unlikely event. Even with the youngest of children, direct observation of sexual 
behavior is typically limited to individuals, such as parents, preschool workers, 
and nannies, who care for the child on a regular basis and assist in bathing, toilet-
ing, and feeding. It is unusual for these caregivers, even if they recognize a behav-
ior as sexual, to systematically observe and report on the behaviors encountered.

A few investigators have attempted to gather information from children by 
direct questioning (Broderick, 1966; Elias & Gebhard, 1969; Ramsay, 1943, 1950). 
Given current social norms, conducting additional studies of this type appears 
unlikely. Furthermore, children themselves, especially younger children, may not 
be particularly amenable to study by direct questioning since it is not clear that 
how a child conceptualizes and describes sexual behaviors is congruent with the 
meaning intended by an adult questioner (Volbert, 2000). In general, interviewing 
children and adolescents about sexual knowledge or behavior is more problematic 
than it is with adults (O’Sullivan et al., 2000).

A further source of difficulty in conducting research on child and adolescent 
sexuality is funding. Support for research on child and adolescent sexuality is 
a significant barrier to research since public and private granting agencies may 
be reticent to underwrite research seen by their boards or constituents as con-
troversial (O’Sullivan et al., 2000). Additionally, since much research on human 
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development is dependent upon funding administered by institutions of higher 
learning, Institutional Review Boards (IRBs), charged with protecting human 
subjects and, not incidentally, limiting liability to their respective institutions, 
may also mirror social reticence surrounding the study of childhood and ado-
lescent sexuality and impede research (Sieber & Baluyot, 1992). Ceci found that 
proposed research into “socially sensitive topics” is twice as likely to be rejected 
by IRBs as research investigating less socially sensitive questions (Ceci, Peters, & 
Plotkin, 1985).

Not all aspects of sexuality in children or adolescents seem equally socially 
problematic to investigate. Studies of physical development and maturation are 
perhaps the least controversial for investigation and often yield information from 
which behavioral information may be inferred (Smith, Udry, & Morris, 1985; 
Udry, 1990; Udry, Talbert, & Morris, 1986). Studies of sexual patterns in child-
hood and adolescence, focusing more narrowly on behaviors absent the context 
of abuse-generated pathology, are more controversial. Research in developmental 
sexology thus tends to bifurcate into “acceptable” and “unacceptable” areas of study 
that mirror social values about “acceptable” and “unacceptable” sexual behaviors 
at a given age or stage. Accordingly, the knowledge base of the less value-laden 
anatomical and physiological trajectories of sexual development is more compre-
hensive and mature than the knowledge base of the more value-laden psychobe-
havioral trajectories.

■■ S T A G E S  O F  S E X U A L  D E V E L O P M E N T

For convenience, child and adolescent sexual development may be examined in 
narrowly defined age ranges, as are other developmental phenomena, including 
a prenatal period, infancy (birth to 2 years), early childhood (3 to 5 years), late 
childhood (6 to 10  years), early adolescence (11 to 13  years), middle adoles-
cence (15 to 17 years), and late adolescence (18 and 19 years).

Puberty and early adolescence are often considered to be synonymous and 
may be operationally defined as the one or two years of rapid growth preceding 
the acquisition of the ability to reproduce. Most commonly, in girls, the onset of 
puberty is defined as thelarche (onset of breast development) and sexual maturity 
is marked by menarche approximately two years later. For most girls, however, 
menarche does not precisely coincide with the ability to reproduce since mature 
ova may not be produced for another two years or more. In boys the onset of 
puberty is less precise but is generally agreed to be semenarche, as evidenced in 
ejaculation during masturbation or nocturnal emission. The presence of mature 
spermatozoa in urine is generally considered evidence of male sexual maturity 
and the endpoint of puberty in males.

However, with the exception of birth, which marks the boundary between 
the prenatal and infancy phases of development, there are no clear demarcations 
between developmental phases, and individual variation within broad phases of 
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development can be significant. Studies in developmental sexology do not always 
confine themselves to such narrow age ranges, often using samples of convenience 
spanning several years in age. To complicate matters further, data are not always 
reported in easily comparable age ranges.

Prenatal stage

Much of prenatal sexology is concerned with anatomical sequencing in utero, 
under the control of the genome and fetal hormonal and maternal hormonal 
environments.

Genetic sex is determined at fertilization, and differentiation of genital mor-
phology begins around the fifth week of gestation with migration of germ cells 
from the yolk sac to the undifferentiated gonads. Mullerian ducts develop in the 
sixth week and, in males, the seminiferous tubules differentiate in the seventh 
week. In males, the Mullerian ducts begin to regress in week eight and the first 
Leydig cells begin to synthesize testosterone. Masculinization of the genital ridge 
is observable by week 10. In females, ovaries begin to develop by week eight and 
produce estradiol, which supports germ cell development but does not materially 
influence genital development since maternal estrogens are overwhelmingly avail-
able to the fetus irrespective of sex.

It is now commonly accepted, if not universally known even among profession-
als, that the neurological and genital capacity for sexual arousal to orgasm exists 
in children from before birth. Ultrasound examinations have demonstrated that 
fetuses suck their toes and fingers and male fetuses touch their penises. Erections 
are commonly seen in ultrasound images (Hitchcock, Sutphen, & Scholly, 1980), 
and masturbation in utero has also been observed in sonographic studies of a 
seven-month fetus (Meizner, 1987). Giorgi and Siccardi (1996) observed on 
sonography what appeared to be masturbation to orgasm in a 32-week female 
fetus, noting that she touched the region of her clitoris with her hand repeatedly 
for 30- to 40-second intervals, displaying short, rapid movements of her pelvis and 
legs, after which she stopped for a few minutes. After approximately 20 minutes of 
this behavior, which was also observed by the mother, the fetus displayed contrac-
tions of trunk and limb muscles, followed by tonic–clonic movements of the whole 
body, after which she “relaxed and rested. “ While such apparent masturbation to 
orgasm in utero may be phenomenologically quite different from its homologs 
in postnatal life, Giorgi and Siccardi point out that female sexual response is dis-
tinct from reproductive function and “does not need a full sexual maturity to be 
explicit”(Giorgi & Siccardi, 1996).

Infancy (Birth to 2 Years)

Both male and female infants display evidence of sexual arousal at birth, with 
erections continuing for male infants and female infants displaying vaginal 



48 ■ Adolescent Sexual Behavior in the Digital Age

lubrication (Martinson, 1981). Infants and toddlers explore their genitals during 
bathing, diaper changes, or other times when they are permitted access to them. 
As they learn to talk, they learn the names, both proper and slang, for genitalia, 
as they also learn the names of other body parts. The antecedents to gender 
constancy are also established in infancy. Infants and toddlers will remove their 
own clothing and appear to enjoy nudity (Gordon & Schroeder, 1995).

Although it is common to think of intentional genital stimulation at this age as 
simply one facet of a broader pleasure-seeking imperative, genital pleasure during 
infancy appears to be qualitatively similar, if not largely identical, to the sexual 
response cycle observable later in childhood and adolescence. The observation 
that infants experience orgasm through masturbatory activity is not new. In the 
late nineteenth and early twentieth centuries, influential physicians, including 
Moll, Stekel, and Freud, wrote about infant genital arousal, and as early as the eigh-
teenth century, Vogel described “postural” masturbation to orgasm in an infant 
(Janssen, 2007). In more modern times, a number of investigators have reported 
on the observation of orgasms in infants (Borneman, 1990; Kinsey et al., 1948). 
More current research, which we review next, adds to the observations of these 
earlier writers.

Masturbatory behavior in infants can be difficult to recognize because mus-
culoskeletal development and lack of fine motor coordination may preclude the 
use of the hands (Martinson, 1981; Nechay, Ross, Stephenson, & O’Regan, 2004). 
Indeed, infantile masturbation (gratification behavior, sometimes called unhap-
pily labeled “gratification disorder”) sometimes leads to unnecessary invasive 
neurological workups because clinicians, responding to worried caregivers, have 
failed to recognize the characteristic postures and movements of infantile mas-
turbation, believing them to be epileptiform or other malign movement disorders 
(ddenise625, April 27, 2012; Yang, Fullwood, Goldstein, & Mink, 2005).

Martinson (1981) postulates that because infants and young children lack 
the fantasy content and the ability to concentrate typically present at a more 
advanced age, the ability to experience sexual arousal is present only at the 
physiological-reflexive level. Ajlouni and colleagues (2010) explored the hormonal 
triggers for masturbation in infants and young children referred to pediatric neurol-
ogy clinics, measuring dehydroepiandrosterone sulfate, 17-hydroxyprogesterone, 
free testosterone, estradiol, dehydroepiandrosterone, sex hormone-binding globu-
lin (SHBG), and androstenedione. Case and control groups were comparable for 
all measures except estradiol levels, which were lower in the case group, leading 
him to conclude that low estradiol is a possible trigger for masturbation in this 
group (Ajlouni, Daoud, Ajlouni, & Ajlouni, 2010).

Early Childhood (3 to 5 Years)

Children in early childhood engage in a variety of behaviors adults would label 
as sexual, sometimes incurring sanctions from uncomfortable caregivers. Hugs 
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and kisses are generally well tolerated or even encouraged in this age group, 
while talk about private body parts, playing house or doctor, and displaying 
or touching their own genitals may be less welcome. Masturbation, sometimes 
to orgasm, appears to be relatively common in early childhood (Kinsey et  al., 
1948, 1953; Larsson & Svedin, 2001). In one study involving 60 preschool teach-
ers in nine Norwegian kindergartens, 85  percent reported observing children 
engaged in masturbation, with 23  percent reporting that they had observed 
masturbation to orgasm among their students in this age group (Gundersen, 
Melas, & Skar, 1981). Sex play with peers and siblings is also common at this 
age, as is sexual rehearsal play, sometimes with simulated intercourse (Gordon 
& Schroeder, 1995). Sexual rehearsal play is a behavioral stratagem shared with 
other primates and is readily observable across cultures (Ford & Beach, 1951; 
Money, 1990). Rarely do children in early childhood ascribe sensory or sexual 
functions to genitalia, instead explaining them as integral to excretory func-
tions or, in some cases, relating them to pregnancy and birth but not copula-
tion or sexual pleasure (Gordon, Schroeder, & Abrams, 1990).

Three-year-olds can easily identify their own biological sex correctly as well as 
the sex of others. Some of this knowledge appears to be culture-bound (Goldman 
& Goldman, 1982), and sexual distinctions may be made on the basis of clothing, 
hairstyles, or body decoration rather than by differences in genital morphology. By 
the age of 4, however, most children are aware of genital differences, have incor-
porated gender constancy based upon genital differences, and are familiar with 
the names of genitals, although both boys and girls are more likely to have correct 
information about male than female genitals (Bem, 1989; Bosinski, 1989; Gordon 
et al., 1990).

While the repertoire of sexual behaviors in early childhood is typically some-
what narrow, some children in this age group display a more comprehensive 
range of sexual behaviors, including oral–genital contact and penetrative behav-
iors. Age-atypical sexual knowledge and behaviors are generally seen as indica-
tors of sexual abuse (W. N. Friedrich, 1993), but there is not universal agreement 
about what constitutes age-typical sexual knowledge and behaviors (Volbert, 
2000). Friedrich, in a study of a normative sample of non-abused children 2 to 
12 years old, found that in the preschool 2- to 6-year-old cohort some reports of 
age-atypical behavior that at first report would have been judged to be “quite devi-
ant” were found, on follow-up, to be “benign” (W.N. Friedrich, 2003).

In a study of 1,114 children aged 2 to 12 screened for absence of sexual abuse, 
Friedrich and colleagues confirmed a broad range of sexual behaviors, as reported 
by primary female caregivers, with adult behavioral correspondence, includ-
ing gender role behavior, self-stimulation, sexual anxiety, sexual interest, sexual 
intrusiveness, sexual knowledge, and voyeuristic behavior (Friederich, Fisher, 
Broughton, Houston, & Shafran, 1998). Such behaviors included touching fathers’ 
genitals and mothers’ or other women’s breasts, touching their own genitals, 
deliberately exposing their genitals to other children or adults in such activities 
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as playing house or doctor, or attempting to see other people nude or partially 
clothed. Rosenfeld and colleagues found that parents in his sample reported that 
30 to 45 percent of children under 10 years of age touched their mother’s breasts 
or genitals at least once (Rosenfeld, Bailey, Siegel, & Bailey, 1986).

Friedrich and colleagues found that 2-year-old children are observed by their 
caregivers to be relatively more sexual than their early adolescent counterparts and 
become increasingly sexual up to age 5, when observed sexual behaviors decline. 
Another decrease in observed behavior occurs after age 9 and does not increase 
until age 11 in girls and age 12 in boys, when there is increasing interest in the 
opposite sex (Friederich et  al., 1998). A  number of investigators have pointed 
out that lower levels of observed sexual behavior may be a function of children’s 
increasing secrecy about genitally focused sexual activities, including increasing 
awareness of shame and modesty (Griffin, 1995; Meyer-Bahlburg & Steel, 2003).

Later Childhood (6 to 9 Years)

Children in middle and late childhood consistently and correctly assign gender 
on the basis of genitalia. With increasing age, there is increasing knowledge of 
the sexual components of reproduction and pregnancy as well as knowledge 
about masturbation, mating behavior in humans and other animals, and the 
mechanics of intercourse and birth.

Sexual rehearsal play continues in this stage, including a variety of games with 
a sexual focus such as “spin the bottle” or “truth or dare,” and peers assume an 
increasingly larger role in the acquisition of sexual knowledge and values. Fantasy, 
based upon experimentation or exposure to erotic media, augments the mas-
turbation experience, rendering it more richly complex. At the same time, pub-
licly observable sexual behaviors, including masturbation, diminish as modesty, 
embarrassment, the internalization of social proscriptions against public nudity 
or genital exposure, and sometimes frank punishment, coalesce to drive sexual 
expression into hiding (Griffin, 1995). Children in later childhood may dream 
about sex and become more interested in media with a sexual content (Gordon & 
Schroeder, 1995).

Early Adolescence (10 to 13 Years)

Early adolescence is marked by the onset of pubertal biological processes that 
will culminate in anatomical sexual maturity and the ability to produce mature 
gametes. There is a considerable body of knowledge about the biological and 
environmental factors associated with onset of puberty, and its regulation by 
the pituitary–hypothalamic axis, as well as biosocial influences (Hopwood 
et  al., 1990; Sanders & Reinisch, 1990). In Western culture, the average age 
at thelarche (Tanner stage 2)  is 10.4  years for Caucasian girls, 9.5  years for 
African-American girls, and 9.8  years for Mexican-American girls. Caucasian 
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boys in the West begin puberty, as marked by Tanner 2 stage penile growth and 
pubic hair distribution, at 12.0 years, African-American boys at 11.2 years, and 
Mexican-American boys at 12.3  years. Typically, girls begin to menstruate by 
age 12 or 13, although there is a wide range of normal. Most girls will begin to 
menstruate by age 16 and most boys will ejaculate by age 15 (Sun et al., 2002). 
It is important to emphasize the wide range of normal for these experiences 
among individual children and adolescents. These individual differences add to 
the complexity of understanding typical development and thus detecting statis-
tical and/or clinical deviance.

In the sexual repertoire, early adolescents have a working knowledge of sexual 
intercourse, although they may not yet have experienced it. They also generally 
have some knowledge, at least academic, about contraception and sexually trans-
mitted diseases. With the onset of puberty, sexual fantasy plays an increasingly 
important role in sexual expression. Recalled onset of first sexual fantasy is gener-
ally between 11 and 13 years old, with men recalling earlier onset of fantasy than 
women (Leitenberg & Henning, 1995).

Masturbation continues as the predominant sexual outlet in early and middle 
adolescence, although a significant number of adolescents engage in sexual inter-
course for the first time at about age 12 (Finkel & Finkel, 1981; Scott-Jones & 
White, 1990). Approximately 43 percent of males and 37 percent of females in this 
developmental stage masturbate (Reece et al., 2010b).

Middle Adolescence (14 to 17 Years)

In middle adolescence, as with early adolescence, increases in sexual behav-
ior, social factors, as well as hormonal factors affect sexual expression and the 
onset of specific sexual behaviors (Silovsky & Swisher, 2008). Contemporary 
theories about antecedents of specific sexual behavioral milestones throughout 
the span of childhood and adolescence generally postulate multivariate, integra-
tive biopsychosocial influences (Crockett, Bingham, Chopak, & Vicary, 1996; 
Udry, 1990).

Biologically the onset of puberty has a genetic component, evidenced, for exam-
ple, by a significant correlation of age at menarche between mother and daughter 
(Garn, 1980), and early menarche is correlated a lower age for first coitus in girls 
(B. C. Miller et al., 1997). Dopamine receptor genes may also be associated with 
age at coitarche (W. B. Miller et al., 1999), and testosterone level and pubertal stage 
predict the initiation of sexual intercourse in early adolescent age boys (Halpern, 
Udry, Campbell, & Suchindran, 1993).

A variety of social indicators have been identified that predict onset of some 
sexual behaviors. Several studies, for example, have found that both pubertal 
milestones and the sexual behavior of best friends predicted the onset of specific 
sexual behaviors in middle adolescence (Billy & Udry, 1985; Smith et al., 1985). 
As Subrahmanyam and colleagues point out elsewhere in this volume (Chapter 4), 
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the digital worlds that children and adolescents inhabit co-construct the child-
hood and adolescent sexual developmental processes (see also Subrahmanyam, 
Smahel, & Greenfield, 2006). This includes, for example, adolescents’ experimen-
tation with sexual talk and behaviors in online contexts such as social networking 
sites and chat rooms.

Beginning sexual intercourse is normative by end of middle adolescence, with 
approximately two thirds of American teenagers having experienced intercourse 
by the 12th grade (Crockett, Rafaelli, & Moilanen, 2003). Unfortunately, not all 
such experiences are voluntary. In one national survey of 7,643 sexually experi-
enced women aged 15 to 44, 20  percent of those who initially had intercourse 
before 15  years of age said their first intercourse was not voluntary (Chandra, 
Martinez, Mosher, Abma, & Jones, 2005), as did 4 percent of women who first had 
intercourse at 20 years or older (Chandra, Martinez, et al., 2005).

Rates of recent oral sex are relatively low among 14-year-olds (4.3  percent 
female partners for young men and 6.6 percent male partners for young women) 
but increase with age (Reece et  al., 2010b). Data from the National Survey on 
Family Growth indicate that 32.6  percent of females and 37.5  percent of males 
aged 15 to 17 have engaged in heterosexual oral sex. The numbers double in the 
18- and 19-year-old cohort (65.6 percent of females and 65.9 percent of males) 
(Copen, Chandra, & Martinez, 2012).

Most sexual behaviors engaged in by adults, including anal sex, are observed 
in 14- to 17-year-olds, although generally not at the same rates. In 14- and 
15-year-olds, 1 percent of males and 4 percent of females have engaged in recep-
tive anal sex within the preceding year, and the incidence in 16- and 17-year-olds 
is approximately the same, with a slight increase to 5  percent for females. The 
incidence within the preceding year for insertive penile–anal intercourse is about 
3 percent for 14- and 15-year-old boys, increasing to about 5 percent in the 16- 
and 17-year-old group, but the incidence nearly doubles to 11 percent in the 20- to 
24-year-old group and peaks at 27 percent in the 25- to 29-year-old cohort (Reece 
et al., 2010a).

While sex with partners is normative in this developmental stage, sexual behav-
ior involving a partner among middle adolescents at any given time is the excep-
tion rather than the rule. Thus, although 40 percent of 17-year-old boys said they 
engaged in vaginal intercourse in the preceding year, only 27 percent said they did 
so in the preceding 90 days (Reece et al., 2010b). In another study, approximately 
45  percent of 15- to 19-year-old males said they had no partnered sex within 
the preceding 12 months, while approximately 30 percent said they had a single 
female partner and approximately 22 percent had two or more female partners. 
For women in the same age group, 42.9 percent reported no male partners in the 
preceding 12 months, 30.5 percent reported one male partner, and 16.8 percent 
reported two or more male partners (Chandra, Mosher, Copen, & Sionean, 2011).

Same-sex contact is also frequently observed in this age group, although a sig-
nificant number of adolescents remain uncertain about their sexual orientation. 
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Remafedi, studying junior and senior high-school students in Minnesota, found 
that 88.2  percent of males and females self-identified as heterosexual, 1.1  per-
cent self-identified as bisexual or homosexual, while 10.7 percent said they were 
not sure about their sexual orientation (Remafedi, Resnick, Blum, & Harris, 
1992). Awareness of sexual gender orientation, the attraction to same- and/or 
opposite-sex partners, typically manifests before puberty and precedes partnered 
sexual behavior (Seto, 2012).

Mosher and colleagues (2005) found that 2.4 percent of males aged 15 to 19 
had engaged in same-sex behaviors in the preceding 12 months while 7.7 percent 
of females reported same-sex sexual contact in the previous 12 months (Mosher, 
Chandra, & Jones, 2005).

Late Adolescence (18 to 21 Years)

By late adolescence, it is common for individuals of both sexes to be engaged in 
a greater variety of sexual behaviors on an ongoing basis with increasing inci-
dence compared with younger age cohorts. In a study of 5,865 subjects aged 14 
to 70+, Reece and colleagues (2010) found significant increases in most sexual 
behavior measures in their 18- and 19-year-old and 20- to 24-year-old cohorts 
compared with their 14- and 15-year-old and 16-and 17-year-old cohorts. 
For example, while 62  percent of males and 40  percent of female 14- and 
15-year-olds acknowledged masturbating in the preceding year, 75  percent of 
male and 45  percent of female 16- and 17-year-olds, 81  percent of male and 
60 percent of female 18- and 19-year-olds, and 83 percent of male and 64 per-
cent of female 20- to 24-year-olds masturbated in the past year (Reece et  al., 
2010b).

With respect to coitus, 9  percent of male and 11  percent of female 14- and 
15-year-olds engaged in penile–vaginal intercourse in the preceding year, while 
30 percent of both male and female 16- and 17-year-olds, 53 percent of male and 
62 percent of female 18- and 19-year-olds, and 63 percent of male and 80 percent 
of female 20- to 24-year-olds engaged in penile–vaginal intercourse in the last year 
(Reece et al., 2010b).

Masturbation continues to be an important sexual outlet for both males 
and females in late adolescence, with 83 percent of 20- to 24-year-old men and 
64 percent of women having masturbated alone within the preceding year and 
44 percent of males and 36 percent of females having masturbated with a part-
ner. Oral sex is also an important outlet in this age group, with 63 percent of 
men and 70 percent of women receiving oral sex from an opposite-sex partner 
in the preceding year and 55 percent of men and 74 percent of women perform-
ing oral sex on an opposite-sex partner. For women, late adolescence is the age 
of the highest frequency of receptive anal sex, with almost a quarter of women 
acknowledging penile–anal penetration within the preceding year (Reece et al., 
2010b).
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■■ N O R M A L  O R  A B N O R M A L :   C U R R E N T 

A S S E S S M E N T  M E T H O D S

Distinguishing between normal and abnormal sexual behaviors in childhood 
and adolescence is of great interest to clinicians and others who work with sex-
ually abused children as well as to the criminal justice system. Unfortunately, 
this is not so reliable a determination as it is often supposed. Friedrich (2003) 
notes that sexually intrusive behavior has made the criminalization of children 
who display such behaviors commonplace while, at the same time, policy and 
treatment recommendations are routinely based on “little research guidance” 
(W. N. Friedrich, 2003).

Sexually abused children and adolescents sometimes display sexual behav-
iors that are deemed inappropriate for their developmental stage, leading to the 
conclusion that these behaviors were learned in an abusive context. Such abnor-
mal sexual behavior is widely believed to correlate with sexual abuse. Techniques 
for assessment that attempt to distinguish between normal and abnormal sexual 
behavior in children and adolescents are, therefore, important in the prevention 
and treatment of child sexual abuse (W. N. Friedrich, Urquiza, & Beilke, 1986).

Currently, there are only two well-standardized screening instruments for 
childhood sexual behaviors, the Sexual Problem Scale (SPS) derived from the 
Child Behavior Checklist (CBCL) (Achenbach, 1991), and the Child Sexual 
Behavior Inventory (CSBI-II) (W. L. Friedrich, 1997). The SPS currently consists 
of six items, four dealing specifically with sexual behavior and two dealing with 
cross-gender behavior. Of the four sexual behavior items, two deal with masturba-
tion, one inquires about “sex problems,” and one focuses on “thinking about sex 
too much.” The SPS has been criticized for poor psychometric properties and has 
little utility as a broad screening instrument for problematic sexual behavior in 
children and adolescents (Meyer-Bahlburg & Steel, 2003).

Friedrich initially used the CBCL in research on sexually abused children 
(W. N. Friedrich et al., 1986) and found that these children engaged in significantly 
more sexual behavior than comparison groups of non-abused children or psychi-
atric outpatient children (Friedrich, Urquiza, et al., 1986). Subsequent work led 
to the development of the CSBI, now in its second edition, which better demon-
strates the relationship between age-inappropriate sexual behavior in children and 
adolescents and sexual abuse (W. L. Friedrich et al., 1992; W. N. Friedrich, 2000).

The CSBI-II is a 36-item instrument to be scored by parents or caregivers that 
inquires, using a four-point scale ranging from “never” to “at least once a week,” 
how often certain sexual behaviors have occurred recently or in the last six months. 
The CSBI, in its original English and translated versions, has undergone extensive 
factor analytic studies leading to possible areas of additional fruitful exploration of 
underlying cross-cultural dimensions of sexual behavior (Schoentjes, Deboutte, & 
Freidrich, 1999). Cross-cultural studies using some or all of the items on the CSBI 
have demonstrated the importance of context when considering sexual behavior 
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in children and adolescents (Friederich, Sandfort, Oostveen, & Cohen-Kettenis, 
2000; Larsson, Svedin, & Friederich, 2000; Larsson & Svedin, 2002).

■■ S U M M A R Y

Considerable evidence now supports the conclusion that sexual behavior, as 
well as physical sexual maturation, unfolds in a developmental continuum from 
intrauterine life throughout childhood and adolescence. While the meanings of 
observed sexual behaviors may vary across the lifespan, it is clear that the bio-
logical substrate for sexual expression is present very early in  life.

It is also clear that sexual development, while constrained to a degree by biolog-
ical trajectory, both affects and is affected by the elements of culture. Technology 
has played an important role in extending our ability to observe sexual unfolding 
and it has also affected the process itself. Our culture continues to grapple with 
the implications. What are we to make, for example, of findings from polysom-
nography that an average of two to three hours of nocturnal penile tumescence is 
normal in prepubescent males (Francouer, 1990), or that ultrasonography consis-
tently reveals erections in utero (Hitchcock et al., 1980), as well as activities in both 
apparently normal female and male fetuses that investigators describe as intra-
uterine “masturbation” (Meizner, 1987) or “sexual behavior” (Giorgi & Siccardi, 
1996)? These technologies, widely used for the past two decades, would seem to 
have produced clear and convincing evidence that sexual capacity and behavior do 
not simply spring forth at puberty but are part of a lengthy developmental process.

Even more strikingly, as the contents of this volume attest, the ascendance of 
the Internet culture with its attendant technologies has had a significant impact 
on sexual development, and there is every reason to believe that this particular 
cultural development has already profoundly affected the developmental trajec-
tory of sexual behavior and will continue to do so. Yet the era of widespread use 
of personal computers and ready access to an HTTP-addressed World Wide Web 
(W3) is barely a generation old.

While research has demonstrated that elevated levels of sexual behaviors, par-
ticularly age-incongruent behaviors, can point toward sexual abuse in some chil-
dren, sexual expression in childhood and adolescence is entirely normative rather 
than inherently pathological (W. N. Friedrich, 2003). Developmental sequencing 
in the absence of abuse progresses in an orderly and largely predictable fashion 
throughout childhood and adolescence in all life domains, including the sexual 
domain, although considerable individual variance exists. Such variance persists 
into adulthood to the end of life.

Sexual behaviors appear in tandem with, and to some degree depend upon, bio-
logical sequencing. Solo masturbation, the first observable sexual behavior, begins 
in utero, once genital and neurological competence permits, and is a constant 
in sexual behavior patterns for most individuals throughout the lifespan. Until 
the decade and a half from 25 to 40, when both men and women are somewhat 

HTTP-addressed 
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more likely to have engaged in vaginal intercourse in the preceding year than in 
masturbation, the incidence of masturbation is consistently greater than for any 
other sexual behavior. In the fifth, sixth, and seventh decades of life masturbation 
returns to its place as the most frequently reported sexual behavior for a preceding 
year (Reece et al., 2010b).

Despite our increasing understanding of pediatric sexology, much-needed 
research continues to be difficult to accomplish, both because of sociocultural 
strictures and the need to develop better research strategies. The remedy to both 
of these impediments appears to lie in continuing efforts to educate social gate-
keepers about the normative nature of child and adolescent sexual development 
and its attendant behaviors and to challenge unwarranted assumptions about the 
inappropriateness of sex research with children and adolescents. When cultural 
thought leaders are satisfied that sexual behavior in childhood and adolescence is 
not inherently pathological and that well-designed research in developmental sex-
ology is needed to further our understanding of the processes involved, it seems 
reasonable to expect a gradual shift in political will to support further investiga-
tion. Additional research is fundamental to our ability to intervene appropriately 
when things go awry and to informing our strategies for ameliorating such dam-
age, as might have been done when normal developmental processes have been 
disrupted.

Technology will continue to illuminate the processes and patterns of sexual 
development as well as influence them and will inform our cultural beliefs about 
what is normal as well as what is acceptable and desirable sexual behavior. It is 
hoped that a more widespread understanding of the normative processes and 
behaviors of pediatric developmental sexology, as they are now understood, will 
lead to a greater willingness to entertain more extensive research that could fur-
ther increase our ability to nurture our children, protect them against sexual vio-
lence, and care for both victims and perpetrators of sexual abuse.
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 4 Adolescent Sexuality on the 
Internet: A Developmental 
Perspective

■■  D A V I D  S M A H E L  A N D 

K A V E R I   S U B R A H M A N Y A M

■■ A D O L E S C E N T  S E X U A L I T Y  O N  T H E  I N T E R N E T : 

O L D  I S S U E S ,  N E W   F O R M S

Adolescence is a period of transition—biological, cognitive, and social (Hill, 
1983; Steinberg, 2008), and the Internet has become an important context 
within which youth deal with the changes occurring in their life. Perhaps the 
most fundamental transition of adolescence is the onset of puberty and subse-
quent sexual development, the focus of this book. In this chapter, we describe 
some of the different ways that adolescents use the Internet and newer tools to 
explore their sexuality, and we point out the challenges and opportunities they 
encounter as they do so. First, we present our co-construction model, which we 
have proposed to understand the relation between adolescents’ online behavior 
and their development. Then we describe the characteristics of online environ-
ments that are relevant to the expression and exploration of sexuality online. 
Finally, we describe the different ways that adolescents engage in online sexual 
exploration in the service of their sexual development.

■■ T H E O R E T I C A L  F R A M E W O R K :   T H E 

C O - C O N S T R U C T I O N   M O D E L

In earlier work, we have suggested that the Internet and other digital media 
are becoming an important social context for adolescents (Subrahmanyam & 
Smahel, 2011; Subrahmanyam, Smahel, & Greenfield, 2006), along the lines 
of the more traditional contexts such as the peer group, family, and schools. 
Why is this? First, peer communication is one of the most popular uses of 
technology among youth (Subrahmanyam & Greenfield, 2008). Secondly, these 
new media also connect youth to the other contextual influences in their lives, 
such as their leisure activities and even their families. Consequently, we have 
proposed that online communication forms may provide a promising venue 
for adolescents to manage the developmental tasks before them such as their 
adjusting to their developing sexuality, constructing a coherent identity, and 
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forming intimate relationships (Subrahmanyam, Greenfield, & Tynes, 2004; 
Subrahmanyam, Smahel, & Greenfield, 2006). In our co-construction model, 
we seek to connect adolescents’ digital worlds to the developmental processes 
in their lives. Since the Internet and other digital contexts are interactive, ado-
lescent users are essentially constructing and co-constructing their online envi-
ronments such as those that populate chat rooms and social networking sites. 
Consequently, we expect that youth will bring the people and issues from their 
offline worlds into their online worlds. Thus, we anticipate that core adolescent 
issues such as sexuality, identity, intimacy, and interpersonal connection will 
feature prominently in their online contexts. Per the co-construction model, we 
expect to see psychological connectedness between online and offline worlds—
this connectedness can involve typical and healthy adolescent behaviors such as 
exploring one’s sexuality and identity online. However, it can also involve prob-
lem behaviors as in the case of youth who engage in substance abuse offline 
and risky behavior online such as meeting and interacting with strangers.

Even though we expect there to be connectedness between online and offline 
worlds, this does not mean that the two are mirror images of each other. This 
is because online communication environments have unique features such 
as their disembodied users, potential for anonymity, and text-based nature 
(Subrahmanyam & Šmahel, 2011). Thus, even when youth use the Internet to deal 
with core concerns such as sexuality and identity, we expect that they will do so 
in novel and creative ways that capitalize on the opportunities and adapt to the 
challenges of online communicative environments. When using online venues to 
enact real-life issues, they may do so differently and with different intensities, and 
thus these online behaviors might be similar, exaggerated, or even reversed from 
their offline counterparts.

With the co-construction model as our theoretical framework, the rest of this 
chapter will describe how young people use the Internet to deal with their develop-
ing sexuality (described in detail in the previous chapter). We begin by examining 
the characteristics of online environments that support sexual activities more gen-
erally. The rest of the chapter presents some of the different ways that adolescents 
engage in online sexual exploration: searching for information about sexuality and 
sexual health, constructing and presenting sexual selves online, cybersex (sexual 
chatting between two or more individuals), and access to sexually explicit content. 
Where relevant, we also examine the opportunities and challenges that youth face as 
they engage in these online explorations in the service of their sexual development.

■■ C H A R A C T E R I S T I C S  O F  O N L I N E  E N V I R O N M E N T S 

R E L E V A N T  T O  S E X U A L I T Y

Sexual content on the Internet is one of the most dominant aspects of the Web 
(Cooper, Delmonico, & Burg, 2000). Cooper and colleagues (Cooper, Putnam, 
Planchon, & Boies, 1999a; Cooper, Scherer, Boies, & Gordon, 1999b) have 
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attempted to account for this by identifying three characteristics of online envi-
ronments that support sexuality, notably problematic aspects of online sexual 
behavior. The three features are called the Triple A Engine:

(1) Accessibility—the Internet provides easy and unfettered access to vast 
amounts of information, sexual and nonsexual. Since the early days when 
Cooper and colleagues identified this element, the Internet also provides 
easy access to applications for communicating about sexual matters such 
as social networking sites, chat rooms, or private messaging systems.

(2) Affordability—the Internet has made it cheap to access pornography and sex-
ual communication; one needs only an Internet connection to access them.

(3) Anonymity—while online, one can be as anonymous as one chooses to 
be, including when engaging in online sexual communication. At the time 
that Cooper proposed the Triple A Engine, online anonymity was the norm, 
particularly in text-based environments. However, in recent years, as text 
has given way to pictures, video, and audio, anonymity is much harder to 
attain while online. While there are online contexts (e.g., bulletin boards, 
websites with sexual content) where one can be anonymous, most of the 
more popular communication applications today involve interaction with 
friends and acquaintances rather than strangers (Reich, Subrahmanyam, & 
Espinoza, 2012), and so anonymity does not hold up as much anymore for 
many online communication tools.

In addition to these characteristics, other characteristics of online contexts 
relevant to sexuality include disembodiedness as well as self-disclosure and dis-
inhibition (Subrahmanyam & Šmahel, 2011). Disembodiedness, or the lack of 
information about the face and body, is an important characteristic of many online 
contexts and presents challenges to sexuality because cues for physical appeal such 
as age, gender, race, or physical appearance (height, weight, etc.) are not read-
ily available. Even when information about the body may be available, such as 
via photographs, face-to-face cues such as gesture, gaze, and other elements of 
body language may still be missing. Of course tools such as webcams and camera 
phones provide these cues indirectly, and many applications (e.g., social network-
ing sites) allow users to exchange such information easily via pictures and video 
clips. Disinhibited behavior and high levels of self- disclosure are another char-
acteristic of many online environments (Joinson, 2007), thus providing perfect 
venues for sexual exploration and presentation.

■■ O N L I N E  S E X U A L  E X P L O R A T I O N

The rest of the chapter describes adolescents’ use of the Internet and other digi-
tal technologies such as cellphones to deal with their changing bodies, grow-
ing interest in sex, and the developmental task of constructing their sexual 
selves. As noted earlier, these digital contexts provide quick and easy access to 



4. Adolescent Sexuality on the Internet ■ 65

information stores, allow users to create content of their own, and allow them 
to interact with other users. Adolescents are not only consumers of sexual con-
tent; they are also actively engaged in constructing many aspects of the sexual-
ized environment in which they are immersed (Greenfield, 2004). In the next 
sections, we examine the four ways in which adolescents engage in online sex-
ual exploration: (1) searching for information about sexuality and sexual health, 
(2)  constructing and presenting their emerging sexual selves, (3)  engaging in 
sexual conversations or cybersex, and (4)  accessing sexually explicit content. 
Although online sexual exploration is very similar in spirit to its offline coun-
terpart, we will show that it takes on new forms as youth adapt to the charac-
teristics of online environments.

■■ S E A R C H I N G  F O R  I N F O R M A T I O N  A B O U T  S E X U A L I T Y 

A N D  S E X U A L   H E A L T H

For adolescents, coping with their developing sexuality is a fundamental devel-
opmental challenge. Sexual maturation entails an increased sexual drive and 
interest in sex (Weinstein & Rosen, 1991), and youth spend “time talking about 
sex, telling jokes, using sex slang, and exchanging sex-oriented literature” (Rice, 
2001, p.  385). They are also sexually active; in one study of 15- to 17-year-old 
youths in the United States, 36 percent of boys and 39 percent of girls reported 
that they had vaginal intercourse (Mosher, Chandra, & Jones, 2005). Research 
also suggests that adolescents are more likely to be sexually active as they grow 
older (Cubbin, Santelli, Brindis, & Braveman, 2005). Although the actual num-
bers of sexually active adolescents depends on a number of factors such as 
demographics (e.g., ethnicity, geographic location), year of data collection, defi-
nition of sexual behavior (e.g., oral intercourse, vaginal intercourse), assessment 
questions or measures, the bottom line is that a lot of youths are engaging in 
sexual intercourse, often at earlier ages than in previous eras (Steinberg, 2008).

One way that adolescents seek to understand and control their sexual feelings 
and growing interest in sex is by searching for information about sex. Not surpris-
ingly, parents and other adults are not the preferred sources for information about 
sex, and the primary source of information about sex that adolescents turn to are 
their peers, followed by the media (Ward, 2004).

Mass media such as television, magazines, and movies have always been an 
important source of information about sex (Borzekowski & Rickert, 2001; Brown, 
2002; Brown, Childers, & Waszak, 1990; Johnson Vickberg, Kohn, Franco, & 
Criniti, 2003; Steele, 1999; Ward, 2004). As the media landscape has changed, the 
particular media source that adolescents have relied on has also changed. As an 
example, in earlier eras Playboy and similar magazines were the media form that 
many youth turned to; today, pornography and other kinds of sexually explicit 
material are widely available online. We address this issue in detail in a subsequent 
section.
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Here we examine adolescents’ use of the Internet for information and support 
in the areas of health and sexuality. Not only does the Internet provide free, easy, 
and virtually unlimited access to vast amounts of publicly available informa-
tion, it also allows individuals to connect and interact with other individuals, 
including both peers who are experiencing the same issue or have experienced it 
as well as experts in the field (e.g., WebMD) (Linares & Subrahmanyam, 2012). 
Finally, it affords the opportunity to store and access personal medical informa-
tion via online accounts or briefcases and can be used in the service of health 
and well-being.

Survey studies confirm that youth use the Internet for health information, and 
such use has been increasing over time (Borzekowski & Rickert, 2001; Rideout, 
2001; Roberts, Foehr, & Rideout, 2005). The 2005 Kaiser report, which surveyed 
a sample of U.S. 8- to 18-year-olds, noted that half of the youth respondents 
had searched for health information online (Roberts et al., 2005). These trends 
are not unique to the United States; youth in other industrialized countries 
(Cole, Suman, Schramm, Zhou, Salvador, Chung, & Lee, 2008) and even Ghana 
(Borzekowski, Fobil, & Asante, 2006) report using online health resources. What 
kinds of health information do youth search for online? An early content analy-
sis of online teen health bulletin boards found that the most frequent topics in 
the discussion were sexuality and relationships. It is clear that youth turn to 
online contexts for information about sexual health. The same service hosted 
two bulletin boards—one on general teen issues and one on sexual health—and 
there were twice as many discussion threads in the sexual health bulletin board 
(Suzuki & Calzo, 2004).

It is important to keep in mind that adolescents are not a monolithic group and 
their use of online contexts for sexual health information does vary by age and gen-
der (Gilbert, Temby, & Rogers, 2005; Rideout, 2001). For instance, adolescent girls 
in the Kaiser report were more likely to report that they had searched for informa-
tion on a sexual health topic (e.g., pregnancy and birth control) (Rideout, 2001). 
An online survey of a teen STD prevention site reported that adolescent boys had 
searched for information on puberty and teen sexuality, whereas adolescent girls 
had searched for information on contraception, relationships/dating, general and 
specific STD information such as prevention, symptoms, testing, transmission, 
and treatment, teen pregnancy, and virginity. In the same study, younger teens 
(13- and 14-year-olds) searched for information about puberty, whereas older 
teens (15- to 17-year-olds) sought specific information about sexuality such as 
contraception, general STD information, STD symptoms and transmission, and 
teen pregnancy (Gilbert et al., 2005).

The above data clearly indicate that youth turn to online contexts such as web-
sites and bulletin boards for information about their developing sexuality and 
sexual health in general. Researchers have speculated that because of its potential 
for anonymity, adolescents may find the Internet appealing for sensitive topics that 
they may not be comfortable talking to adults about (Gray et al., 2005; Suzuki & 
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Calzo, 2004). Other advantages include its availability any time of day or night and 
the ability to draw on a wider network of people than one’s face-to-face network, 
particularly via interactive forums such as bulletin boards (Subrahmanyam & 
Šmahel, 2011). Online health resources are not without their challenges—research 
suggests that teens are not very good at searching for and finding the information 
they need. There are also credibility concerns with regard to online health infor-
mation, and we do not know whether teens consistently take into account cred-
ibility considerations when looking for health information online.

Recently, there have been attempts to harness young people’s affinity for digital 
tools to empower them in the area of sexual health information (Collins, Martino, 
& Shaw, 2011). In the SEXINFO program, the San Francisco Department of Public 
Health implemented a text-messaging intervention for African-American youth 
(Levine et al., 2008). The program targeted 18- to 24-year-olds using posters, street 
marketing, and banner ads on Yahoo! with messages such as “text SEXINFO” for 
sexual health information and referrals or “text B2 if u think ur pregnant” for 
basic information and referrals for consultation. Levine and colleagues reported 
that the messaging service received 4,500 texts in first 25 weeks of service and 
appeared to reach the target demographic of African-American youth. A state-
wide version of the program called HOOKUP provided 13- to 24-year-olds with 
information about sexual health and Title X clinics that provide low-cost sexual 
and reproductive health services. After nine months, there were 2,826 subscribers 
in California and 33% received clinic referrals (Braun, Howard, & Madsen, 2010). 
Other programs include use of text messaging to inform youth when STI results 
were ready (Winston, 2010), soap opera programs via handheld computers to 
influence cognition and behavior related to sexual risk for HIV (Jones, 2008), and 
a viral video delivered via cellphone with a message about HIV testing for young 
men (Freimuth et al., 2009). Although there are no data about the effectiveness of 
these interventions, they attest to the growing role of the Internet in adolescent 
sexual development.

■■ C O N S T R U C T I N G  A N D  P R E S E N T I N G  

S E X U A L  S E L V E S   O N L I N E

Sexuality is a developmental issue that is present throughout the life cycle, 
but it becomes especially salient during adolescence; not surprisingly, and as 
we will show here, it features prominently in adolescents’ online lives as well 
(Subrahmanyam & Šmahel, 2011; Subrahmanyam, Smahel, & Greenfield, 2006). 
Online contexts and other digital tools have themselves been changing rapidly 
in the last several years, and so have the ways in which adolescents use them 
to present and explore their sexuality. Accordingly, we first describe how youth 
presented and constructed their sexuality in early online applications such as 
chat rooms and then describe their sexual presentation in subsequent online 
applications such as social networking sites and text messaging.
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Early research: chat rooms

Internet chat rooms were the first generation of online communication applica-
tions that were popular among youth. They provided a text-based space where 
users could interact with others while remaining anonymous and disembodied. 
Furthermore, when chat rooms first emerged on the digital scene, not every 
youth was online and accessed chat rooms; consequently, those who did visit 
chat rooms were able to meet and interact with people outside their offline 
circle of peers. Although many chat rooms had no adult monitor, some had 
monitors who ensured that the conversation was civil, safe, and not obscene 
or sexually explicit. Thus the chat rooms, particularly the unmonitored ones, 
afforded a rare window into adolescents’ online sexual exploration—how they 
used chat rooms and the different tools within them (e.g., nicknames, avatars) 
to present and thus construct their sexual selves (Subrahmanyam, Greenfield, & 
Tynes, 2004; Subrahmanyam, Smahel, & Greenfield, 2006).

We report in some detail the results of our work on public teen chat rooms so the 
reader can get a picture of youth online exploration that is very difficult to obtain 
today as online contexts have become more private. To understand the culture of 
chat rooms, we first used qualitative discourse methodology to micro-analyze a 
transcript from an online teen chat room monitored by an adult (Subrahmanyam 
et al., 2004). We found that the chat users discussed a broad range of sexual topics 
and concerns, such as abortion, premarital sex, and birth control methods (e.g., 
condoms). The extract below reveals the teen participants’ preoccupation with 
sexual issues and also highlights how the anonymous chat space encouraged the 
participants to talk frankly and openly about sex

548. Immaculate ros: sex sex sex that all you think about?
559. Snowbunny: people who have sex at 16 r sick:-(
560: Twonky:  I agree
564. 00o0CaFfEiNe: no sex until ur happily married. . .thatz muh rule
566. Twonky:  I agree with that  too
567. Snowbunny: me too caffine!

Keep in mind that because the conversations occurred in the main public chat 
room, even those who were not contributing to the conversation could none-
theless passively participate by “lurking.” We replicated these results in a larger 
study, wherein we analyzed 10 hours of teen chat conversations that yielded more 
than 12,000 utterances (Subrahmanyam et al., 2006). Our analysis of the content/
themes of their utterances revealed that approximately 5 percent of the conversa-
tion threads contained sexual themes (e.g., ANY HOT CHICKS WANNA CHAT 
PRESS 69) and 3 percent consisted of obscene language (e.g., my dick). We also 
coded utterances in terms of whether they were sexually implicit (who wants to 
chat with a hot and sexy 13/f/ct press 12345?) or explicit (any hot, horny or wet 
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ladies wanna chat with a cute 18 m from canada pic on file if so pm me or press 123). 
We found that 3 percent of the utterances were sexually implicit and 3 percent were 
explicit. Together these results indicate that within the teen chat space, there was 
one sexual comment per minute and less than one obscenity per minute, a very 
high rate of exposure for the youth participants, and one likely to be higher than 
that found in their face-to-face conversations. Similarly, analysis of the nicknames 
showed that 20 percent of all of the nicknames were sexualized; they were catego-
rized as either sexually implicit (RomancBab4U or Snowbunny2740) or sexually 
explicit (SexyDickHed or Da1pimp6sur). Keep in mind that only 28 percent of the 
nicknames contributed a sexual utterance. Nonetheless, the majority (72 percent) 
of participants in the chat space had access to the sexual content because the inter-
actions occurred in the public space.

Interestingly, the trends in sexual expression within the chat rooms paral-
leled offline developmental ones. Chat participants who presented themselves as 
older also produced more explicit sexual utterances (Subrahmanyam et al., 2006). 
Those who presented themselves as females were more likely to use implicitly 
sexual nicknames; such nicknames attract sexual attention passively and subtly 
and parallel trends in offline behavior. Female identity (via feminine nicknames 
such as Lilprincess72988) was also associated with implicit sexual communication, 
whereas masculine identity (via masculine nicknames such as Vikingdude123) 
was associated with explicit sexual communication. These results suggest that teen 
chat users who wanted to present a sexualized presence did so by adopting sexual-
ized nicknames.

Post-chat room technology and research

Applications that have emerged after chat rooms such as instant messaging, 
social networking sites (e.g., Facebook), and mobile phones are much more pri-
vate. Even social networking sites, the most public of all, allow users to choose 
and limit who is privy to their public communications. Youth are now more 
informed about privacy issues, and research has suggested that they do use the 
privacy controls offered by online applications such as blogs and social net-
working sites and most teens do not engage in risky behavior (e.g., talking to 
strangers) on these sites (Hinduja & Patchin, 2008; Reich, Subrahmanyam, & 
Espinoza, 2012; Subrahmanyam, Garcia, Harsono, Li, & Lipana, 2009). Thus, it 
is no longer as practical to conduct the kind of research that we did with chat 
rooms. Nonetheless, there is a small body of work that has begun to examine 
adolescents’ construction of their sexuality in these newer digital contexts, and 
we describe this next.

It appears that youth are using these newer digital tools to exchange sexually 
suggestive content. In one non–peer-reviewed survey, sexually suggestive content 
was defined as including sexually explicit text messaging and nude or seminude 
personal pictures or videos captured on a cellphone or digital camera and sent via 
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personal texts, emails, and instant messages (National Campaign to Prevent Teen 
and Unplanned Pregnancy & Cosmogirl.com, 2008). Keep in mind that electronic 
content can easily be forwarded, and thus such sexually suggestive messages may 
reach many more individuals than the originally intended recipients. One par-
ticular kind of digital sexual messages that we focus on here is that of sexting, 
“the sending of sexually explicit text or pictures via cell phone” (Subrahmanyam & 
Šmahel, 2011); others have defined it more broadly as an “electronic distribution 
of text messages, one’s own photographs or one’s own video with sexual content, 
which occurs via virtual electronic media, especially the Internet” (Kopecky, 2012, 
p.  39). Sexting by youth has raised a lot of public concern, and some U.S.  and 
Czech youth who have engaged in sexting have even been prosecuted on crimi-
nal charges related to possession and transmission of pornography (Galanos, 
2009; Kopecky, 2012). Clay Calvert discusses these matters in greater detail (see 
Chapter 5).

In a survey of 11- to 17-year-old Czech youth conducted in 2011, 73 percent 
reported that publishing and sending suggestive photos of oneself was dangerous; 
10 percent reported that they had sent sexually suggestive materials (“sexy” nude 
or seminude picture) to someone else, with girls and youth over 15 more likely 
to do so. The most frequent motives for sending such material included bore-
dom, making intimate contact with the opposite sex, self-representation, under 
the influence of a group, to arouse the recipients, and unplanned or accidental 
(Kopecky, 2012). Given the limited survey data on adolescents’ sexting, we also 
report data from another survey of slightly older youth (mean age of 20.70 years). 
In this survey, conducted on U.S. Hispanic female college students, 20 percent of 
the respondents reported that they had sent erotic or nude pictures of themselves 
at least once (Ferguson, 2011).

Adolescents also use social networking sites as they construct their sexual 
selves. In a content analysis of 142 publicly available MySpace profiles of 16- and 
17-year-olds, 21  percent self-presented information about their sexual activity 
(Moreno, Parks, & Richardson, 2007). There is some indication that males may be 
more likely to post “self-promoting and risqué” pictures and comments related to 
sex and alcohol on their social networking sites, whereas females are more likely 
to post “romantic or cute pictures” (Peluchette & Karl, 2008); it is important to 
note that this was a survey study among college students. These new forms of 
sexually self-produced material are collectively referred to as “sexually explicit 
user-generated content (SEUGC)” (Sirianni & Vishwanath, 2012). We could not 
find any empirical research on adolescents, but a study of U.S.  college students 
suggested that factors that triggered and motivated the likelihood of creating 
and sharing SEUCG were as follows:  viewing pornography, sexual self-efficacy 
(defined as “the belief in one’s ability to perform sexually and to give sexual plea-
sure to their partners”), and entertainment and arousal (Sirianni & Vishwanath, 
2012). Although the participants ranged in age from 17 to above 30, the major-
ity (88 percent) were between 17 and 21 years of age, so the implications of their 
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results are worth noting. Participants who created and shared SEUGC believed 
that the expected outcomes of doing so would be beneficial to them and conse-
quently did not consider any potential negative repercussions, including adverse 
social consequences.

These recent findings, along with the earlier research on chat rooms, confirm 
that youth are indeed using digital media to construct and present their sexual 
selves and may do so in ways that are not evident to parents and researchers. For 
the purposes of research and public policy, it is important to note that as the tech-
nologies and their capabilities change, so will the particular behaviors (text-based 
chat conversations vs. sexualized images), but their core purpose, such as sexual 
exploration or construction, will remain the same.

While there is no question that a small but significant number of adolescents 
are creating and sharing SEUGC, less is known about the psychological charac-
teristics that are associated with such practices, and their effect on adolescents’ 
intimate relationships. Again, we turn to research on college students for some 
guidance. Weisskirch and Delevi (2011) surveyed college students (mean age 22, 
range 18 to 30 years) and found that among those respondents in relationships, 
attachment anxiety predicted the likelihood of sending texts soliciting sexual 
activity. Attachment anxiety was also more generally associated with acceptance of 
sexting and an expectation that it was normative in a relationship and would also 
enhance the quality of the relationship (Weisskirch & Delevi, 2011). In another 
survey study of college students (mean age 20.5, range 18 to 36 years), texting, sex-
ting, and attachment in the context of committed romantic relationships, Drouin 
and Landgraff (2012) found that the frequency of text messaging was associated 
with secure attachments, whereas the frequency of sexting was associated with 
insecure attachment, and in particular with attachment avoidance. The authors 
speculated that their participants engaged in sexting in place of casual sex and 
possibly as a way to engage in a sexual relationship without intimacy.

■■ C Y B E R S E X :   S E X U A L  A C T I V I T I E S   O N L I N E

The Triple A  Engine (Accessibility, Affordability, Anonymity) (Cooper et  al., 
1999a, 1999b) described earlier in this chapter makes online contexts a perfect 
venue for other kinds of online sexual exploration, including online sexual activ-
ities, cybersex, or virtual sex. Researchers have defined cybersex and virtual sex 
in different ways, ranging from a more general definition that includes anything 
sexual such as viewing pornographic content to a narrower one entailing online 
sexual communication between people (Subrahmanyam & Šmahel, 2011). We 
use the term “cybersex” more narrowly and define it as sexual chatting/talking 
between two or more individuals that may or may not include role playing and 
masturbatory activities for one or more of them (e.g., Noonan, 2007; Saleh, 
2009; Whitty & Carr, 2006). When the term was introduced, cybersex mainly 
involved text-based interactions; with the advent of video and voice, it now 
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includes talking about sex and sexual experiences as well as experimenting with 
sex on the Internet (Sevcikova & Konecny, 2011), such as the use of webcams 
while engaging in sexual activities. Delmonico and Griffin (2008, p.  432) have 
noted that webcams are “used by teens to experiment with seductive, voyeuris-
tic, and exhibitionistic sexual behaviors that were not as readily available prior 
to the availability of webcams.”

Even though the particular form of cybersex may have changed with the tech-
nology, we believe that Turkle’s (1997) comments about its lure remain relevant:

Many people who engage in netsex say that they are constantly surprised by how 
emotionally and physically powerful it can be. They insist that it demonstrates that 
truth of the adage that ninety percent of sex takes place in the mind. This is certainly 
not a new idea, but netsex has made it commonplace among teenage boys, a social 
group not usually known for its sophistication about such matters. (p. 21)

Given the topic of adolescent sexuality and the challenges of human subjects 
review when studying such sensitive topics with minors in the United States, it is 
no surprise that there is very little research on its nature and prevalence among 
U.S. youth. We therefore draw on research conducted outside the United States to 
inform our discussion. In a qualitative study of 15 Czech 12- to 22-year-olds who 
identified themselves as experienced Internet users, five participants reported 
that they had engaged in virtual dating and cybersex activities (Smahel, 2003). 
For these five participants, the Internet—either public chat rooms or the more 
private instant messaging—was also the venue of their first sexual experience. 
Based on a survey study of 692 Czech 12- to 20-year-olds, Vybíral, Smahel, and 
Divínová (2004) reported that 16 percent of participants had tried “virtual sex” 
on the Internet. Interestingly, there were no significant differences between males 
and females in this study with regard to participating in virtual sex. Very similar 
rates of virtual sex participation (16 percent for males and 15 percent for females) 
were found in another survey study of 681 12- to 20-year-olds (Smahel, 2006). 
Surprisingly, there were no age differences in the likelihood of engaging in cyber-
sex, and 14 percent of 12- to 14-year olds, 16 percent of 15- to 17-year-olds, and 
14  percent of 18- to 20-year-olds reported having done so. Also relevant here 
is the finding of one study showing that male adolescents were more likely to 
engage in sexual self-disclosure (which is the act of revealing information about 
sexuality online) and to respond to their cyberpartner’s sexual self-disclosure 
(Chiou, 2006).

Adolescence is a period of sexual awakening; it is well known that in offline 
contexts, adolescents show an increased interest in sex, talk more frequently about 
sex, make more sexual jokes, and generally engage in sexual activities (Suler, 
2008). Thus, their interest in and participation in cybersex is hardly surprising and 
is entirely consistent with the co-construction model as described earlier in the 
chapter. In fact, it appears that youth participate in cybersex as part of their desire 
to learn more about sex (Divinova, 2005). As a 15-year-old girl in Divinova’s study 
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responded: “when I was eleven years old, it was a perfect way how to get sexual 
information, which interested me a lot.” Some youth may even initiate online rela-
tionships in order to engage in cybersex activities, and for some their first sexual 
encounter may actually happen online (Smahel, 2003). More recent research with 
17-year-old Czech adolescents revealed that sexual experience offline was associ-
ated with the use of the Internet for sexual purposes, and sexually less experienced 
adolescents were less likely to use the Internet for sexual activities. For respon-
dents who reported having offline sexual experiences, increased offline sexual 
activity was positively associated with discussing one’s sexual experiences, engag-
ing in virtual sex, and exchanging erotic photos (Sevcikova & Konecny, 2011). 
While admittedly preliminary and correlational, this study does seem to suggest 
that adolescents who are sexually active offline go online to continue with this 
sexual exploration rather than the reverse—that online cybersex opportunities are 
inviting or luring sexually inexperienced adolescents to participate in activities 
they are not involved with offline.

Regardless, adolescents’ involvement in cybersex does raise concerns for par-
ents, practitioners, and other adults in their life. For one, adults may view cybersex 
unfavorably and see it as superficial, artificial, or unnatural. Unlike youth, who are 
digital natives and have lived their whole life immersed in digital contexts, most 
parents of today’s teens came of age before the Internet and are more akin to digi-
tal immigrants (Prensky, 2001). Thus, parents may be concerned about their teen’s 
cybersex activities, which may seem perfectly natural to youth. Without research 
on this topic, we do not know whether cybersex is beneficial or harmful. Given 
that online contexts are here to stay and young people are very comfortable within 
them, we feel that they offer a relatively safe venue to gain sexual experience, as long 
as youth follow basic rules and protect their privacy by not revealing identifying 
information such as their name, address, telephone number, etc. (Divinova, 2005).

At the same time, one very valid concern about adolescent cybersex is its poten-
tial for compulsive or addictive behaviors. Internet addiction and Internet sex 
addiction are not officially recognized by the DSM-IV, and there is disagreement 
among researchers as to whether “addiction to the Internet” is possible. Terms 
such as “sexual addiction to the Internet” or “online sexually compulsive behav-
ior” have been used to characterize excessive levels of cybersex (Subrahmanyam 
& Šmahel, 2011). Regardless, it is clear that excessive or problematic Internet use 
is possible, and virtual sexual behavior has been identified as an area of addic-
tive behavior to which youth may be susceptible (Delmonico & Griffin, 2008). In 
Cooper and colleagues’ (1999) description of the three types of Internet users who 
are engaged in extreme levels of online sexual activities, adolescents are likely to 
be considered as hazardous users: individuals who have no prior history of com-
pulsive sexual behavior online but experience problems while going online. More 
research is necessary to determine the actual prevalence of compulsive cybersex 
behavior among youth, and to assess whether these youth may be at risk for online 
sexual solicitation and other predatory behaviors.
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■■ A C C E S S I N G  S E X U A L L Y  E X P L I C I T 

C O N T E N T   O N L I N E

Perhaps no other Internet-related topic has resulted in as much consternation, 
discussion, and hand-wringing as young people’s access to sexually explicit 
material online. Commonly referred to as pornography, such material is readily 
available online. In 2006, it was estimated that there were 420  million pornog-
raphy sites and every second, more than 28,000 Internet users across the world 
viewed pornography; worldwide, the revenue from the pornography industry 
reached almost $100 billion that year (FamilySafeMedia, 2006). Since the early 
days of the Internet, sites containing sexual and pornographic content have 
been among the most frequently visited webpages, and the keywords “sex” and 
“pornography” are two of the most frequently searched keywords (e.g., Cooper, 
Delmonico, & Burg, 2000). Cooper and colleagues report that 50  percent of 
males and 50 percent of females searched for the keyword “sex,” and 96 percent 
of males and 4  percent of females searched the keyword “porn.” In the follow-
ing subsections, we examine the extent to which adolescents are exposed to 
sexually explicit content as well as the correlates and possible outcomes of such 
exposure.

Adolescents’ exposure to sexually explicit content

Before we examine the research on this topic, it is worth noting that there 
is tremendous variation in what exactly is subsumed under the terms “sexu-
ally explicit,” and different researchers have used different definitions of “sex,” 
“pornography,” and “sexually explicit material.” (In Chapter  10 Lisa Murphy 
and colleagues consider the implications of these definitional challenges with 
respect to online child pornography.) Examples of the categories of online sex-
ual content in one study included (a)  pictures with clearly exposed genitals, 
(b) movies with clearly exposed genitals, (c) pictures in which people were hav-
ing sex, (d) movies in which people were having sex, and (e) erotic contact sites 
(Peter & Valkenburg, 2006a). In a robust survey study of more than 25,000 
children in Europe aged from 9 to 16 years (EU Kids Online), sexually explicit 
material was defined as follows: “In the past year, you will have seen lots of dif-
ferent images—pictures, photos, videos. Sometimes, these might be obviously 
sexual—for example, showing people naked or people having sex” (Livingstone 
et al., 2011). While this list is by no means exhaustive, it provides a sense of the 
kinds of content that are included under the term “sexually explicit.” It is also 
important to know the particular definitions and questions in a study as they 
do have an impact on the results.

Per survey research, between 23 and 71  percent of adolescents report being 
exposed to sexually explicit materials (Flood & Hamilton, 2003; Livingstone 
et al., 2011; Lo & Wei, 2005; Mitchell, Finkelhor, & Wolak, 2003, 2005; Peter & 
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Valkenburg, 2006a, 2006b; Ybarra & Mitchell, 2005). The relatively higher rates of 
exposure are consistent with adolescents’ developmentally appropriate interest in 
sexuality and with research, which indicates that they access offline pornography 
(Brown & L’Engle, 2009; Lo & Wei, 2005; Ybarra & Mitchell, 2005). In the EU sur-
vey study of more than 25,000 children, 12 percent reported seeing sexual images 
on television, film, or DVD, 7 percent in a magazine or a book, and 14 percent 
on any website (Livingstone et al., 2011). Despite adolescents’ use of pornogra-
phy and its seeming consistency with developmental demands in their life, ado-
lescents may nevertheless feel ambivalent about it. In a Swedish study of 15- to 
25-year-olds, the majority reported they had viewed pornography, yet 46 percent 
of females and 23 percent of males described it as “degrading.” Males, particularly 
the youngest ones, reported more positive attitudes about pornography (Wallmyr 
& Welin, 2006). It is possible that opinions about pornography are changing—in 
the more recent EU Kids Online survey, only 4 percent of all children reported 
“being bothered” by seeing sexual images online (Livingstone et al., 2011).

In examining the research on youth exposure to sexually explicit material, it 
is important to distinguish between intentional and unintentional or accidental 
exposure, especially when considering younger adolescents. In the United States, 
in a nationally representative survey of 1,501 10- to 17-year-olds conducted in the 
fall of 1999 and spring of 2000, 25 percent of the respondents reported unwanted 
contact with online sexual images over the previous year (Mitchell et al., 2003). 
A majority (73 percent) of the incidents occurred when the respondents were surf-
ing the Internet and 27 percent occurred when they opened an email or clicked on 
a link in an IM or in an email. Although most of the respondents did not experi-
ence negative reactions to the unwanted exposure, about 24 percent stated that 
they were “very/extremely upset about the exposure.” Boys reported unwanted 
exposure more often than girls (57 vs. 42 percent) and older adolescents more often 
than younger. A little over 10 years later, on the EU Kids Online survey, 7 percent 
of all the children (or half of those who had seen any sexually explicit material 
online) reported seeing sexual images that were accidentally opened in pop-up 
windows. It appears that half of the exposure to online sexual explicit materials 
among youth is accidental, a challenging and vexing issue for parents, providers, 
and government policymakers who want to protect children from unwanted expo-
sure (Livingstone et al., 2011).

The above-mentioned U.S.  survey on 1,501 youth also asked respondents 
whether they had intentionally viewed sexual material on the Internet and tra-
ditional media (e.g., magazines) in the previous year. Almost 25  percent of 
adolescent males reported intentionally viewing sexual content compared to 
5 percent of the female respondents (Ybarra & Mitchell, 2005). Not surprisingly, 
older youth stated they had looked at sexual sites more often; they also preferred 
online sexual content, whereas younger adolescents preferred more traditional 
exposure (such as X-rated videos) than those found on the Internet. The more 
recent EU Kids Online research revealed similar trends; younger youth more often 
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reported exposure in traditional media compared to online media, whereas older 
youth more often reported exposure on the Internet compared to offline media 
(Livingstone et al., 2011).

Other research similarly confirms that males and older adolescents access sex-
ually explicit content at much higher rates than females and younger adolescents 
(Flood & Hamilton, 2003; Lo & Wei, 2005; Wallmyr & Welin, 2006), patterns that 
are consistent with offline developmental trends in sexual behavior. Figure  4.1, 
which presents data from an ongoing project titled “Risks of Internet Use for 
Children and Adolescents” (personal communication, Sevcikova & Smahel, 2012), 
nicely illustrates that the rate of viewing online sexual content increases with age.

To examine how broader societal attitudes about sex and adolescent sexual 
activity in particular may influence adolescents’ access to inappropriate material, 
we examine the 2007 World Internet Project data (Fig. 4.2) and a longitudinal study 
of adolescents’ exposure to sexually explicit material conducted in the Netherlands 
(Peter & Valkenburg, 2006a, 2006b, 2007, 2008a, 2008b). Starting from the year 
2005, the Dutch researchers conducted an online survey on a sample of 745 Dutch 
adolescents between 13 and 18 years of age (Peter & Valkenburg, 2006a). In the 
six-month period prior to the survey, 71 percent of Dutch male adolescents and 
40  percent of female adolescents reported exposure to some kind of sexually 
explicit materials. In the World Internet Project data, there was considerable vari-
ability across the countries, and the greatest proportion of youth who reported 
viewing sexually explicit content at least once a week were from the United States, 
Canada, and the Czech Republic. The rates of access were much lower than the 
Dutch data, even though the respondents in the World Internet Project were older 
and considered to be in late adolescence and emerging adulthood. The Netherlands 
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is considered sexually very permissive, and it is no surprise that the Dutch par-
ticipants reported much higher rates of accessing sexually explicit content. On 
the other hand, the reason for the different rates could stem from differences in 
methodology, because the Dutch researchers used a very precise definition for 
sexually explicit materials; in contrast, the World Internet Project used only one 
question for assessing the rate of exposure. From a cross-country perspective, the 
EU Kids Online project (Livingstone et al., 2011) reveals that the rates of seeing 
sexual images on websites across countries ranged from 4 percent in Germany, 
7 percent in Italy, and 11 percent in Spain to 29 percent in Finland, 29 percent 
in Estonia, and 34 percent in Norway. In comparison to the Dutch data (Peter & 
Valkenburg, 2006a), the average rate of exposure to online sexual material in the 
EU Kids Online survey was much lower, at 22 percent. Again, it’s possible that this 
difference may be real or may stem from differences in measuring rates of access 
to sexual material.

Not surprisingly, all the projects have reported gender differences. Males gener-
ally reported greater access to sexually tinged content in the Dutch study and in 
most of the countries in the World Internet Project (United States, New Zealand, 
Hungary, and Canada). There were no gender differences in China and Singapore, 
and in general, young women in Western countries reported accessing sexual con-
tent less often than women in Asian countries. In sum, the research suggests that 
young people’s online access of sexually explicit content parallels their offline pat-
terns of sexual socialization.

Factors associated with access of sexually explicit material

Research on adolescents and youth in the United States suggests that sexually 
explicit media are viewed more frequently by African-American adolescents 
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compared to white teens, youth of lower socioeconomic status, adolescents 
with less-educated parents, and higher sensation-seeking adolescents (Brown 
& L’Engle, 2009). Intentional exposure to pornography has been associated 
with delinquent behaviors and substance abuse in the previous year, and online 
sexual material seekers more often report clinical features associated with 
depression and less emotional bonding with their parents and family members 
(Ybarra & Mitchell, 2005). In a research on Czech early adolescents aged 11 
to 15  years, it was found that high rates of sexual exposure were also associ-
ated with excessive Internet use, emotional problems, and high rates of sensa-
tion seeking (Sevcikova, Serek, Machackova, & Smahel, 2013). The Dutch study 
described earlier also revealed that adolescents were more likely to access sex-
ual materials if they were sensation seekers, were less satisfied with their lives, 
used sexual content in other media, and had friends who were predominantly 
younger. Among female youth, greater sexual experience was associated with 
decreased exposure to online explicit sexual materials. In summary, we see that 
in addition to demographic factors such as age, gender, and ethnicity, prob-
lem behaviors in offline life as well as psychological well-being might predict 
whether an adolescent seeks sexually explicit materials.

Effects of accessing sexually explicit material

Although access to sexually explicit material may be becoming normative 
among youth, nonetheless it is important to examine the potential effects of 
such exposure on adolescent sexual behavior. This is particularly important 
as adolescents are at a formative stage of life with regard to the development 
of their sexuality. For example, there are legitimate concerns that exposure to 
pornographic content could distort teens’ view about sexuality, influence their 
attitudes about sex and sexual behaviors, shape sexual arousal patterns, and cre-
ate unrealistic expectations. An alternative hypothesis is that adolescents with 
more permissive attitudes and a greater interest in sex are simply more likely 
to access sexually explicit content in the first place. It is important to recognize 
that only longitudinal research can truly help to disentangle these alternative 
hypotheses, since correlational research attests only to an association and not 
to the direction of influence.

A study from Taiwan on 14- to 17-year-old middle- and high-school students 
suggests that exposure to online pornography was related to a greater acceptance 
of sexual permissiveness and a greater likelihood of engaging in sexually permis-
sive behavior (Lo & Wei, 2005). Since the study was correlational, we cannot rule 
out the possibility that youth with permissive attitudes were simply more likely to 
access sexually explicit material. However, a longitudinal and prospective study of 
middle- and high-school students in the United States does address this possibil-
ity. For young males, increased exposure to sexually explicit media at a younger 
age predicted more permissive sexual norms two years later, whereas for females, 
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greater exposure to explicit sexual media predicted less progressive gender role 
attitudes two years later (Brown & L’Engle, 2009). Interestingly, increased expo-
sure to sexual media predicted higher sexual harassment perpetration for males 
two years later, but not for females. The study demonstrated that exposure to sex-
ually explicit media (online and offline) was one of the strongest predictors of 
sexual attitudinal and behavioral measures two years later.

A related and similar question is whether adolescents’ exposure to sexually 
explicit materials may be associated with recreational attitudes toward sex. Using 
data from the Dutch sample described earlier, the researchers found that adoles-
cents’ exposure to explicit online material was determined by the gender of the 
adolescent and that it was not directly related to recreational attitudes toward sex, 
but was surprisingly mediated by the extent to which adolescents evaluate sexual 
material as realistic (Peter & Valkenburg, 2006b). Adolescent users who accessed 
explicit material more frequently were predominantly male and tended to perceive 
this material as more realistic. It appears that viewing sexual material as realistic 
was associated with a recreational attitude toward sex.

Overall, the cross-sectional and limited longitudinal research suggests that that 
exposure to sexually explicit material is associated with more permissive attitudes, 
greater preoccupation with sex, and more casual sexual exploration. The Dutch 
researchers have argued that uncertainty is part of sexual development during 
adolescence and that sexually explicit materials could play an important role in 
the lives of adolescents. However, as we noted earlier, the Netherlands is much 
more liberal and much less restrictive when it comes to attitudes toward sex and 
sexually explicit material, and parents and public officials in other countries may 
not endorse this view. As the data from the World Internet Project and the EU 
Kids Online study showed, there is considerable diversity between countries with 
regard to online sexual exposure and attitudes toward sex. More research is neces-
sary to identify the direction of influence between exposure and preoccupation 
with sexual content.

■■ A C C E S S I N G  S E X U A L L Y  V I O L E N T  M A T E R I A L S

One category of sexually explicit material that we address separately, and that 
can be extremely dangerous, is that of sexually violent materials, which are easy 
to find on the Internet. A  report coming from the Australian Institute recom-
mends distinguishing between “mainstream” pornography (i.e., commercially 
available pornographic videos) and the proliferation of violent and extreme 
material on the Internet (Flood & Hamilton, 2003). Violent sexual content is 
common in some stories, images, and videos circulating among certain Internet 
newsgroups and websites. Although the Internet provides too easy access to 
violent pornography and sexual materials, research regarding its influence on 
youth is scarce. The Australian report describes three types of online pornogra-
phy, which focus on nonconsenting sexual acts:  rape, bestiality, and “upskirts” 
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(such sites provide voyeuristic pictures depicting views up the skirts of women) 
websites. The authors suggest that pornography use among adolescents and the 
consumption of violent portrayals are associated with sexually aggressive atti-
tudes and behavior. This association may be particularly strong for 4 to 5  per-
cent of Australian 16- and 17-year-olds, who reported watching X-rated videos 
and pornographic content online every week. The researchers suggest that the 
regular consumption of violent and extreme pornography content is a risk fac-
tor for boys and young men in the perpetration of sexual assault. Simply put, 
such habits may foster a greater tolerance for sexual violence. Such hypotheses 
should be verified in future research.

Other researchers have similarly warned that women may experience greater 
incidences of sexual violence because of easily accessible online sexual violence 
sites (Gossett & Byrne, 2002). They conducted a content analysis of 31 freely acces-
sible websites containing violent pornographic material. Four sites from their sam-
ple specifically advertise the genuineness of their rape images, with one of the sites 
promising, “Want a video of a real rape? This is no joke, they actually raped a girl 
and made this video” (p. 696). The analysis revealed that the iconography of online 
pornography strongly emphasized the depiction of victims and the sexual repre-
sentation of unequal power relations. Gossett and Byrne suggest that the online 
world provides an interactive experience in which Internet users are encouraged 
to see through the eyes of a rapist. In contrast to offline forms of pornography, 
online pornography can enhance the sense of power given to the user over such 
images. According to the authors, violent pornography is much more easily acces-
sible on the Internet than it is or was in the physical world, and consequently may 
lead to an increase in such behavior in the physical world. Although there is no 
research to date on this issue, it is very likely that exposure to sexually violent 
imagery may well influence youths’ attitudes and tolerance toward such types of 
behavior. Consistent with the co-construction model, youths who are already vul-
nerable offline may be particularly susceptible to these influences.

■■ C O N C L U S I O N S

We have described the main ways that adolescents use technologies such as the 
Internet to help them with the developmental task of establishing their sexual-
ity: searching for sexual health information, presenting their sexual selves, cyber-
sex, and accessing sexually explicit content. In line with our co-construction 
model, we showed that adolescents use different online contexts for sexual 
exploration, a core offline concern. Although some age and gender trends in 
their online explorations parallel offline ones, we also saw that youth adapted 
their online sexual behaviors to capitalize on the particular characteristic of the 
online environment in question. While some adolescent online sexual activities 
(e.g., sexting, exposure to violent pornography) may pose risks, for the most 
part these online sexual activities appear to be a normal part of their sexual 
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development. Research is only now beginning to examine the costs and benefits 
of such exploration, particularly with respect to pornography. The challenge for 
researchers is to study adolescent online sexual exploration and the effects of 
such exploration even as the technologies themselves change.
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 5 Youth-Produced Sexual 
Images, “Sexting,” and the 
Cellphone

■■ C L A Y  C A L V E R T

■■ I N T R O D U C T I O N

One of the most controversial categories of speech in the United States is sex-
ual expression. During the twentieth century, censored sexual material ranged 
across media from printed books like Ulysses by James Joyce to spoken stand-up 
comedy routines by Lenny Bruce to mainstream Hollywood-produced films like 
Carnal Knowledge by Mike Nichols. More recently, producer Ira Isaacs was found 
guilty on five counts of obscenity in April 2012 by a Los Angeles jury relating 
to the distribution of films involving adults engaged in scatology and bestiality.

In the past seven or eight years, however, a new subset of sexual expression con-
veyed on a different medium emerged, to much media fanfare, called sexting. It ini-
tially “spurred a vigorous, if often sensational, discourse in the popular press” (Judge, 
2012, p. 86). Indeed, Curnett (2012) adds that initial news media and talk show cov-
erage “framed sexting as an epidemic in which teenage participants are psychologi-
cally traumatized and possibly guilty of producing child pornography” (p. 353).

Perhaps partly prompted by such sensational and high-profile attention that 
sexting garnered in 2009 and 2010 in the mainstream news media, a raft of schol-
ars from a multitude of disciplines soon began attempting to provide a more 
dispassionate and objective examination of this phenomenon. At the same time, 
lawmakers across the United States considered—and, in some cases, adopted—
statutes to address sexting. Yet by late 2013, gaining a firm grasp on all facets of this 
cultural, sexual, and technological phenomenon was still largely elusive.

That is principally because sexting is, quite literally, generations removed 
from adult movies like Deep Throat and Behind the Green Door shown during the 
porno-chic era of the 1970s in now-shuttered “dirty” movie theaters, and then 
later replayed at home during the 1980s on erstwhile cutting-edge technologies 
like the videocassette recorder. Indeed, as the times have progressed, so too have 
the technologies with which sexual content can be produced, disseminated, and 
consumed. Sexting, as this chapter illustrates, is a thoroughly twenty-first-century 
phenomenon that pivots not only on changing times and technologies, but also on 
shifting notions of who can or should produce and possess sexually explicit con-
tent and who, in turn, can or should be prosecuted and punished for it, assuming 
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it even is harmful. In fact, as Karaian (2012) writes, often-alarmist news media 
coverage of sexting largely suggests it is “a significant and overwhelmingly harmful 
practice for youth and for teenage girls in particular” (p. 60).

Sexting, from an etymological perspective, is a provocative portmanteau that 
melds “sex” and “texting.” From a cultural standpoint, it represents a combusti-
ble combination of carnality and technology—one in which individuals use cell-
phones, smartphones, webcams, and other modes of socially interactive digital 
technology to take and transmit sexually suggestive and/or explicit images of 
themselves or others. Although constituting only a small fraction of a much larger 
wave of amateur pornography that now floods the Internet and jeopardizes the 
business models of traditional commercial purveyors of adult content, sexting 
triggered something close to both a moral and legal panic in the United States 
toward the end of the first decade of the twenty-first century and into the early 
2010s. That is because minors who sext, be it with other minors or adults, are 
possibly producing and purveying one of the most loathed and reviled forms of 
expression today—child pornography.

By taking sexually graphic photographs and/or webcam videos of their own 
genitalia and pubic areas, minors now can easily create their own child pornog-
raphy, depending on the degree of explicitness and level of lasciviousness of the 
imagery. And by sending those same sexually charged images downstream to 
other minors on the Internet or via their smart phones, they move beyond the 
realm of creators and producers of child pornography to the province of distribu-
tors. In turn, minors who receive—be it unexpectedly or through active solicita-
tion—explicit images of other minors might well possess child pornography. It’s a 
trifecta of trouble, from production to dissemination to reception. Teens and their 
favorite mobile communication technologies, in brief, are pushing the boundaries 
of child pornography laws and other statutes.

For instance, a 17-year-old male student at Bridgman High School in Berrien 
County, Michigan, was charged in March 2012 with distributing sexually abusive 
material featuring a child after he allegedly texted a friend a photograph of a nude 
14-year-old girl (Aiken, 2012, p. 1A). The girl, it turns out, had taken the photo of 
herself and had texted it, along with four other images, to the accused. In January 
2012, two students at Palmyra Area High School near Hershey, Pennsylvania, 
faced criminal charges after a sexting incident in which a 17-year-old girl allegedly 
sent explicit photographs of herself to a 15-year-old boy who, in turn, allegedly 
showed them to other students at the school (“Two Palmyra teens charged,” 2012). 
The girl was charged with open lewdness, while the boy who initially received her 
photos was charged with disorderly conduct.

In November 2011, three teenage students at Oak Park-River Forest High 
School near Chicago were charged with misdemeanor counts of distribution of 
harmful material after sharing a photograph of a nude minor that apparently 
had been forwarded from one boy to another (Dwyer, 2011, p. 14). Also in 2011, 
police in Saline, Michigan, near Ann Arbor, dealt with three separate reports of 
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middle-school students sending and sharing sexually explicit images of themselves 
via cellphones and other mobile communication technologies (Aisner, 2011). Four 
students there were charged with disturbing the peace, including a 13-year-old 
boy who allegedly used his cellphone to send a girl a picture of his genitals.

Sexting, as these incidents indicate, is a very far cry from the now seemingly 
quaint sexual risk-taking activities of youth like skinny dipping in the backyard 
pool, streaking across campus, or flashing a passing trucker on a highway. Unlike 
those behaviors, the captured imagery of sexting leaves a permanent record of a 
minor’s participation that can linger in perpetuity on the Internet or last for years 
stored on a smartphone or a computer hard drive. Ultimately, sexting can entangle 
a child in the juvenile and criminal justice systems for sexual foolishness. As Judge 
(2012) observes, “what is different about sexting is that a digital artifact of sexual 
behavior is created in the act:  the potential circulation and permanence of this 
image introduce a range of troubling legal questions” (p. 91).

Exacerbating the problem is the fact that sexted images can, in the parlance of 
our times, go viral. This sometimes occurs when a young couple breaks up and a 
spurned and angered boyfriend blasts out sexted images of his ex-girlfriend for all 
of his friends and her enemies to ogle. Those recipients, in turn, may pass them 
on to still other minors, with the prospect of shame, embarrassment, and pub-
lic ridicule growing exponentially larger for the ex-girlfriend with each further 
retransmission to an originally unintended and undesired audience. In 2013, some 
of those images were ending up on so-called revenge porn websites, which are 
dedicated to sexually explicit postings uploaded by disgruntled former paramours. 
Such abusive, nonconsensual sexting behavior by the angered boyfriend has been 
labeled aggravated sexting by one pair of researchers attempting to fashion a sex-
ting typology (Wolak & Finkelhor, 2011, p. 3). The converse of aggravated sexting 
is experimental, in which minors take photos of themselves and then consensually 
send them to established boyfriends or girlfriends or to others in an effort to spark 
a romantic interest or to gain someone’s attention (Wolak & Finkelhor, 2011, p. 3).

All of this makes it unsurprising that “sexting has challenged society’s defini-
tions of normal adolescent behavior, problematic sexual behaviors, and a felony 
sex crime. Several teenagers are now serving time for sending and receiving pho-
tographs of their peers” (Weiss & Samenow, 2010, p. 244). Such outcomes, in part, 
have caused the social-sexual phenomenon of sexting in the United States to pro-
voke “moral panic level responses” (Lumby & Funnell, 2011, p. 285).

For example, a January 2012 telephone survey conducted for the C.S. Mott 
Children’s Hospital at the University of Michigan and administered nationwide 
by Knowledge Networks, Inc. to a randomly selected, stratified group of adults age 
18 and older found that 44 percent of those surveyed considered sexting among 
teens to be a “very serious” issue (C.S. Mott Children’s Hospital, 2012). The same 
study also found that 81 percent of adults surveyed believed that teens who sext 
should attend an education program or receive some form of counseling, while 
76 percent favored requiring schools to give all students and parents information 
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about sexting. In addition, 75 percent of those surveyed supported requiring sex-
ting teens to perform community service.

Rather than receive education and counseling, however, sexting minors—from 
creators to distributors to possessors—can be subject to the harsh punishments 
typically meted out under federal and state child pornography statutes to adult 
sexual predators who exploit defenseless children. This sordid sexual reality, with 
the prospect that minors’ unbridled sexual exuberance and legal naïveté could 
unwittingly transform themselves into convicted felons and registered-for-life 
sex offenders, not surprisingly captured public attention. Perhaps public recogni-
tion of the gravity of criminal consequences is why the same C.S. Mott Children’s 
Hospital survey noted earlier also found that “[m] ost adults do not favor legal con-
sequences for sexting among minors. Only 44% of adults support fines (less than 
$500) for youth sexting, while 20% or less believe that sexting should be treated 
a sex crime or that teen sext offenders should be prosecuted under sexual abuse 
laws.” The results mirrored the sentiment expressed in a 2010 New  York Times 
article, which found a “growing consensus among lawyers and legislators that the 
child pornography laws are too blunt an instrument to deal with an adolescent 
cyberculture in which all kinds of sexual pictures circulate on sites like MySpace 
and Facebook” (Lewin, 2010, p. A1). Similarly, a July 2010 issue of the FBI Law 
Enforcement Bulletin cautioned against aggressive prosecution of all juvenile sex-
ting incidents, noting that “[l]aw enforcement officers and prosecutors must keep 
in mind that juvenile sex and child pornography laws exist to protect young people. 
While the activity associated with juvenile sexting technically may violate criminal 
statutes, prosecutors must use discretion” (Bowker & Sullivan, 2010, p. 30). But 
moderate, level-headed approaches to sexting are not always the rule. As Leary 
(2010) observes, “any social problem that exists at the intersection of adolescence, 
sex, technology, and criminal law compels strong reactions from all sides” (p. 487).

The reactions, in fact, from some legal quarters proved exceedingly strong 
during the first decade of the twenty-first century. In a few instances, minors 
who created or received such self-produced child pornography via cellphones 
or the Internet were either threatened or charged with producing, distributing, 
and possessing child pornography by zealous prosecutors. This chapter later 
explores how lawmakers across the United States are struggling to play legisla-
tive catch-up with a teen trend that challenges the legislative intent underlying 
child pornography laws. Those laws originally were designed to protect minors 
from adults, not to prosecute them for what some see as youthful indiscretions 
and hormone-charged sexual excitement. As McElroy (2010) wrote, “[t] he pur-
pose of child pornography laws is to protect children from sexual abuse and 
exploitation, not punish them. Thus, lawmakers and prosecutors who wish to 
punish teens to teach them the lesson that sexting is wrong should not seek 
retribution under statutes meant to protect minors” (p. 15). Because some pros-
ecutors are seeking such retribution, however, minors’ electronic exhibition-
ism is causing states to adopt new laws that, generally speaking, substantially 
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lessen the punishment for minors who consensually sext with other minors 
when compared with the sanctions that otherwise would be mandated under 
extant child pornography laws.

Adults, of course, also engage in sexting. For instance, a recent study of 760 
young adults in the United States ranging in age from 18 to 24 years found that 
30 percent of those surveyed had sent a sext and 41 percent had received a sext 
(Gordon-Messer, Bauermeister, Grodzinski, & Zimmerman, 2012). Perhaps most 
famously among older adults, U.S. Representative Anthony Weiner from New York 
became embroiled in 2011 in a sexting scandal in which he sent or exchanged 
sexually suggestive messages and images with several women via Twitter and 
other new media technologies. Weiner ultimately resigned his political post after 
the aptly named “Weinergate” affair became comedic fodder for late-night talk 
show hosts and a serious distraction for fellow members of Congress, some of 
whom called for him to step down. In 2013, during an ill-fated run for mayor of 
New  York City, Weiner admitted to more sexting. The Weiner scandal, in fact, 
caused the editor-in-chief of Cyberpsychology, Behavior, and Social Networking to 
call for more research on adult sexting and to address why married people text 
sexual messages and photos to someone other than their spouse (Wiederhold, 
2011, p. 481). In addition to Weiner, former National Football League quarterback 
Brett Favre was entangled in a sexting scandal in 2010 after he allegedly sent sexual 
messages and lewd photos via his cellphone to a female football-sidelines reporter.

While such incidents are embarrassing for the adults involved and highly trou-
bling from a moral perspective, the legal consequences are far more serious when 
minors are the protagonists. Sexting and minors thus are the focus of this chapter. 
This chapter initially examines the threshold, definitional problem of explicating 
sexting, including the multiple permutations and variations of youth-only sex-
ting that make its study so difficult. The chapter then scrutinizes the real-world 
practice of youth-only sexting and its prevalence, providing the results of several 
surveys and summarizing the facts from some high-profile sexting incidents that 
helped to put this new genre of sexual expression on the public’s radar screen. The 
chapter next explores some of the possible reasons why minors sext. The chap-
ter then turns both to the First Amendment guarantee of free speech and to the 
pivotal exception to that constitutional safeguard carved out by the U.S. Supreme 
Court for child pornography. In particular, it analyzes how and when sexting by 
minors may fall within the reach of current child pornography statutes. Finally, the 
chapter focuses on the growing number of legislative responses to youth sexting, 
exploring how they address sexting through some very different approaches.

■■ S E X T I N G  B Y  M I N O R S  A N D  I T S  M U L T I P L E 

V A R I A T I O N S

A threshold problem with analyzing sexting is semantic. Sexting lacks a clear, 
coherent definition. Just as the word “pornography” carries no legal definition 
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in the United States (in contrast to obscenity, which the U.S. Supreme Court 
defined in 1973)  and means different things to different people, so too does 
sexting not possess an agreed-upon definition, be it legal or even colloquial. It 
thus has been observed that the “term has been defined in numerous ways by 
various stakeholders” (Lumby & Funnell, 2011, p. 285).

Broadly defined, sexting need not even involve imagery. It might consist solely 
of racy and risqué text-only messages, perhaps swapped between paramours or 
traded as a high-tech form of flirtation between sexually attracted individuals. 
Rather than passing love notes, in other words, a young couple or pair of possible 
partners might text their erotic passions and fantasies about each other in a series 
of steamy touch-screen messages.

When imagery is involved, however, the question then becomes whether sex-
ting includes only explicit images of unclothed body parts such as breasts, genitalia, 
and pubic areas, or whether it more broadly encompasses all sexually suggestive 
or provocative images. For example, a sexually suggestive yet nonexplicit image 
might include an above-the-waist image of a 14-year-old girl wearing only a bra or 
covering her bare breasts with her hands. Using the term “sexually suggestive” to 
measure teens’ sexting habits thus is problematic because it is vague and “open to 
wide interpretation” (Lumby & Funnell, 2011, p. 285).

The following are some examples of how sexting has been defined in both aca-
demic literature and survey research: “youth-produced sexual images,” meaning 
“pictures created by minors (age 17 or younger) that depict minors and that are or 
could be child pornography under applicable statutes” (Wolak & Finkelhor, 2011, 
p. 2); “the sending and receiving of sexually explicit photos and/or text using cell 
phones with digital cameras” (Wysocki & Childers, 2011, p. 220); the transmission 
or reception by teens of “sexually suggestive nude or nearly nude photos or vid-
eos of themselves or of someone they knew on their cell phones” (Lenhart, 2009, 
p. 4); and “a colloquial term that refers to individuals sending explicit photographs 
or messages to others” (Ferguson, 2011, p. 239). Rather than having academics, 
researchers, and lawmakers impose their own definitions on sexting, Lumby and 
Funnell (2011) argue that those “interested in sexting ought to turn their atten-
tion to how those engaged in or associated with the activity of sexting define it for 
themselves” (p. 286).

While sexting lacks an agreed-upon legal definition, several states now use the 
term in statutory language. For instance, Florida Statute Section 847.0141 (2012), 
which took effect in October 2011, defines “the offense of sexting.” By December 
2012, the National Conference of State Legislatures reported that at least 20 states 
had adopted laws or resolutions to address sexting by minors and at least a dozen 
more were considering sexting bills that same year. As addressed later, not all of 
the states use the term “sexting” within their statutory language.

Even if a single definition of sexting eventually is universally agreed upon by 
either academic researchers or lawmakers, it still would not resolve the difficulties 
of studying this phenomenon. That is because there are multiple variations and 
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permutations in which sexting may occur, even when considering just the minor-to-
minor, youth-only sexting context and when excluding possible adult-to-minor 
and minor-to-adult sexting variations. For example, in some instances youth sex-
ting may be completely consensual in terms of both the sender and the recipient. 
This would be the case when one minor, voluntarily and without coercion, takes a 
sexually explicit image of herself and then texts it to a willing-recipient boyfriend.

In other instances, however, the minor recipient may be unwilling and even 
offended to receive the image, or the initial taker may have been coerced or oth-
erwise physically threatened by a boyfriend to take the image of herself against 
her will. Similarly, a minor at a slumber party who is stepping out of the shower 
may have her nude image surprisingly and jokingly taken by a friend, but then 
later find it posted online or texted to others. In brief, any one or all of the three 
steps or phases of sexted images—from their creation to their transmission to their 
reception—may be either consensual or nonconsensual. As Judge (2012) observes, 
“although the exchange of images may begin in an experimental or friendly con-
text, it may abruptly shift to an aggravated one—especially given the vicissitudes 
of adolescent relationships, the normative increase in sexual energy during this 
period, and potent neurodevelopmental influences” (p. 89).

In addition to the variable of consensuality, sexting may be primary or sec-
ondary. A primary sexting incident occurs when the minor taking a sexted image 
is the same person who also appears in the image and who transmits it. It thus 
might also be considered primary, self-sexting, as there is unity of person among 
the taker, the depicted, and the transmitter of the image. Conversely, sexting may 
be secondary (incidents in which the sender is not the same person who took and 
initially transmitted the image in question but, instead, is a person who received 
it from someone else and then forwarded it on to others, without the permission 
or knowledge of the person who originally took it). This latter variety thus might 
also be classified as secondary, downstream-sexting (Calvert, 2009, p. 30; Calvert, 
Murrhee, & Steve, 2010, p. 10). Put differently, secondary sexting may be thought 
of as downstream sexting because someone other than the original sender of a 
sexted image is retransmitting it to a larger pool of recipients. Some or all mem-
bers of that larger pool of recipients may not be individuals for whom the image 
was originally, or even ever later, intended. This would be the case, for instance, 
when a boy who has consensually received a sexted image taken and transmitted 
voluntarily by his girlfriend decides, without her knowledge, to show off the pic-
ture to his friends by texting it to them. The boy is a downstream sexter and his 
friends are downstream-sexting recipients.

■■ T H E  P R O B L E M  A N D  I T S  P R E V A L E N C E

It is fair to say that 2009 is the year when sexting first caused a full-blown news 
media frenzy in the United States, after starting to percolate the prior year. The 
New York Times, for instance, identified sexting as one of the top buzzwords for 
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2009 (Leibovich & Barrett, 2009). The stir that year was largely due to the tri-
angulation of several factors and events, including (1) the release of survey data 
purporting to show the widespread nature of sexting among American teens; 
(2)  a series of sexting incidents involving either brushes with the criminal jus-
tice system or personally tragic endings; and (3)  public pushback to overly 
aggressive responses by law enforcement officials.

■■ T H E   D A T A

First and foremost among the variables that catapulted sexting to national 
prominence was a study released in December 2008 by CosmoGirl.com and the 
National Campaign to Prevent Teen and Unplanned Pregnancy called “Sex and 
Tech:  Results From a Survey of Teens and Young Adults” (National Campaign 
to Prevent Teen and Unplanned Pregnancy, 2008). Its sponsors proudly touted 
it as the “first public study of its kind to quantify the proportion of teens and 
young adults that are sending or posting sexually suggestive text and images.” 
The survey found that 22 percent of all teen girls surveyed—more than one out 
of five—said they had sent or posted either nude or seminude pictures or vid-
eos of themselves. The study also determined that 25  percent of teen girls and 
33  percent of teen boys said they had had nude or seminude images that were 
originally meant for someone else shared with  them.

Not surprisingly, those kind of figures generated sensational and 
attention-grabbing newspaper headlines, such as “Teen Girls are Hot for Texting 
Nude Pix, Sez Survey” in the December 11, 2008, edition of the New York Daily 
News (Boyle, 2008) and “Sex ‘Cells’ for Naked Teenagers; Naughty Cam Craze” in 
the January 25, 2009, edition of the New York Post (Cahalan, 2009). A front-page 
story in the December 10, 2008, edition of USA Today ran under the sub-headline, 
“Racy Pics, Messages Flying Among Young” (Jayson, 2008). That same day, the 
Today Show reported on the survey, and later that month, Bill O’Reilly featured the 
so-called “culture warriors”—Gretchen Carlson and Margaret Hoover—on The 
O’Reilly Factor discussing sexting and the survey’s results. By March 2009, even 
staid National Public Radio program All Things Considered had aired a segment on 
teen sexting. Sexting, in brief, had thoroughly captured both print and broadcast 
media attention and the public imagination in a few short months, thanks largely 
to the results of one dataset.

A look behind the “Sex and Tech” survey, however, reveals that only 653 teens 
participated and those “teens” included many 18- and 19-year-olds—adults in 
the eyes of the law, at least when it comes to child pornography. In fact, of the 
teens surveyed, slightly more than half (51 percent) were 17 years of age or older. 
Furthermore, while the study reported that 22 percent of all teenage girls surveyed 
had sent or posted nude or seminude photos or videos of themselves, the figure 
dropped dramatically to 11 percent when the age range was narrowed from 13- to 
19-year-olds to 13- to 16-year-olds. In addition, the “Sex and Tech” survey used an 
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online panel that did not involve probability sampling. As Bialik (2009) wrote in a 
Wall Street Journal column about the survey, “many wonder whether the average 
person who signs up for such a panel can be representative of the broader popula-
tion” (p. A9).

Some subsequent studies have produced different figures that suggest a lower 
prevalence of sexting among teens. For instance, the Pew Internet & American Life 
Project in December 2009 released the results of a nationwide telephone survey 
of 800 teens, ranging age from 12 to 17 years, that was conducted by Princeton 
Survey Research International between June 26 and September 24, 2009. The sur-
vey, called “Teens and Sexting: How and Why Minor Teens are Sending Sexually 
Suggestive Nude or Nearly Nude Images via Text Messaging,” used both landline 
and cellphone telephone numbers. Two big-picture findings emerged: (1) 4  percent 
of cell-owning teens surveyed between the ages 12 and 17 years said they had sent 
sexually suggestive nude or nearly nude images of themselves to someone else 
via text messaging and (2) 15 percent of cell-owning teens within that same age 
range said they had received sexually suggestive nude or nearly nude images of 
someone they knew on their cellphone. The data also produced a gender-neutral 
finding—girls and boys were equally as likely to have sent a suggestive picture to 
another person.

A more recent telephone survey of 1,560 Internet users, ranging in age from 10 
through 17 years, reached dramatically different results from both the “Sex and 
Tech” and “Teens and Sexting” surveys and, in particular, revealed that how one 
defines sexting makes a great deal of difference in the results (Mitchell, Finkelhor, 
Jones, & Wolak, 2012). That study found that if sexting is defined as youth creating 
sexually explicit images of themselves that include their naked breasts, genitals, or 
bottoms—the type of content that might rise to the level of illegal child pornog-
raphy—the rate of involvement is only 1 percent. On the other hand, if sexting is 
more broadly defined as appearing in or creating sexually suggestive images, rather 
than explicit ones, then the figure rises to 2.5 percent. The authors acknowledged, 
however, that the actual figures could be somewhat higher because some minors 
may not self-disclose their sexting activities during a telephone interview.

The January 2012 nationwide survey of adults conducted for the C.S. Mott 
Children’s Hospital defined sexting as “sending sexually explicit or nude photos or 
videos by cell phone.” The survey found that 10 percent of parents reported their 
own teens as having received a sexted message on their cellphones, while 6 percent 
of parents said their teens have transmitted a sexted message.

Finally, an article published online in July 2012 in the Archives of Pediatrics & 
Adolescent Medicine determined that slightly more than 27 percent of the 964 pub-
lic high-school students from the Houston area surveyed reported having sent a 
naked picture of themselves through text or email (Temple, Paul, van den Berg, Le, 
McElhany, & Temple, 2012). The authors found no significant difference between 
girls and boys when it came to sending sexts (p. E2). On the other hand, nearly 
69 percent of girls surveyed said they had been asked to send a text, while only 
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42 percent of boys had been asked to transmit one. In terms of correlations with 
sexting among girls, the survey reported that “prevalence of having started dating, 
having had sex, having multiple sex partners, and using alcohol or drugs before 
sex were all higher among those who have sent, received, or asked for a sext than 
among those who had not engaged in those sexting behaviors” (p. E3). Among 
boys, however, the survey found “no significant association between having sent 
or received a sext and having multiple sex partners or using alcohol or drugs 
before sex” (p. E3).

The bottom line is that a consensus does not yet exist on how many or what per-
centage of American teens sext. The actual figures are likely to fluctuate depending 
upon how narrowly or expansively sexting is operationalized in any given sur-
vey instrument. In addition, the very real possibility that some teens won’t reveal, 
either for fear of parental retribution or personal embarrassment, their own sex-
ting habits on self-disclosure instruments further muddies efforts to pin down 
accurate sexting data.

■■ H I G H - P R O F I L E  S E X T I N G  I N C I D E N T S 

A N D   P U B L I C  P U S H B A C K  T O  P R O S E C U T I O N S

A second factor—one beyond the startling results of the “Sex and Tech” sur-
vey—that helped to shine media, public, and legislative spotlights on sexting 
was a series of relatively contemporaneous incidents. One involved the January 
2009 charging of six minors—three girls, 14 and 15  years old, and three boys, 
16 and 17  years old—from Greensburg Salem High School in Westmoreland 
County, Pennsylvania, with child pornography offenses. The girls allegedly took 
and sent nude or seminude photographs of themselves to the boys. A  school 
district official stated that the students in question seemed desensitized, while 
the parents were in shock (Stiles, 2009). The decision to arrest the minors 
for child pornography offenses drew a swift rebuke from some quarters, with 
Ferguson (2009) calling it “a travesty of justice. Their behavior is injudicious and 
irresponsible but, like it or not, not unusual. Such behavior should be treated 
with firm parental discipline and love, not imprisonment” (p. H-4). Ultimately, 
five of the teens entered into consent decrees with juvenile authorities, while a 
sixth, who already had a juvenile record, was placed on a one-year probation. 
None was required to register as a sex offender.

In March 2009, news of another troubling sexting incident from a small, 
rural Pennsylvania community broke in national news media outlets, includ-
ing the New York Times (Hamill, 2009, p. A21). This incident, unlike the one in 
Greensburg, spawned a civil rights-based lawsuit that ultimately worked its way 
up to a federal appellate court in 2010 (Miller v. Skumanick, 2010). The controversy 
began in October 2008 when officials in the Tunkannock Area School District, 
about 30 miles northwest of Scranton, reportedly discovered seminude and nude 
photos of teenage girls, many of whom were enrolled in the district, on several 
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students’ cellphones. Male students in the district apparently had been trading the 
photos on their own phones. They, in turn, ultimately surrendered their phones to 
George Skumanick, the District Attorney of Wyoming County.

In February 2009, the controversy heated up when Skumanick sent a letter to 
the parents of 20 students. In it, he threatened to bring felony child pornogra-
phy charges against their children unless the minors agreed to attend a five-week, 
10-hour education program designed by Skumanick in conjunction with two other 
agencies. That choice quickly caught the attention of the American Civil Liberties 
Union of Pennsylvania, which filed a federal lawsuit in March 2009 on behalf of 
three girls who appeared in two of the photographs on which Skumanick had 
set his prosecutorial sights. The other 17 minors, however, accepted Skumanick’s 
terms and did not contest the matter.

According to the ACLU, neither of the two images in question came close to 
constituting illegal child pornography. One photo showed two of the girls, Marissa 
Miller and Grace Kelly, from the waist up wearing white opaque bras, with one girl 
talking on a cellphone and the other making a peace sign. They were 12 or 13 years 
old at the time the photo was taken. The other image depicted a 16-year-old girl 
identified only as Nancy Doe (a pseudonym used to protect her real identity) 
standing just outside of a shower, with a white, opaque bath towel wrapped around 
most of her body, but tied just underneath her bare breasts. Neither of the two 
photos depicted any sexual activity or revealed anything below the waist.

As described later in this chapter, there typically must be a lascivious exhibition 
of the genitals or pubic area for an image to constitute child pornography if no other 
sexual conduct, such as intercourse, bestiality, or masturbation, is depicted. Under 
the Pennsylvania law applicable in the Wyoming County case, an image rises to the 
level of child pornography only when there is a “lewd exhibition of the genitals or 
nudity if such nudity is depicted for the purpose of sexual stimulation or gratifi-
cation of any person who might view such depiction” (18 Pa. Cons. Stat. § 6312 
(g) (2013)). Nudity by itself, in other words, does not amount to child pornography. 
Despite these facts, Skumanick nonetheless claimed the bra-clad image of Miller 
and Kelly constituted child pornography because the two girls were “provocatively” 
posed, and he asserted that the topless image of Doe also was child pornography.

The ACLU asserted in its lawsuit on behalf of all three girls that the images were 
protected by the First Amendment freedom of speech and, in turn, that the girls 
possessed a constitutionally protected right to refuse to participate in the edu-
cation program Skumanick had offered as an alternative to a child pornography 
prosecution. Skumanick, the lawsuit claimed, was retaliating against the girls sim-
ply for exercising a constitutionally protected right. In addition, the ACLU argued 
on behalf of Nancy Doe that requiring her to attend the education program in 
lieu of facing child pornography charges impermissibly usurped and violated her 
mother’s fundamental right to raise her child without undue state interference.

Skumanick’s threat to charge with the girls with child pornography was blasted 
by several news organizations. For instance, the editorial board of the Philadelphia 
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Inquirer opined that “criminal charges for this brand of adolescent stupidity are 
the equivalent of going nuclear. Convict a teen under child porn laws and he or 
she will be branded as a sex offender, forced to register under Megan’s Law-style 
statutes, and basically scarred for life” (“Editorial,” 2009, p. A10). Megan’s Law stat-
utes are named in honor of Megan Kanka, a seven-year-old New Jersey girl who 
was raped and murdered in July 1994 by a child molester who had moved across 
the street from the Kanka family without their knowledge. The statutes, which 
now exist in some form in all states, as well as at the federal level, are designed to 
alert local community members when registered sex offenders move into their 
neighborhoods.

While the sexting lawsuit of Miller v. Skumanick was under way, and perhaps 
demonstrating the unpopularity of his actions, Skumanick lost his re-election bid 
for Wyoming County District Attorney in November 2009. In April 2010, with the 
case having previously reached the appellate court level, U.S. District Judge James 
M. Munley issued a permanent injunction prohibiting the new district attorney, 
Jeff Mitchell, and his staff from ever initiating criminal charges against plaintiffs 
Marissa Miller, Grace Kelly, and Nancy Doe for the two photographs at issue 
(Miller v. Mitchell, 2010).

The case of a young Floridian named Phillip Alpert also gained widespread 
news media attention in 2009. Alpert was 18 years old when he emailed nude pho-
tographs of his former girlfriend—photos she had consensually taken of herself at 
age 16 and sent to him when he was 17—to about 70 people during a fit of anger. 
For that action, he ultimately pleaded guilty in 2008 to transmitting child pornog-
raphy charges. Alpert, who received five years probation and was forced to attend 
so-called recovery meetings with convicted pedophiles as part of the terms of that 
probation, today is listed as a registered sex offender on the Florida Department of 
Law Enforcement’s website. He will remain a registered sex offender until at least 
age 43, at which time he can petition the Florida courts to be removed from the 
list. There is no guarantee that such a petition would be granted.

During a May 2009 interview conducted by the author of this chapter and a 
colleague with Alpert and his attorney, Lawrence Walters, Alpert explained the 
impact on his life of being a registered sex offender:

Any time I move, I have to register. There are also a lot of places I can’t move to. My 
father’s house, for example. I would be living with him right now, which would save 
a lot of money and frustration, but, unfortunately, he lives too close to a high school. 
Ironically, it is the high school I attended. (Richards & Calvert, 2009, p. 21)

Alpert also elaborated on what he perceived as the unjustness of his inclusion 
of the sex offender registry, stating that:

[t] he list itself is designed so that you know who around your area . . . could be a 
danger to you or your children. If you saw me on that list, you would see, as my 
offense, the sending of child pornography. You would think, therefore, to keep your 
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children away from me. But I’m not a threat to your children. (Richards & Calvert, 
2009, p. 23)

In addition to Phillip Alpert’s case and the Pennsylvania sexting incidents in 
both Westmoreland and Wyoming counties, several other sexting events gar-
nered media attention around the same time. One case centered on the suicide of 
18-year-old Jessica Logan in July 2008. Logan, from Ohio, took a nude photograph 
of herself with her cell phone and sent it to her then-boyfriend, Ryan Salyers. After 
they broke up, however, he allegedly sent the image out to several other students. 
The image apparently soon went viral and was re-forwarded again and again, 
eventually reaching hundreds of students attending at least seven Cincinnati-area 
high schools. Some of the girls who received the image taunted Logan mercilessly, 
calling her names like “slut” and “whore” until finally she took her own life. The 
case, which gained national attention in March 2009 when Logan’s mother went 
on the Today Show to describe her daughter’s life and death to anchor Matt Lauer, 
illustrates how sexting can merge with another troubling, high-tech adolescent 
phenomenon, cyber-bullying.

Cyber-bullying, which like sexting lacks an agreed-upon definition, involves 
online aggression and “can include anything from the sending of private messages 
to the posting of public messages, photos, or videos about a targeted individual” 
(Law, Shapka, Domene, & Gagné, 2012, p. 664). New Jersey’s youth sexting law, 
which took effect in April 2012, makes explicit reference to cyber-bullying, as it 
provides that minors who sext shall undergo a remedial education or counseling 
program in which they are to be made aware of “the possible connection between 
bullying and cyber-bullying and juveniles sharing sexually suggestive or explicit 
materials” (N.J. Stat. § 2A:4A-71.1 (2012)).

■■ W H Y  M I N O R S   S E X T

Academic literature on sexting, although sparse and only its infancy, is grow-
ing within a diverse range of disciplines. It can be found, for instance, in the 
realm of legal scholarship, as well as in the fields of psychiatry, psychology, 
cyber-psychology, human–computer interaction, and education. As this assort-
ment of scholarly approaches intimates, sexting may carry not only legal con-
sequences for minors but also possible developmental and psychological ones. 
A pivotal question is why minors choose to engage in sexting in the first place.

One major factor that contributes to teen sexting, according to Sadhu (2012), 
simply is access to technology and, in particular, “the dramatic increase in cell 
phone use and ownership by teenagers over the past few years” (p. 76). In fact, as 
Judge (2012) observes, “text messaging is the preferred form of basic communica-
tion among adolescents today, even ahead of cell calling” (p. 87).

This technology and its use, in turn, is deployed by minors who are experi-
menting with their own identities and may not perceive the risks and dangers 
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involved with disseminating sexual images of themselves. As Sadhu writes, 
“[t] eenagers’ tendency toward exhibitionism and narcissism, their desire for 
intimacy in relationships, their desire and preoccupation with sexual explora-
tion, and the hope of creating their identities as individuals who are attractive 
and desired may make them more vulnerable to the allure of sexting” (p. 76). 
Judge (2012) elaborates on this point, writing that sexting “may be viewed as an 
emotionally driven behavior that is often impulsive and without a clear anticipa-
tion or understanding of the potential adverse consequences. An adolescent who 
speaks rationally about sexting when calm may nonetheless engage in the behav-
ior (including in an aggravated manner) when emotionally aroused” (p. 90).

O’Keefe and Clarke-Pearson (2011) add that “[b] ecause of their limited capacity 
for self-regulation and susceptibility to peer pressure, children and adolescents are 
at some risk as they navigate and experiment with social media” (p. 800). Chalfen 
(2009) notes that girls often say that their boyfriends are asking for sexual photos 
or that girls “sext to specific boys they wish to know better” (p. 263).

A sex-saturated culture, replete with music, movies, video games, and television 
content that sexualizes young girls, also likely contributes to the normalization of 
sexting by girls. Durham (2008) writes that “kids are evidently getting the message 
that sexual behavior is appropriate at very early ages. As they enter the “tween 
years—eight to twelve—many of them begin to engage in sexual activity” (p. 48). 
Per objectification theory (Fredrickson & Roberts, 1997), as some girls start to 
self-objectify by viewing and treating their own bodies as objects to be ogled, eval-
uated, and desired by boys, it seems natural that they would send self-taken images 
of their nude or partially nude bodies to be the focus of boys’ gaze.

The propensity to sext also may correlate with other risky behaviors. Dake, Price, 
Maziarz, and Ward (2012) surveyed more than 1,000 middle-school and high-school 
students and found that sexting was “highly associated with engaging in high risk 
sexual behaviors, including having had four or more sexual partners, engaging in 
oral and anal sex, as well as not using contraception at their last sexual intercourse” 
(p. 12). Sexting was also significantly associated with substance use activities such 
as smoking marijuana and drinking alcohol. They note, however, “that not all teens 
who sext are involved in sexual activity,” suggesting that “for some teens, sexting 
might be an alternative to engaging in sexual activity” (Dake et al., p. 13).

In terms of the motivations for sexting, minors may consensually sext with 
each other when they are involved in an ongoing romantic relationship or to draw 
sexual attention to themselves among prospective romantic partners (Wolak & 
Finkelhor, 2011, p. 5). Conversely, minors may sext due to peer pressure or, worse, 
they may be coerced into sexting against their will, perhaps by a threat of harm 
from a boyfriend unless a sexual image is not forthcoming. In addition, minors 
may sext with an intent to cause harm, as when a boy sends out sexual images of 
his ex-girlfriend to classmates, intending to embarrass her. As noted earlier, this 
can be considered aggravated sexting (Wolak & Finkelhor, 2011, p. 5) and also a 
form of cyber-bullying.
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■■ T H E  F I R S T  A M E N D M E N T  A N D  C H I L D 

P O R N O G R A P H Y

The First Amendment to the U.S. Constitution protects freedom of expression 
against government censorship, providing in relevant part that “Congress shall 
make no law . . . abridging the freedom of speech.” Despite such seemingly abso-
lute language about “no law” and the fact that “Congress” has been interpreted 
by the U.S. Supreme Court to include not only the U.S. Congress but also state 
and local governmental entities and officials, the First Amendment does not 
safeguard all forms of expression from censorship. In particular, the nation’s 
high court has carved out multiple exceptions to freedom of speech since the 
First Amendment was adopted more than 220 years ago in 1791.

Among the categorical carve-outs of unprotected speech are fighting words, 
incitement to violence, true threats of violence, false advertising, obscenity, and, of 
most importance for this chapter, child pornography. In New York v. Ferber (1982), 
the Supreme Court wrote that “the exploitative use of children in the production of 
pornography has become a serious national problem” (p. 749). The case centered on 
the prosecution of the proprietor of a Manhattan bookstore named Paul Ferber who 
sold to an undercover police officer two films depicting young boys masturbating. 
When the case reached the U.S. Supreme Court, the issue the justices faced was sim-
ply framed: “To prevent the abuse of children who are made to engage in sexual con-
duct for commercial purposes, could the New York State Legislature, consistent with 
the First Amendment, prohibit the dissemination of material which shows children 
engaged in sexual conduct, regardless of whether such material is obscene?” (p. 753).

In answering that query in the affirmative, the Supreme Court made it clear 
that obscenity and child pornography are not the same type of content. States are 
entitled to greater leeway in the regulation of pornographic depictions of chil-
dren than they are of sexual depictions of adults. Put differently, when minors 
are depicted in sexually explicit activity, the content need not rise to the level of 
obscenity, as defined by the U.S. Supreme Court in Miller v.  California (1973), 
before states can prohibit it. The reason for this lesser standard, the Court stressed 
in Ferber, is that minors are harmed physiologically, emotionally, and mentally 
when they participate in child pornography. In addition, minors who engage in 
child pornography can face a lifetime of pain because “the materials produced 
are a permanent record of the children’s participation and the harm to the child is 
exacerbated by their circulation” (Ferber, p. 759).

Since Ferber, the Supreme Court has held that the First Amendment does not 
protect the production, distribution, possession, and viewing of child pornogra-
phy. As the Court reasoned in a case called Osborne v. Ohio (1990), “it is now dif-
ficult, if not impossible, to solve the child pornography problem by only attacking 
production and distribution” (p. 110).

The Supreme Court, however, has not provided a definition of child pornogra-
phy, leaving it to the U.S. Congress and state legislative bodies to fashion their own 
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definitions. This too is different from obscenity. The Court in Miller v. California 
fashioned a three-part test for obscenity in 1973 that focuses on whether the 
content (1) taken as a whole and applying contemporary community standards, 
appeals to a prurient interest in sex when considered from the perspective of 
an average adult; (2) is patently offensive as defined by the state legislature; and 
(3) lacks serious literary, artistic, political, or scientific value. This obscenity test is 
now incorporated into all state-level obscenity statutes.

In contrast to the judicially defined Miller test for obscenity, Congress statuto-
rily classifies child pornography as images of those under 18 years of age engaged 
in “sexually explicit conduct” (18 U.S.C. §2256 (2013)). Sexually explicit conduct, 
in turn, includes a number of specific sexual acts, such as intercourse, masturba-
tion, and bestiality, as well as a “lascivious exhibition of the genitals or pubic area 
of any person” (18 U.S.C. §2256 (2013)).

It is this last provision that is crucial for understanding why minors who sext 
can be charged with child pornography. In particular, federal law does not require 
a minor to be engaged in a sexual act with another person but simply mandates 
that an image features a lascivious exhibition of the genitals or pubic area. For 
instance, a 16-year-old girl who takes a close-up photograph of herself digitally 
stimulating her vagina and then sends it to her boyfriend via a cell phone has likely 
both created and disseminated child pornography. The boyfriend, in turn, proba-
bly possesses child pornography. Similarly, a 17-year-old boy who takes a close-up 
picture of himself touching his erect penis and sends it off to his girlfriend prob-
ably has created and disseminated child pornography.

The key term in the federal statute to decide whether or not the images are child 
pornography is “lascivious.” Not every nude photograph of a minor constitutes 
a lascivious exhibition. If that were not the case, then innocuous and innocent 
images of a parent bathing her baby in a home bathtub would amount to child por-
nography. Instead, a lascivious exhibition is one that calls attention to the genitals 
or pubic area, such as a tightly focused shot, in order to excite lustfulness or sexual 
stimulation in the viewer. Many federal courts provide jurors in child pornography 
cases with a set of six factors to consider in reaching the lasciviousness determina-
tion: (1) whether the focal point of the picture is the minor’s genitalia; (2) whether 
the setting or pose is customarily associated with sexual activity; (3) whether the 
minor’s pose is unnatural given his or her age; (4) whether the minor is fully or 
partially nude; (5) whether sexual coyness or willingness to engage in sexual activ-
ity is suggested; and (6) whether the visual depiction is intended or designed to 
elicit a sexual response in the viewer. These elements frequently are referred to as 
the Dost factors, after the name of the defendant in the California federal district 
court decision from which they first arose, United States v. Dost (1986).

Another point must be considered under the federal child pornography statute, 
especially as it relates to sexting: an “exhibition” of the genitals or pubic area can 
occur even if a minor is wearing minimal clothing, such as a thong or skimpy bikini 
bottom. In other words, it is possible to have a lascivious exhibition of the genitals 
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or pubic area when a minor is not fully nude. The seminal case that stands for 
this proposition is the opinion by the U.S. Court of Appeals for the Third Circuit 
in United States v. Knox (1994). The case centered on videotapes of young girls 
wearing bikinis, leotards, and underwear where the camera zoomed in on their 
pubic and genital areas to display close-up views for extended periods of time. In 
addition, the girls were “gyrating in a fashion not natural for their age” (p. 737). 
The appellate court concluded that the federal child pornography statute does not 
include a nudity requirement and that such exhibitions of minimally clothed pubic 
areas, as they were shot in the videos, were indeed lascivious. In terms of sexting, 
this means that a 14-year-old girl who captures a close-cropped shot or cellphone 
video of herself deeply rubbing her underwear-clad vagina in a sexually suggestive 
manner might be creating child pornography despite the fact that she is not nude.

Finally, the federal child pornography statutes do not exempt from their reach 
minors who create, distribute, or possess their own child pornography. In other 
words, they contain no age exemptions for younger perpetrators, and thus they 
would apply to typical sexting scenarios involving minors.

The punishment under federal law for creating and producing child pornog-
raphy is severe. A first offense requires imprisonment of not less than 15 years 
and not more than 30 years (18 U.S.C. §2251 (2013)). Individuals who knowingly 
distribute or knowingly possess child pornography on a first offense are fined 
and imprisoned not less than five years and not more than 20 years (18 U.S.C. 
§2252 (2013) and 18 U.S.C. §2252A (2013)). It is the harshness of such penalties, 
as potentially applied to a pair of minors who consensually sext with each other as 
part of an ongoing romantic relationship, that seems unjust to many.

In addition to federal statutes outlawing child pornography, it is illegal to pro-
duce, distribute, and possess child pornography under the laws of all 50 states and 
the District of Columbia. Furthermore, an increasing number of states target the 
mere viewing of child pornography and other sexual imagery of minors, regard-
less of whether the individual possesses or controls the content.

Although states are not uniform in their definitions of child pornography, 
most track very closely the federal definition of sexually explicit conduct involv-
ing a minor. For instance, Connecticut defines sexually explicit conduct for pur-
poses of its child pornography laws as “actual or simulated (A) sexual intercourse, 
including genital-genital, oral-genital, anal-genital, or oral-anal physical contact, 
whether between persons of the same or opposite sex, or with an artificial geni-
tal, (B) bestiality, (C) masturbation, (D) sadistic or masochistic abuse, or (E) las-
civious exhibition of the genitals or pubic area of any person” (Conn. Gen. Stat. 
§53a-193 (2012)). Like the federal law, Connecticut’s statute and others similar to 
it, such as Missouri Revised Statutes Section 573.010 (2012) and Mississippi Code 
Annotated Section 97-5-31 (2012), don’t require sexual conduct by a minor but 
merely a lascivious exhibition of the minor’s genitals or pubic area. They thus likely 
sweep up solo-shot sexted images by a minor of himself or herself that reveal the 
genitals or the pubic area in a sexually suggestive manner. Some states don’t use 
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the term “lascivious exhibition” but substitute more precise language. For instance, 
Washington Revised Code Section 9.68A.011 (2012) deploys the terminology 
“depiction of the genitals or unclothed pubic or rectal areas of any minor, or the 
unclothed breast of a female minor, for the purpose of sexual stimulation of the 
viewer.” Florida, in contrast, does not use the term “lascivious” but instead opts for 
the phrase “actual lewd exhibition of the genitals” (Fla. Stat. §775.0847 (2012)). 
Similarly, Georgia employs the terminology “lewd exhibition of the genitals or 
pubic area” (Code Ga. Ann. §16-12-100 (2012)).

Despite such subtle nuances of definitional difference between the federal child 
pornography statutes and those of the states, the ramifications for violating the 
state laws often are equally as harsh as the federal punishments for child pornog-
raphy. For example, Georgia generally mandates imprisonment for not less than 
five years nor more than 20  years and by a fine of up to $100,000 for the cre-
ation, distribution, and possession of child pornography (Official Code of Georgia 
Annotated Section 16-12-100 (g) (1) (2012)).

■■ L E G I S L A T I V E  R E S P O N S E S  T O  S E X T I N G

By late 2013, more than 16 states had laws to address youth sexting, and other 
states were actively considering their own measures. There is little uniformity 
among the laws, however, other than that they all provide for far more lenient 
punishment for certain types of consensual sexting by minors than would be 
meted out under traditional child pornography  laws.

To better understand the different approaches legislative bodies are taking with 
teen sexting, it initially is useful to break the current laws down into four com-
ponents: (1) the definitions of the prohibited offense of sexting, including the age 
range of minors subject to the offense and whether or not the offense includes the 
transmission, reception, and/or possession of images; (2) the defenses or exemp-
tions built into the sexting laws under which a minor could avoid any punishment; 
(3) the range of potential sanctions for a sexting offense, including different conse-
quences for a first offense as compared to subsequent violations; and (4) possible 
language allowing for or precluding the possible prosecution of a sexting minor 
under additional and more serious criminal charges. Using these four components 
as an analytical tool, the following are three examples of state sexting laws. They 
illustrate different tacks taken to the problem, as well as the complex nuances and 
variations among the states in defining the offense of sexting. This is by no means 
a comprehensive review of all state sexting statutes, and more statutes likely will be 
adopted throughout the second decade of the twenty-first century.

Florida’s sexting law, which took effect on October 1, 2011, is set forth at Florida 
Statute §847.0141 (2012). It is one of the most comprehensive sexting laws in the 
nation. In articulating the offense of sexting, it cross-references another Florida 
statute (Fla. Stat. §847.001 (2012)) to provide the meaning for such critical terms 
as minor (any person under the age of 18 years) and nudity (the showing of the 
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genitals, pubic area, or buttocks with less than a fully opaque covering; the show-
ing of the female breast with less than a fully opaque covering of any portion 
thereof below the top of the nipple; or the depiction of covered male genitals in a 
discernibly turgid state). In addition, Florida’s sexting law incorporates the phrase 
“harmful to minors” from another state statute, which defines it as depictions of 
nudity, sexual conduct, or sexual excitement that: a) predominantly appeal to a 
prurient, shameful, or morbid interest; b) are patently offensive to prevailing stan-
dards in the adult community as a whole with respect to what is suitable material 
or conduct for minors; and c) are without serious literary, artistic, political, or 
scientific value for minors (Fla. Stat. §847.001 (2012)).

Florida’s sexting law includes separate provisions that address and distinguish 
between the offense of transmitting and distributing images, on the one hand, and 
the offense of possessing them, on the other. With regard to the former, the statute 
provides that a minor commits the offense of sexting if he or she knowingly “uses 
a computer, or any other device capable of electronic data transmission or distri-
bution, to transmit or distribute to another minor any photograph or video of any 
person which depicts nudity . . . and is harmful to minors” (Fla. Stat. §847.0141 
(2012)).

Several aspects of this seemingly simple statement must be unpacked to bet-
ter understand its full reach and limitations. First, the offense applies only to 
minor-to-minor transmissions (the phrase “to another minor” indicates this), not 
to minor-to-adult or adult-to-minor exchanges. Second, the transmitted image or 
video in question apparently can be of either a minor or an adult, per the phrase 
“photograph or video of any person.” The use of “any person” here also means that 
Florida’s law does not distinguish between what this chapter earlier called primary, 
self-sexting transmission and secondary, downstream-sexting transmission. That is 
the case because “any person” sweeps up both minors who transmit images of 
themselves and minors who transmit images of others.

Third, a sexting offense involves more than just the conveyance of nude imag-
ery; a nude image must also be one that is “harmful to minors” under the defini-
tion of that phrase set forth earlier. Fourth, the offense applies to more than just 
the transmission of images via cellphones or smartphones; it also applies much 
more broadly to their conveyance through computers and “any other device capa-
ble of electronic data.” Fifth, the offense applies not simply to still photographs, but 
also to videos, as it uses the phrase “photograph or video.”

Florida law recognizes that a minor may well transmit more than just one image 
of herself to another minor. In other words, during a night of sexting, a girl might 
transmit six different images of herself to a boy. Rather than punish the girl for six 
different transmission offenses, Florida’s statute provides that the transmission of 
multiple photos or videos during the same 24-hour period is treated as a single 
offense. This single-offense provision certainly is favorable to transmitting minors.

Turning to the separate offense of possession, Florida provides that a minor 
commits the offense of sexting if he or she knowingly “possesses a photograph or 
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video of any person that was transmitted or distributed by another minor which 
depicts nudity . . . and is harmful to minors.” As with the offense of transmission, 
the possessed imagery can be of any person (a minor or an adult) and it must 
include not only nudity but nudity portrayed in such a way as to be harmful to 
minors. Also in the same fashion as the offense of transmission, the possession 
provision only applies to minor-to-minor sexting, as made evident by the phrase 
“transmitted or distributed by another minor.” Finally, and in accord with the 
transmission offense, the law provides that the receipt of multiple photos or videos 
during the same 24-hour period shall be treated as a single offense.

There is, however, one critical difference between the transmission and pos-
session offenses. Apparently recognizing a possible innocent-recipient possession 
scenario—one in which the minor possessor did not request the image and thus 
might be surprised to find it pop up on his or her smartphone or computer—the 
Florida legislature carved out an exemption to the offense of possession. In par-
ticular, a minor-possessor is not subject to an offense if three conditions are satis-
fied: (1) he did not solicit the photo or video; (2) he took reasonable steps to report 
it to his guardian, a school official, or a law enforcement officer; and (3) he did 
not further transmit the received image to anyone else. This trio of conditions is 
logical to protect the innocent recipient, yet one must wonder how likely it is that 
a minor who receives a sexted image on his phone would tell a parent or report it 
to a teacher or police officer.

In Florida, the possible punishments for the different offenses of transmission 
and possession are the same. They involve a three-level approach, in which both 
the designation of the offense and its corresponding consequences are ratcheted 
up for repeat violations. A first offense is considered noncriminal, with possible 
punishments including eight hours of community service or a $60 fine in lieu of 
service. On top of these consequences, judges have the option to order a first-time 
offender to participate in suitable training or instruction. The law does not, how-
ever, specify the precise nature of such training or instruction; presumably, it 
would be about the dangers of sexting.

A second offense is considered a first-degree misdemeanor, for which the maxi-
mum fine ramps up significantly to $1,000 under Florida Statute Section 775.083 
(2012) and a maximum term of one year in prison per Florida Statute Section 
775.082 (2012). Finally, a third-time sexting offense is treated as a third-degree 
felony subject to a fine of up to $5,000 and a maximum of five years in prison.

Florida lawmakers added a provision that allows prosecutors to file additional 
charges against a sexting minor, including the offense of stalking. In Florida, stalk-
ing includes cyberstalking, which is defined under Florida Statute Section 784.048 
(1) (d) (2012) as engaging “in a course of conduct to communicate, or to cause to 
be communicated, words, images, or language by or through the use of electronic 
mail or electronic communication, directed at a specific person, causing substan-
tial emotional distress to that person and serving no legitimate purpose.” Based on 
this definition, it is clearly possible to envision how a minor who repeatedly sexts 
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images of himself to the same girl could be targeted by law enforcement officials 
for both sexting and cyberstalking.

Before leaving Florida’s statute, it is important to note what it does not include. 
In particular, there is no minimum age that a minor must have reached before 
he or she can be charged with either transmitting or possessing sexted imagery. 
Although it is highly doubtful that any technologically savvy five-year-old boys 
and girls will engage in sexting, there arguably is a difference in cognitive under-
standing between an 11-year-old who sexts and a 17-year-old who sexts, yet they 
are treated the same under Florida law.

Nevada Revised Statute Annotated Section 200.737 (2012) took effect in July 
2011. It does not use the term “sexting” but nonetheless covers three variations of 
sexting activities by minors, two of which address the transmission of images and 
one of which centers on possession. Before addressing the differences among these 
three varieties of prohibited sexting, it first is useful to understand the terms and 
definitions they share. Commonalities include (1) defining minors as individuals 
under the age of 18 years; (2) employing the term “sexual image” to describe the 
forbidden content and, in turn, defining a sexual image as any visual depiction of 
“a minor simulating or engaging in sexual conduct or of a minor as the subject of 
a sexual portrayal”; and (3) prohibiting sexting via any “electronic communication 
device,” which includes not only cellphones but also personal digital assistants, 
computers, and, more sweepingly, “any electronic device that is capable of trans-
mitting or distributing a sexual image.”

In a separate statute, Nevada defines the term “sexual conduct” mentioned 
above as “sexual intercourse, lewd exhibition of the genitals, fellatio, cunnilingus, 
bestiality, anal intercourse, excretion, sado-masochistic abuse, masturbation, or 
the penetration of any part of a person’s body or of any object manipulated or 
inserted by a person into the genital or anal opening of the body of another” (Nev. 
Rev. Stat. Ann. §200.700 (2012)). The other key term used in the sexting statute to 
describe the type of prohibited content is “sexual portrayal,” which Nevada defines 
as a “depiction of a person in a manner which appeals to the prurient interest in 
sex and which does not have serious literary, artistic, political, or scientific value” 
(Nev. Rev. Stat. Ann. §200.700 (2012)).

The first variety of sexting targeted by Nevada is the knowing and willful 
use of an electronic communication device by a minor to transmit or distrib-
ute a sexual image of himself or herself to another person. This is a primary, 
self-sexting transmission provision—it targets the transmission of self-taken 
sexual images, such as when a girl captures a sexual image of herself on a 
smartphone and then sends it directly to her boyfriend or a boy she likes. The 
self-sexting offense applies, however, regardless of the age of the individual to 
whom the self-taken sexual image is transmitted, as indicated by the use of the 
language “to another person” rather than “to another minor.” The first variety 
of prohibited conduct thus includes both minor-to-minor and minor-to-adult 
sexting. This is a major difference from Florida’s sexting transmission statute, 
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which, as described earlier, applies only when a minor transmits an image “to 
another minor” (Fla. Stat. §847.0141, 2012).

The second variety of sexting regulated by Nevada is the knowing and willful 
use of an electronic communication device by a minor “to transmit or distribute a 
sexual image of another minor who is older than, the same age as or not more than 
4  years younger than the minor transmitting the sexual image.” This provision 
targets secondary, downstream-sexters (minors who receive photographs of other 
minors and then further transmit or forward them to others) because the image 
in question is not of the sender but “of another minor.” What makes this provision 
particularly nuanced is its specificity of the requisite age-range difference between 
the minor who transmits the image in question and the minor who is depicted in 
it in order for there to be a sexting offense. In particular, the individual depicted in 
the image must not only be a minor—an individual under the age of 18 years—but 
must also be older than, the same age as or not more than four years younger than 
the minor who transmitted it.

The implications of this age-range proximity provision become more clear with 
an example. Consider a 16-year-old minor boy who willfully decides to transmit to 
others (Nevada’s downstream-sexting transmission provision, it should be noted, 
is silent as to the age of the downstream recipients, so the “others” who receive 
it could be both minors and adults) a sexual image of his minor girlfriend. The 
provision would apply only if the depicted girlfriend was (1) 17 years of age (older 
than the sender but still a minor), (2) 16 years of age (the same age as the sender); 
or (3) 15, 14, 13, or 12 years of age (not more than four years younger than the 
sender). If the depicted girlfriend, however, is 11 years or age or younger (more 
than four years younger than the 16-year-old boy who transmits the image), then 
the downstream-sexting transmission provision would not apply. If this were 
the case—if the girlfriend was too young, relative to the sender’s age—then the 
16-year-old boy conceivably could be subject to Nevada’s child pornography laws 
if the sexual image he sent was sufficiently explicit. Specifically, Nevada makes it a 
category B felony, subject to up to 15 years in prison and a $15,000 fine, to know-
ingly distribute child pornography.

The age-range proximity provision in Nevada’s sexting statute is somewhat akin 
to so-called Romeo and Juliet provisions in the area of statutory rape that some-
times apply when both the alleged perpetrator and victim are minors separated 
by only a few years in age and who otherwise voluntarily engaged in sexual rela-
tions. In general, Romeo and Juliet provisions “allow for lessened penalties for cer-
tain sexual acts (such as oral sex) between teens who are close in age” (Hunter & 
Sharman, 2006, p. 17).

Finally, the third variety of sexting addressed under Nevada law relates to the 
possession of sexted images. It provides that a minor shall not knowingly and will-
fully possess a sexual image that was transmitted or distributed by another minor 
if the minor who is the subject of the sexual image is older than, the same age as or 
not more than four years younger than the minor who possesses the sexual image. 



5. Youth-Produced Sexual Images, “Sexting,” and the Cellphone ■ 111

As with the downstream-sexting transmission provision, this possession provi-
sion includes an age-range proximity clause. In this instance, however, it is the age 
difference between the possessor of the image and the minor who is depicted in it 
that is key, rather than the age difference between the sender of the image and the 
portrayed minor.

As with Florida, Nevada recognizes the possibility of an innocent-recipient 
possession scenario in which the possessor did not request the image. The Nevada 
statute thus provides an affirmative defense to a possession charge if the image 
recipient (1)  did not purchase, procure, solicit, or otherwise request the sexual 
image; (2) did not provide anyone else with access to the image, other than a law 
enforcement officer or school official; and (3) promptly and in good faith either 
took reasonable steps to destroy the image or reported it to school or law enforce-
ment officials. If a student chooses to report the image to a school or law enforce-
ment official, he or she must also give that official access to the image.

In contrast to Florida, however, Nevada’s sexting statute does not include lan-
guage that would treat the transmission or reception of multiple images during a 
24-hour period as a single offense.

In terms of punishment, the Nevada law tracks Florida’s to the extent that 
(1) first-time offenders are treated less severely than repeat offenders and (2) the 
punishments for both first-time offenders and repeat offenders are far less severe 
than those under state child pornography laws. When it comes to punishing 
minors for the transmission of sexual images, however, Nevada treats primary, 
self-sexting very differently from the offense of secondary, downstream sexting. 
In particular, a first-time offender under the primary, self-sexting transmis-
sion provision is designated merely as a “child in need of supervision.” Thus, a 
16-year-old girl who takes a sexual image of herself and then knowingly and will-
fully transmits it via cellphone to her boyfriend would fall into this category. The 
child-in-need-of-supervision classification typically is given to minors in Nevada 
who repeatedly skip school (truancy), run away from home, or habitually disobey 
reasonable and lawful demands of a parent (Nev. Rev. Stat. Ann. §62B.320, 2012). 
It also constitutes a less severe designation for a minor than delinquency (Nev. 
Rev. Stat. Ann. §62B.330, 2012), thus reducing the stigma attached to the offense. 
Furthermore, the Nevada’s sexting statute specifies that first-time offenders are not 
to be classified as either sex offenders or juvenile sex offenders and, in turn, are not 
subject to the registration or community notification provisions associated with 
such designations.

There are two other reasons why the child-in-need-of-supervision classifi-
cation is important. First, it places the sexting minor within the jurisdiction of 
juvenile court authorities when it comes to meting out punishment rather than 
within the authority of the adult criminal justice system. Second, a child in need of 
supervision cannot be “committed to or otherwise placed in a state facility for the 
detention of children or any other facility that provides correctional care” (Nev. 
Rev. Stat. Ann. §62E.420). In other words, incarceration of any kind is prohibited. 



112 ■ Adolescent Sexual Behavior in the Digital Age

Typical penalties, instead, include small fines of not more than $100 and commu-
nity service obligations (Nev. Rev. Stat. Ann. §62E.430).

Repeat primary, self-sexting offenders, however, are treated more harshly than 
first-time offenders and can be incarcerated. In particular, second and all further 
subsequent offenses for primary, self-sexting transmission in Nevada are treated 
as acts of delinquency and a court may order punishment consistent with that 
which could be given to an adult who commits a misdemeanor. This means that 
a repeat offender could be jailed for up to six months and/or fined a maximum 
of $1,000, although judges are allowed to substitute a fixed period of community 
service in lieu of all or part of such a sentence (Nev. Rev. Stat. Ann. §193.150). But 
even repeat offenders—like first-time offenders—cannot be classified as either sex 
offenders or juvenile sex offenders and cannot be made to register as such.

An initial offense of secondary, downstream-sexting transmission is treated 
much more seriously in Nevada than an initial offense for primary, self-sexting 
transmission. In particular, minors who transmit images of other minors, rather 
than images of themselves, are considered to have committed a delinquent act 
upon a first offense and thus can be jailed for up to six months and/or fined a 
maximum of $1,000. In other words, the possible punishment for a first offense 
of secondary, downstream-sexting transmission is treated the same as a second 
offense of primary, self-sexting transmission.

Rhode Island’s youth sexting law, which took effect in July 2011, is found at 
that state’s General Laws Section 11-9-1.4 (2012). As quickly becomes evident, 
it is far less comprehensive than the sexting laws of both Florida and Nevada. In 
particular, Rhode Island’s statute addresses only the transmission—not the pos-
session or reception—of sexted images. Specifically, it provides that “no minor 
shall knowingly and voluntarily and without threat or coercion use a computer or 
telecommunication device to transmit an indecent visual depiction of himself or 
herself to another person.”

Four aspects of this seemingly simple statement require unpacking. First, 
as with Florida and Nevada, a minor is defined as any person under the age of 
18 years. Second, and also in similar fashion to Florida and Nevada, Rhode Island’s 
law addresses modes of sexting transmission beyond cellphones, sweeping up 
computers and other telecommunication devices. Third, and unlike Florida’s stat-
ute that applies to the transmission of images of any person, the Rhode Island law 
applies only to self-sexted images (minors who take sexually explicit photographs 
of themselves and then send them to others), as it uses the term “transmit an inde-
cent visual depiction of himself or herself.” In other words, the statute does not 
apply to downstream-sexting scenarios, such as when a minor who, after receiving 
a sexted image from another minor, forwards it to his friends. Because minors 
who forward indecent images of other minors are not covered by the new sex-
ting statute, they risk prosecution under Rhode Island’s child pornography statute, 
General Laws Section 11-9-1.3 (2012). Fourth, the phrase “indecent visual depic-
tion” is defined as a “minor engaging in sexually explicit conduct,” which, in turn, 
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is defined as “actual masturbation or graphic focus on or lascivious exhibition of 
the nude genitals or pubic area of the minor.” This means that the minor in the 
self-sexted image need not be engaged in sexual conduct with another person, 
but can simply be taking the type of solo-person images that fall within Rhode 
Island’s definition of child pornography. That law, Rhode Island General Laws 
Section 11-9-1.3, defines child pornography as including both masturbation and a 
“graphic or lascivious exhibition of the genitals or pubic area.”

In terms of punishment, Rhode Island classifies sexting as a mere status offense 
and refers the matter to the realm of family courts. Status offenses by minors 
typically include activities that would not be criminal if committed by adults, 
such as failing to attend school, running away from home, and breaking a cur-
few (Arthur & Waugh, 2009). The statute also makes it clear that under no cir-
cumstance shall a minor who violates Rhode Island’s sexting law be subject to 
sex offender registration. Viewed collectively, these penalties are substantially less 
than those provided for under Rhode Island’s child pornography statute, which 
makes those who knowingly transfer child pornography subject to up to 15 years 
in prison and a $5,000 fine.

Because the Rhode Island statute fails to address the reception by minors of 
sexted images of other minors, recipient-minors could be subject to generally 
applicable child pornography statutes.

Ultimately, as the laws of Florida, Nevada, and Rhode Island illustrate, there are 
multiple ways the legal system can approach sexting by minors. Over time, sexting 
laws may be amended to address situations unforeseen by lawmakers or to bring 
them into line with shifting societal conceptions of what constitutes punishable 
behavior.

■■ S U M M A R Y

Sexting is a complex phenomenon that lacks an agreed-upon definition but has 
attracted widespread media, public, scholarly, and legal attention since 2008. 
Whether teen sexting waxes or wanes—whether it merely is a passing fad or 
takes a permanent place on the sexual landscape of minors—remains to be 
seen. Furthermore, whether laws designed to address it will have any effect on 
thwarting or mitigating sexting behaviors is unclear.

A few points, however, seemed apparent by late 2013. First, sexting comes in 
multiple variations, ranging from consensual to nonconsensual and from sexually 
suggestive to explicitly graphic. Second, not all sexted images of minors rise to 
the level of illegal child pornography. That determination necessarily hinges on a 
case-by-case basis, dependent upon the level of lasciviousness and explicitness of 
the imagery. Third, initial panic—moral and otherwise—over sexting, as well as 
over-aggressive prosecution of teens who engage in it, has largely subsided and 
been replaced by more dispassionate and moderate attempts to address it. Some 
of the sexting laws reflect this, as they provide for much more lenient punishment 
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for minors than they would otherwise receive if convicted under generally appli-
cable child pornography statues. Fourth, academic literature on the psychological 
and sociological causes and consequences of sexting will grow dramatically in the 
coming years. From such future knowledge one can hope that parents, educators, 
psychologists, lawmakers, prosecutors, and the news media all will gain a better 
understanding of sexting and how it should be addressed.

■■ D I S C L O S U R E

Clay Calvert has no conflicts to disclose. He is employed and funded only by 
and through the University of Florida in Gainesville, Florida. He receives no 
grant support.

■■ R E F E R E N C E S

18 U.S.C. §2251 (2013).
18 U.S.C. §2252 (2013).
18 U.S.C. §2252A (2013).
18 U.S.C. §2256 (2013).
Aiken, S. (2012, March 6). Student charged with “sexting.” The Herald-Palladium, p. 1A.
Aisner, A. (2011, May 2). After sexting, incidents involving middle schoolers, Saline 

forum will look at cyber safety. Ann Arbor News, http://www.annarbor.com/
news/after-sexting-incidents-involving-middle-schoolers-saline-schools-fo
rum-will-look-at-cyber-safety

Arthur, P. J., & Waugh, R. (2009). Status offenses and the juvenile justice and delinquency preven-
tion act: The exception that swallowed the rule. Seattle Journal for Social Justice, 7, 555–570.

Bialik, C. (2009, April 8). Which is epidemic—sexting or worrying about it? Cyberpolls, 
relying on skewed samples of techno-teens, aren’t always worth the paper they’re not 
printed on. Wall Street Journal, p. A9.

Bowker, A., & Sullivan, M. (2010, July). Sexting: risky actions and overreactions. FBI Law 
Enforcement Bulletin, 27–71.

Boyle, C. (2008, December 11). Teen girls are hot for texting nude pix, sez survey. Daily 
News (N.Y.), p. 3.

C.S. Mott Children’s Hospital (2012). National poll on children’s health:  For youth sex-
ting: public supports education, not criminal charges. Ann Arbor, MI: Author. Retrieved 
August 14, 2012, from http://www.mottnpch.org/sites/default/files/documents/032020
12youthsextingreport.pdf

Cahalan, S. (2009, January 25). Sex “cells” for naked teenagers; Naughty cam craze. New York 
Post, p. 3.

Calvert, C. (2009). Sex, cell phones, privacy and the first amendment:  When children 
become child pornographers and the Lolita effect undermines the law. CommLaw 
Conspectus: Journal of Communications Law and Policy, 18, 1–65.

Calvert, C., Murrhee, K. C., & Steve, J. M. (2010). Playing legislative catch-up in 2010 with 
a growing, high-tech phenomenon: Evolving statutory approaches for addressing teen 
sexting. University of Pittsburgh Journal of Technology Law & Policy, 11, 1–60.

Chalfen, R. (2009). ‘It’s only a picture’:  Sexting, ‘smutty’ snapshots and felony charges. 
Visual Studies, 24(3), 258–268.

http://www.annarbor.com/news/after-sexting-incidents-involving-middle-schoolers-saline-schools-forum-will-look-at-cyber-safety
http://www.annarbor.com/news/after-sexting-incidents-involving-middle-schoolers-saline-schools-forum-will-look-at-cyber-safety
http://www.annarbor.com/news/after-sexting-incidents-involving-middle-schoolers-saline-schools-forum-will-look-at-cyber-safety
http://www.mottnpch.org/sites/default/files/documents/03202012youthsextingreport.pdf
http://www.mottnpch.org/sites/default/files/documents/03202012youthsextingreport.pdf


5. Youth-Produced Sexual Images, “Sexting,” and the Cellphone ■ 115

Code Ga. Ann. §16-12-100 (2012).
Conn. Gen. Stat. §53a-193 (2012).
Curnett, H. (2012). Flashing your phone: Sexting and the remediation of teen sexuality. 

Communication Quarterly, 60(3), 353–369. doi: 10.1080/01463373.2012.688728
Dake, J. A., Price, J. H., Maziarz, L., & Ward, B. (2012). Prevalence and correlates of sexting 

behavior in adolescents. American Journal of Sexuality Education, 7, 1–15. doi: 10.1080
/15546128.2012.650959

Durham, M. G. (2008). The Lolita effect: The media sexualization of young girls and what we 
can do about it. Woodstock, NY: Overlook Press.

Dwyer, B. (2011, November 20). 3 students charged with sexting photo of naked girl. 
Chicago Sun-Times, p. 14.

Editorial: “sexting” overkill (2009, April 6). Philadelphia Inquirer, p. A10.
Ferguson, C. J. (2011). Sexting behaviors among young Hispanic women:  Incidence and 

association with other high-risk sexual behaviors. Psychiatry Quarterly, 82, 239–243. 
doi: 10.1007/s11126-010-9165-8

Ferguson, C. J. (2009, January 25). Oversexted; Greensburg teens aren’t child pornogra-
phers. Pittsburgh Post-Gazette, p. H-4.

Fla. Stat. §775.0847 (2012).
Fla. Stat. §784.048 (1) (d) (2012).
Fla. Stat. §847.001 (2012).
Fla. Stat. §847.0141 (2012).
Frederickson, B. L., & Roberts, T. (1997). Objectification theory:  Toward understanding 

women’s lived experiences and mental health risks. Psychology of Women Quarterly, 
21(2), 173–206.

Gordon-Messer, D., Bauermeister, J. A., Grodzinski, A., & Zimmerman, M. (2012). Sexting 
among young adults. Journal of Adolescent Health, published online July 13, 2012. 
doi: 10.1016/j.jadohealth.2012.05.013

Hamill, S. D. (2009, March 26). Students sue prosecutor in cellphone photos case. New York 
Times, p. A21.

Hunter, D., & Sharman, P. (2006). Crimes and offenses, Georgia State University Law 
Review, 23, 11–25.

Jayson, S. (2008, December 10). In tech flirting, decorum optional; Racy pics, messages fly-
ing among young. USA Today, p. 1A.

Judge, A. M. (2012). “Sexting” among U.S. adolescents: Psychological and legal perspec-
tives. Harvard Review of Psychiatry, 20, 86–96. doi: 10.3109/10673229.2012.677360

Karaian, L. (2012). Lolita speaks: “Sexting,” teenage girls and the law. Crime Media Culture, 
8(1), 57–73. doi: 10.1177/1741659011429868

Law, D. M., Shapka, J. D., Domene, J. F., & Gagné, M. H. (2012). Are Cyberbullies really bul-
lies? An investigation of reactive and proactive online aggression. Computers in Human 
Behavior, 28, 664–672. doi: 10.1016/j.chb.2011.11.013

Leary, M. G. (2010). Sexting or self-produced child pornography? The dialogue continues—
structured prosecutorial discretion within a multidisciplinary response. Virginia Journal 
of Social Policy & the Law, 17(3), 486–586.

Leibovich, M., & Barrett, G. (2009, December 20). Buzzwords:  coining a not great year. 
New York Times, Week in Review, p. 3.

Lenhart, A. (2009). Teens and sexting: How and why minor teens are sending sexually sug-
gestive nude or nearly nude images via text messaging. Pew Research Center. Retrieved 
August 13, 2012, from http://pewinternet.org/Reports/2009/Teens-and-Sexting.aspx.

http://pewinternet.org/Reports/2009/Teens-and-Sexting.aspx


116 ■ Adolescent Sexual Behavior in the Digital Age

Lewin, T. (2010, March 21). Rethinking sex offender laws for youths showing off online. 
New York Times, p. A1.

Lumby, C., & Funnell, N. (2011). Between heat and light: The opportunity in moral panics. 
Crime, Media, Culture, 7 (3), 277–291. doi: 10.1177/1741659011417606

McElroy, M. C. (2010). Sextual frustrations: why the law needs to catch up to teenagers’ 
texts. Houston Lawyer, 48, 10, 15, Nov.–Dec., 2010.

Miller v. California, 413 U.S. 15 (1973).
Miller v. Skumanick, 598 F.3d 139 (3d Cir. 2010).
Miller v. Mitchell, 2010 U.S. Dist. LEXIS 42512 (M.D. Pa. Apr. 30, 2010).
Mitchell, K. J., Finkelhor, D., Jones, L. M., & Wolak, J. (2012). Prevalence and characteristics 

of youth sexting: A national study. Pediatrics, 129(1), 1–8. doi: 10.1542/peds.2011-1730
National Campaign to Prevent Teen and Unplanned Pregnancy (2008). Sex and tech: results 

for a survey of teens and young adult. Retrieved May 7, 2012, from http://www.the-
nationalcampaign.org/sextech

N.J. Stat. §2A:4A-71.1 (2012).
Nev. Rev. Stat. Ann. §62B.320 (2012).
Nev. Rev. Stat. Ann. §62B.330 (2012).
Nev. Rev. Stat. Ann. §200.700 (2012).
Nev. Rev. Stat. Ann. §200.737 (2012).
New York v. Ferber, 458 U.S. 747 (1982).
O’Keefe, G. S., & Clarke-Pearson, K. (2011). The impact of social media on children, adoles-

cents, and families. Pediatrics, 127(4), 800–804. doi: 10.1542/peds.2011-0054
Osborne v. Ohio, 495 U.S. 103 (1990).
Richards, R. D., & Calvert, C. (2009). When sex and cell phones collide: Inside the prosecu-

tion of a teen sexting case. Hastings Communications and Entertainment Law Journal, 
32, 1–39.

Sadhu, J. (2012). Sexting: The impact of a cultural phenomenon on psychiatric practice. 
Academic Psychiatry, 36(1), 76–81. doi: 10.1176/appi.ap.10100146

Stiles, B. (2009, January 13). Teens face porn charges in “sexting.” Tribune-Review, A1.
Temple, J. R., Paul, J. A., van den Berg, P., Le, V. D., McElhany, A., & Temple, B. 

W. (2012). Teen sexting and its association with sexual behaviors. Archives of 
Pediatrics & Adolescent Medicine, published online July 2, 2012. doi:  10.1001/
archpediatrics.2012.835

Two Palmyra teens charged in sexting incident (2012, January 4). Lebanon Daily News,
United States v. Dost, 636 F. Supp. 828 (S.D. Cal. 1986).
United States v. Knox, 32 F.3d 733 (3d Cir. 1994).
Weiss, R., & Samenow, C. P. (2010). Smart phones, social networking, sexting and problem-

atic sexual behaviors—a call for research. Sexual Addiction & Compulsivity, 17, 241–246. 
doi: 10.1080/10720162.2010.532079

Wiederhold, B. K. (2011). Should adult sexting be considered for the DSM? Cyberpsychology, 
Behavior, and Social Networking, 14, 481–481. doi: 10.1089/cyber.2011.1522

Wolak, J., & Finkelhor, D. (2011, March). Sexting:  A  typology. Crimes Against Children 
Resource Center, 1–11.

Wysocki, D. K., & Childers, C. D. (2011). “Let my fingers do the talking”:  Sexting 
and infidelity in cyberspace. Sexuality & Culture, 15, 217–239. doi:  10.1007/
s12119-011-9091-4

http://www.thenationalcampaign.org/sextech
http://www.thenationalcampaign.org/sextech


117

 6 Chat Rooms and Social 
Networking Sites

■■ C H A R L E S  L .  S C O T T

■■ I N T R O D U C T I O N

The digital revolution has resulted in a simultaneous evolution in how ado-
lescents meet and interact with others. Long gone are the days where youth 
form relationships under the watchful eyes of caring parents or other attentive 
adults. Instead, adolescents now interact in a virtual online world that consists 
of potential friends as well as possible foes. The term “Net Generation” reflects 
this trend, as juveniles’ social lives are inextricably interwoven with the fibers of 
an expanding social media fabric (Tapscott, 1998).

Two important interactive Internet formats that adolescents use for the pur-
pose of sexual expression and exploration are chat rooms and social networking 
sites (SNSs). This chapter highlights these formats with an overview of how juve-
niles’ sexual behaviors are expressed in each. In addition, approaches designed to 
decrease the risk of harm to children and adolescents who use these particular 
Internet interactive tools are reviewed.

■■ C H A T  R O O M  O V E R V I E W

Chat rooms are online locations where different individuals can meet. Text mes-
sages are the primary form of communication in chat rooms and these messages are 
seen immediately once sent (Ybarra & Mitchell, 2008). Chat room communications 
often have a text code that represents words in an abbreviated manner. For exam-
ple, the abbreviation “a/s/l” stands for the person’s age/sex/location and provides 
useful information to other viewing participants (Greenfield & Subrahmanyam, 
2003). To illustrate, the text “13/f/Atlanta” quickly alerts other chat room members 
that a 13-year-old girl from Atlanta has entered the room. Table 6.1 provides a glos-
sary of some common abbreviations used in teen chat rooms.

Chat room participants typically create screen names (i.e., “identifiers”) that 
appear when they enter the room. Having a screen name allows other members 
to directly address each other. Screen names may also communicate particular 
interests or characteristics. For example, the names “sexyteenwantsu” or “hot-
boyforhotgirl” both imply that the user is interested in having a sexual encounter. 
Some chat rooms allow alternate forms of screen identifiers, such as an avatar. An 
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avatar is a graphical representation of the user and the avatar’s selected appear-
ance can communicate how the user wishes to be perceived. Because multiple 
individuals can simultaneously view personal information and postings, pub-
lic chat rooms are among the least private forms of electronic communications 
(Subrahmanyam & Greenfield, 2008). Chat room participants can also speak pri-
vately with another chat room member by sending him or her a message not 
viewed by other members, a process often referred to as “instant messaging.”

Although many chat rooms are available without costs, some chat rooms 
require a fee before the user can access the room. Chat rooms typically have 
names that identify the intended chat focus, thereby attracting individuals with 
a similar age, gender, or interest. For example, a chat room titled “TeenSexNow” 
will likely have a very different conversation focus and membership than a room 
titled “ChessTalk.” Examples of chat rooms focused primarily on teenagers include 
TeenChat.com, AIM Chat, and Meebo Rooms. In sampling free chat rooms for 
teenagers, chat rooms that specifically promote a sexual content as the focus of the 
chat are easy to find.

Chat rooms can be divided into monitored and unmonitored chat rooms. In 
monitored chat rooms, the website provides a trained adult host who observes 
chat room members’ communications and their adherence to conduct rules estab-
lished by the service provider. Such rules typically involve prohibitions against 
abusive or threatening speech (to include hate speech), respect for fellow chat 
group members, and not impersonating a person or business or misleading other 
members for whatever reason. In monitored chat rooms, chat room members who 
use sexually or otherwise offensive language can be electronically evicted from the 
room (Tynes et al., 2004).

TABLE  6.1. Common Chat Room 
Abbreviations

Term Translation

ASL Age, sex, location
ASLP Age, sex, location, picture
CD9 Parents are around
F2F Face to face
F2P Free to play
IAG I am gay
ILY I love you
IRL In real life
LMIRL Let’s meet in real life
NIFOC Nude in front of computer
PAW Parents are watching
PIR Parents in room
POS Parents over shoulder
P911 Parent emergency
TAW Teachers are watching
WTGP Want to go private?
WYCM Will you call me?
53x Sex



6. Chat Rooms and Social Networking Sites ■ 119

Developmental issues related to online chatting are similar to those adoles-
cents experience offline. However, unlike in-person interactions, online chatting 
provides a sense of anonymity, with increased opportunities to discuss personal 
issues, such as one’s sexual activity, interest, and orientation. In addition, partici-
pants do not typically have information about another person’s age, gender, race, or 
physical attractiveness unless provided by the user (Subrahmanyam et al., 2006). 
Interestingly, adolescent boys and girls who utilize chat rooms disproportionately 
report psychological distress, a difficult living environment, and a higher likeli-
hood of risky behaviors compared to nonusers (Beebe et al., 2004). Youth who feel 
isolated, desire attention, or enjoy risk taking may participate in chat rooms as a 
way to help meet those needs.

The popularity of chat rooms for juveniles appears to be declining. To illustrate, 
in 2000, 55 percent of online teens reported going to online chat rooms, whereas 
in 2006 only 18 percent of teens said they visited chat rooms (Lenhart et al., 2007). 
This shift may be accounted for, in part, by active public campaigns warning young 
users and their parents about the dangers of meeting strangers in this setting. This 
shift may also reflect changes in technology itself where youth may now inter-
act face to face via media such as the chatting interface of Google, Facebook and 
other SNSs.

■■ S N S  O V E R V I E W

SNSs are websites that permit users to share personal information about them-
selves and view personal information about others (Moreno & Kolb, 2012). In 
general, SNSs allow users to conduct three basic functions (Subrahmanyam & 
Greenfield, 2008):

1. Create a public or semipublic profile within a bounded system
2. Identify a list of other users with whom they share a connection
3. Examine their list of connections and those made by others within the 

system.

SNSs also allow users to post public information or updates about their life, 
comment about other people’s posts, display pictures or videos, share Internet 
links of interest, play games, send private instant messages to other online mem-
bers, or send a message to members offline that they can read when they sign on to 
the service. The popularity of SNSs is demonstrated by their explosive growth over 
the last decade. As of September 2012, Facebook was the world’s largest SNS, with 
one billion members actively using the site every month. To put the enormity of 
this number in perspective, if Facebook were a nation, it would be the third largest 
nation in the world, behind China and India (Whittaker, 2012).

Online social networking is the most popular adolescent Internet activ-
ity, and this trend is increasing (Rideout et  al., 2010). In November 2006, over 
90  percent of U.S. youth ages 12 to 17 were using the Internet, with 55 percent of 
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these adolescents creating a profile on an SNS. By September 2009, 93 percent of 
teenagers were using the Internet, with 73 percent using an online SNS (Lenhart 
et al., 2010).

Over one in five teenagers log on to their favorite SNS more than 10 times a 
day (Common Sense Media, 2009), and one in four teenagers use their cell phone 
to connect to a SNS (Hinduja & Patchin, 2007). Lenhart and colleagues (2010) 
reported that older online teens (ages 14 to 17) are more likely than younger teens 
(12 and 13) to use SNSs, though boys and girls are equally likely to use SNSs. In 
regard to common adolescent SNS activities, 86 percent of teen social network 
users post comments to a friend’s page or wall and 83 percent of teen social net-
work users add comments to a friend’s pictures.

Many SNSs restrict membership based on the individual’s age. In 1998, 
Congress passed the Children’s Online Privacy Protection Act (COPPI) as a leg-
islative response to concerns about children’s privacy and safety online. COPPI 
requires parental consent whenever a website, such as an SNS, collects personal 
information on a child less than age 13 (Children’s Online Privacy Protection Act 
of 1998). As a result of this legislation, many SNSs require that a child be at least 
13 to sign up as a user, along with an agreement by the user that he or she meets 
the required age standard and is reporting his or her personal information accu-
rately. For example, as of February 5, 2013, Facebook’s Statement of Rights and 
Responsibilities specified the following in reference to the age of eligibility to use 
their site (Facebook Statement of Rights and Responsibilities, 2012): “You will not 
use Facebook if you are under 13” and “You will not provide any false personal 
information on Facebook, or create an account for anyone other than yourself 
without permission.”

SNSs also vary regarding the extent to which the general public can automati-
cally view the user’s profile information. For example, MySpace automatically sets 
profiles of adolescents who are 14 or 15 years old to “private” to help minimize 
their personal information to public exposure. Facebook has a variety of options 
that allows the user to control whether or not the public or the user’s Facebook 
friends can view his or her profile information. The exact age requirement and 
level of privacy afforded the user depends on the particular SNS. Table 6.2 sum-
marizes the top 10 social networking sites, with associated descriptors and age 
requirements (Top 15, 2013).

Twitter is an online service that allows users to send and read text-based mes-
sages of up to 140 characters. These messages are known as “tweets.” To some 
Twitter is a type of SNS, and to others it represents a forum where people can post 
their thoughts and responses to others’ tweets, much like one would do on a blog. 
Hence, Twitter is sometimes referred to as “microblogging.” In reality, Twitter has 
aspects of both communication systems. In contrast to other form of Internet 
communication, teenagers are not currently using Twitter in large numbers. Of 
Internet users ages 12 to 17, only 8 percent are using Twitter compared to 19 per-
cent of adult Internet users. Girls ages 14 to 17 are the most likely teenage group to 
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TABLE  6.2. Top 10 Most Popular Social Networking Sites, 2013

Rank and Name Characteristics
Estimated unique 
monthly visitors Age requirement

1. Facebook •  Allows users to create personal 
profiles, search for profiles, and 
invite others to join

•  Allows application programming 
interface for third-party 
developers

750,000,000 13 and older

2. Twitter •  Debate whether or not a true 
SNS

•  An online environment where 
users can create profiles

•  Allows users to have a network 
of people they  follow

•  Members send messages known 
as “tweets.”

259,000,000 No longer has specific 
age requirement listed 
in terms of service 
though has developed 
“age screening” related 
to associated media

3. LinkedIn •  SNS developed for professionals
•  Provides a platform that allows 

members to collaborate on 
projects

110,000,000 Must be 18 years or 
older

4. Pinterest •  A pinboard-style photo-sharing 
website

•  Allows users to create and 
manage image collections and 
browse others’ collections

85,500,000 13 or older

5. MySpace •  Ability to post blogs, news 
items, status updates, and user 
profiles

•  Bands and unsigned performers 
can debut new tracks and share 
information

79,500,000 13 or older

6. Google Plus + •  Multilingual social networking 
and identity service

•  Has social layers in contrast to 
a single  site

•  Services include “circles,” 
“hangouts,” and “sparks”

65,000,000 Age determined by 
country of origination 
of account (13 in most 
countries)

7. DeviantArt • Showcases user-made artwork
•  Includes journals, polls, groups, 

and portfolios

25,500,000 13 and older

8. LiveJournal •  Users keep a blog, journal, or 
diary.

•  Has various options for friend 
connections

20,500,000 13 and older

9. Tagged •  Has social games that encourage 
making new friends

• Can send virtual gifts to friends

19,500,000 13 and older

10. Orkut •  Owned by Google and preferred 
online social network of Brazil

• Very popular in  India
• No advertisements

17,500,000 13 or older

(Top 15, 2013)
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use Twitter, with 13 percent of online girls ages 14 to 17 using Twitter, compared 
to 7 percent of boys that age (Lenhart et al., 2010). However, anecdotal and clinical 
evidence from contemporary teens suggests that more adolescents have migrated 
to media such as Twitter than these earlier estimates may capture. This poten-
tial discrepancy illustrates the difficulties of empirical research keeping pace with 
teens’ rapidly changing preferences for different mediated technologies.

■■ J U V E N I L E  S E X U A L  A C T I V I T I E S  I N  C H A T 

R O O M S   A N D   S N S S

Adolescents utilize chat rooms and SNSs to engage in sexual discussions as well 
as to post messages, pictures, or videos that are sexually suggestive or have bla-
tant sexual content. A youth’s sexual postings may include attempts to be humor-
ous, to respond to perceived peer or social pressures, to appear more mature 
to others online, or to adopt other identities that differ from his or her offline 
persona (Collins et  al., 2011). Relative anonymity and unlimited possibilities to 
explore sexual issues have been theorized to potentially increase the likelihood 
that youth will make or receive sexual offers as compared to their viewing offline 
media (e.g., watching television or film) (National Campaign, 2008). Youth also 
use chat rooms and SNSs to gather information about prospective partners or to 
screen perspective dates. In one survey of 10- to 17-year-olds, 25 percent formed 
casual online friendships and 14  percent had developed close friendships or 
romantic relationships through the Internet (Wolak et al., 2002).

For some youth, discussing sex in chat rooms represents their first opportu-
nity to explore a broad range of sexual topics, to include their own sexual iden-
tity (Subrahmanyam et al., 2004). In their study of teen chat room conversations, 
Subrahmanyam and colleagues (2006) reviewed the content of 10 monitored ver-
sus 10 unmonitored chat sessions that covered approximately 600 minutes of con-
versations. The content analysis of these 20 chat rooms found the following:

•	 Nineteen	percent	of	screen	nicknames	were	sexually	suggestive.
•	 Five	percent	of	chat	room	utterances	contained	a	sexual theme.
•	 One	sexual	comment	was	made	for	every	minute	of	chat	room	discussion.
•	 Males	and	females	were	equally	likely	to	make	sexual	utterances,	although	

males were more likely to make more explicit sexual comments.
•	 Explicit	sexual	utterances	were	more	common	when	sites	were	unmonitored.
•	 Females	 were	 more	 likely	 to	 use	 implicit	 sexualized	 nicknames	 (e.g.,	

RamancBab4U) and to use more implicit sexual communication as part of 
their chat than males.

SNSs provide additional mechanisms for youth to express their sexual inter-
ests in addition to chat room participation. For example, SNSs allow the user to 
upload photos and videos, which may be of a sexual nature. Research examin-
ing how often youth post sexual images through SNSs is limited by the fact that 



6. Chat Rooms and Social Networking Sites ■ 123

only public profile information is available for study (Collins et al., 2011). In their 
review of nearly 1,500 MySpace public profiles of adolescents who listed their age 
as 16 or 17, Hinduja and Patchin (2008) found that 5.4 percent posted a picture of 
themselves in a swimsuit or underwear, though whether or not such pictures were 
sexually suggestive is unclear.

In a subsequent study, Moreno and colleagues (2009) examined the MySpace 
public profile of 500 18-year-olds for sexual content. Sexual content was defined 
as displaying results of a completed sex survey, describing personal sexual pref-
erences, posting pictures of underwear, disclosing personal sexual experiences, 
or downloading sexually suggestive icons. The authors found that 24 percent of 
profiles contained sexual content, with a trend for the women to display sexual 
content more often than men. Members who described their sexual orientation 
in terms other than “straight” were also more likely to make references to sexual 
behavior. In a follow-up study of 18-year-old MySpace users, Moreno and col-
leagues (2010) noted that users who had explicit sexual references in their profile 
(such as a revealing photograph or explicit language) were more likely to have 
friends who also had sexual references in their profiles.

Younger users also post sexual images to their SNS, though less frequently than 
older adolescents. In a survey of 635 teenagers (ages 13 to 19), 89 percent reported 
that they had a profile on a social networking site. Four percent of those surveyed 
answered that they had posted a nude or seminude picture or video on an SNS 
such as MySpace or Facebook or in a blog. Forty-three percent of teens in this 
survey acknowledged that they were pressured by their peers to post sexy pictures 
or video in their SNS profile (National Campaign, 2008).

Concerns have been raised that a youths’ posting sexually suggestive pictures or 
other sexual content or revealing personal information through chat conversations, 
SNS activities, or tweets may increase the risk for unwanted sexual solicitation. 
Three surveys that specifically examine Internet solicitation of youth, the Youth 
Internet Safety Surveys (YISS-1, YISS-2, and YISS-3), involve cross-sectional, 
nationally representative telephone surveys of 4,561 Internet users ages 10 to 17. 
The surveys involve detailed structured telephone questionnaires about experi-
ences with unwanted sexual solicitations, harassment, and unwanted exposure to 
pornography on the Internet (Jones et al., 2013).

In the surveys, unwanted sexual solicitation is defined as “requests to engage 
in sexual activities or sexual talk or to give personal sexual information that was 
unwanted or made by an individual ≥5 years, whether wanted or not.” The three 
screening questions to determine if the youth has been sexually solicited are (Jones 
et al., 2012):

•	 “In	the	past	year,	did	anyone	on	the	Internet	ever	try	to	get	you	to	talk	online	
about sex when you did not want to?”

•	 “In	the	past	year,	did	anyone	on	the	Internet	ask	you	for	sexual	information	
about yourself when you did not want to answer such questions? I mean 
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very personal questions, like what your body looks like or sexual things you 
have done?”

•	 “In	the	past	year,	did	anyone	on	the	Internet	ever	ask	you	to	do	something	
sexual that you did not want to?”

In addition to answering “yes” to any one of these three questions, youth who 
reported that they had an online sexual relationship with an adult were included 
in the study results. Solicitors who attempted to make or made offline contact with 
youth through regular mail, by telephone, or in person were defined as having 
made an “aggressive sexual solicitation.”

In analyzing the data from YISS-3, Jones and colleagues (2012) found that 
unwanted sexual solicitations declined from 19 percent in 2000 to 13 percent in 
2005, and to 9 percent in 2010. This decrease represents a 50 percent decline in 
unwanted sexual solicitations over the 10-year period studied. In contrast, aggres-
sive solicitations did not change significantly (3 percent in 2000; 4 percent in 2005; 
and 3 percent in 2010). The authors provide three possible explanations for this 
decline in unwanted sexual solicitations via the Internet (Jones et al., 2012):

1. A migration of youth toward SNSs from chat rooms, where they are more 
likely to interact with people they know

2. Increased caution in chatting by youth with online strangers due to Internet 
education efforts

3. The potential impact of aggressive criminal prosecutions of adults in deter-
ring all Internet participants from sexual solicitations of youth

Are some youth more likely to receive unwarranted sexual solicitations than 
others? In their review of youth Internet use between 2000 and 2005, Wolak and 
colleagues (2004) found the following factors were associated with higher rates of 
online sexual solicitation of youth:

•	 Exchanging	personal	information	and photos.
•	 Talking	about	sex online.
•	 Harassing	others online.

In addition to these factors, Mitchell and colleagues (2007) noted that youth 
who converse with people whom they first met online (in contrast to having 
known the person offline) were more at risk to receive a sexual solicitation.

Where a juvenile spends time on the Internet  also appears to be associated 
with the likelihood that he or she will receive an unwanted sexual solicitation. 
In the Growing Up with Media study, the authors surveyed 10- to 15-year-olds 
who had used the Internet at least once in the prior six months. Of the 15 per-
cent who reported receiving an unwanted online sexual solicitation in the prior 
year, the most common location for such incidents was through instant messaging 
(43 percent), chat rooms (32 percent), SNSs (27.1 percent), and email (21.6 per-
cent) (Ybarra & Mitchell, 2008).
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What is the likelihood that online sexual solicitation will result in an actual 
offline crime against the juvenile? The National Juvenile Online Victimization 
Study (NJOV) consists of three longitudinal studies conducted by the Crimes 
against Children Research Center at the University of New Hampshire to better 
understand a youths’ risk of becoming a sexual victim through contacts made on 
the Internet (Wolak et al., 2012). These surveys do not clearly delineate the exact 
Internet forum where the offender met the youth victim; however, because the 
data include information from arrests involving officers who pose as juveniles in 
chat rooms, key findings from this study are included in this chapter.

The NJOV consists of three waves. Wave 1 (NJOV1) pertained to arrests for 
technology-facilitated crimes that occurred between July 1, 2000, and June 30, 
2001, and Wave 2 (NJOV2) pertained to arrests during 2006. The NJOV3 longi-
tudinal dataset includes data from 2,962 completed interviews. Phase I  of each 
NJOV wave includes a national mail survey sent to law enforcement agencies, with 
Phase II of each wave consisting of telephone interviews to collect data from a 
national sample of the same local, county, state, and federal law enforcement agen-
cies. The survey asked if arrests were made in cases involving attempted or com-
pleted sexual exploitation of a minor where at least one of the following occurred 
(Wolak et al., 2012):

1. The offender and victim met on the Internet
2. The offender committed a sexual offense against a victim on the Internet, 

regardless of whether or not they first met online

In their review of information collected through the NJOV for calendar 
year 2006, Wolak and colleagues (2009) found that arrests of online predators 
increased between 2000 and 2006. Most of these arrests involved offenders 
who solicited undercover investigators rather than actual youth. In fact, law 
enforcement made an estimated 615 arrests for crimes in which individuals 17 
or younger were solicited for sex compared to an estimated 3,100 arrests for 
solicitations to investigators posing online as minors. The majority of individu-
als arrested for online sexual predatory behavior involved adolescents who were 
aware they were communicating with older adults seeking sex. Furthermore, 
most of the victims who arranged to meet the offenders did so with the expec-
tation of engaging in sexual activity. The charged crimes typically involved 
non-forcible sexual activity that qualified as statutory rape. Only 5 percent of 
arrests involved sexual violence.

Wolak and colleagues (2009) also found that 73 percent of the online victims 
were ages 13 to 15; none was age 10 or younger. Most of the victims were girls. 
Important differences when comparing online crimes against children between 
2000 and 2006 included the following:

•	 A	 change	 in	 the	 type	of	 online	 social	media	used	 to	 contact	 children.	 In	
2000, 80  percent of cases were initiated through contacts in chat rooms 
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compared to 40 percent of cases in 2006. In 2000, no cases were reported 
as having made contact with a child through an SNS. In 2006, 33 percent of 
offenders were recorded as using an SNS to contact their child victim.

•	 Twenty	percent	of	online	offenders	pretended	to	be	minors	 in	2006	com-
pared with only 5 percent of cases in 2000.

•	 Twenty-one	percent	of	those	arrested	in	2006	possessed	child	pornography	
compared with 40 percent in 2000.

In the above study, there was no evidence that online predators were stalking 
or abducting unsuspecting youth victims based on information posted on their 
website, despite true cases that have been reported in the media where this has 
occurred. Furthermore, few of those arrested for online predation were regis-
tered sex offenders. Instead, the authors found that the vast majority of the cases 
involved older adolescents who were aware that they were communicating with an 
adult who was seeking sex with them (Wolak et al., 2009).

The NJOV3 survey found that arrests for Internet sex crimes with an identi-
fied youth victim doubled between 2006 and 2009. Most of this increase, however, 
involved offenders who used technology to facilitate sex crimes against victims 
they already knew face to face. As with the previous NJOV surveys, sex offenders 
who used the Internet to meet previously unknown victims (i.e., “online preda-
tors”) accounted for only a small portion of arrests. Arrests of offenders who 
attempted to solicit sex from police posing as adolescents online declined from 
2006 to 2009. It is unclear if this decrease was due to the diversion of resources 
to other types of investigations (such as investigation of suspects possessing child 
pornography) or from a true decline in the prevalence of offenders who attempt to 
solicit sex from minors online (Wolak et al., 2012).

■■ J U V E N I L E  “ S E X  O F F E N D E R S ”  I N  C H A T 

R O O M S   A N D   S N S S

Juvenile Prostitution

Juveniles can be arrested and charged for prostitution that occurs via the 
Internet. The promotion of juvenile prostitution through chat rooms or SNSs 
represents a serious form of juvenile solicitation and victimization, even when 
the juveniles describe that they were willing participants. Mitchell and col-
leagues (2011) describe that juvenile prostitution is a form of commercial 
sexual exploitation of children as adults are using them as commodities for 
financial profit. Juveniles may become involved in prostitution for a variety of 
reasons, to include preexisting traumatic histories making them vulnerable to 
online victimization, bartering sex for money or other financial gain to survive, 
wanting attention or love, or being coerced or pressured by others (Wells et al., 
2012). Judge and Leary explore the effects of mediated technology on youth 
prostitution in greater detail in Chapter 9.
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The story of Justin Berry illustrates how a youths’ sexual exploration online 
can eventually lead to illegal prostitution. At age 13, Justin Berry hooked up his 
webcam to his computer with the hopes of meeting other teenagers through the 
Internet. Adult men watching Justin online began chatting with him though 
instant messaging services. Eventually, Justin was offered money to take off his 
shirt. One of Justin’s Internet viewers helped Justin open a PayPal.com account so 
that he could receive payments for responding to sexual requests by members of 
his online audience. Over the course of five years, Justin increasingly sold images 
of his body through his webcam and computer, reaching an audience of more than 
1,500 people willing to pay him. Justin also had face-to-face meetings with his 
online contacts, where he was paid to have sexual encounters. Justin eventually 
opened his own website titled “justinsfriends.com” that featured not only his own 
provocative pictures, but also those of other boys he had recruited. After turning 
age 18, Justin met with the FBI and turned over documentary evidence related to 
those involved in his webcam child pornography business in exchange for immu-
nity (Eichenwald, 2005).

On April 4, 2006, Justin went before the Congressional Subcommittee on 
Oversight and Investigations, where he testified as follows:

I am not proud of the things I  have done nor will I  personally attempt to avoid 
responsibility for those decisions. While I  did not comprehend the magnitude of 
what was happening when I  was 13, as I  grew older, I  progressively became cor-
rupted and acted in shameful ways. Still, I  repeatedly attempted to pull away from 
this sick business, but each time I fell back into this criminal world that first seduced 
me and eventually controlled me. My experience is not as isolated as you may hope. 
This is not the story of a few bad kids whose parents paid no attention. There are 
hundreds of kids in the United States alone who are right now wrapped in this hor-
ror. (House Hearing, 2006)

Justin’s testimony sadly proves true for juvenile prostitution through the use 
of chat rooms and SNSs. Wells and colleagues (2012) examined the role of the 
Internet in juvenile prostitution cases coming to the attention of law enforcement 
in conjunction with the National Juvenile Prostitution Study. The authors noted 
that 15 percent of the Internet prostitution cases involved the use of email, chat 
rooms, and text messages. In one case, a juvenile went to a Yahoo chat room titled 
“girls who need money,” indicating that chat rooms can function as a forum to 
facilitate juvenile prostitution.

Criminal street gangs also use SNSs to recruit vulnerable high-school-age 
girls to work in their prostitution business. After a multi-agency state and federal 
investigation, the FBI announced that the leader of the Underground Gangster 
Crips pleaded guilty to various federal charges related to sex trafficking conspir-
acy. According to the FBI’s investigation, the gang leader and his associates trolled 
SNSs to find attractive young girls. After a period of grooming, characterized by 
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flattering the girl’s looks or promises of money, the gang member arranged to meet 
the girl. Under pressure, and sometimes with the use of drugs and/or alcohol, the 
girls were lured into engaging in commercial sex with threats of violence if they 
didn’t comply. On September 14, 2012, the gang leader was sentenced to 40 years 
in prison on charges related to these activities, and several of his fellow gang mem-
bers also received prison sentences (Teen Prostitution, 2012).

Juveniles may also be subject criminal prosecution under child pornography 
laws that govern the posting of sexual images. In 2009, a 14-year-old New Jersey 
girl was charged with possession and distribution of child pornography after post-
ing nearly 30 explicit nude pictures of herself on MySpace.com. The girl reportedly 
posted the picture to please her boyfriend. Although the charges were subsequently 
dropped, with counseling and probation required instead, this case highlights how 
many laws designed to protect children and adolescents from being harmed on 
the Internet may also result in their being labeled sexual offenders (Associated 
Press, 2009).

There are few data about juveniles who use chat rooms or SNSs to sexually 
solicit or prey on others. In their analysis of the Growing up with Media data 
described above, Ybarra and Bull (2007) found that 3 percent of 10- to 15-year-olds 
who used the Internet engaged in perpetrating unwanted sexual solicitation. All 
of these youth reported that they had also been a victim or perpetrator of online 
harassment. Depending on the jurisdiction, a juvenile could be criminally charged 
for his or her actions related to sexual solicitation or completed sexual activity. 
State statutes vary regarding the age of the juvenile perpetrator and the age dif-
ference required between juveniles to satisfy the legal definition of statutory rape. 
Many states have passed what are referred to as “Romeo and Juliet” laws, which 
serve to reduce or eliminate cases where there is a minimal age difference between 
the involved juveniles or sexual contact is considered rape only because of the lack 
of legally recognized consent (Nunziato, 2012).

Box 6.1 provides some sample questions specific to juveniles’ activities in chat 
rooms and SNSs relevant to understanding their sexual involvement in these 
Internet forums.

■■ M E C H A N I S M S  T O  A D D R E S S  J U V E N I L E  S E X U A L 

V I C T I M I Z A T I O N  I N  C H A T  R O O M S  A N D   S N S S

User Age Verification

Despite many SNSs’ explicit written age restrictions, such restrictions are rela-
tively easy to violate. In a Consumer Reports survey examining the age of chil-
dren using Facebook, researchers found the following in regard to Facebook’s 
age restriction compliance (That Facebook friend, 2011):

•	 Of	the	20 million	minors	using	Facebook	during	the	prior	year,	more	than	
one third were younger than 13, in violation of Facebook’s age restriction.
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•	 More	 than	 5  million	 youth	 using	 Facebook	 were	 under	 10,	 and	 their	
Facebook accounts were largely unsupervised by their parents.

Several state attorney generals have pressured SNSs to verify the age of their 
users and/or to raise the minimal allowable age to access their sites (Emily & 
Angwin, 2006). However, numerous challenges emerge with a verification require-
ment, such as protecting the individual’s privacy, preserving online freedom of 
speech and expression, and matching a myriad of records to verify any random 
person who could be residing anywhere in the world (Thierer, 2007).

Lawsuits attempting to hold SNSs liable for not verifying the age of their users 
have generally not been successful. In the 2008 case Doe v. MySpace, a 13-year-old 
girl (referenced as “Julie Doe” for privacy purposes) created a MySpace profile that 
falsely described her as an 18-year-old female (Doe v. MySpace, 2008). This decep-
tion allowed her to circumvent all safety features of the website and resulted in her 
profile being made public, a situation that would not have occurred had she accu-
rately reported her age. Pete Solis, a 19-year-old male, subsequently contacted her 
through the site and eventually they communicated offline. They met in person for 
the first time on May 12, 2006, when Solis allegedly sexually assaulted her. Solis was 
indicted for second-degree sexual assault but claimed he was unaware of their age 

B OX 6 .1  ■ Screening Questions for Chat Room and SNS Use

1 . Are any of your screen names sexually suggestive in any way?
2 . Have you ever chatted with someone online that you had not met offline?
3 .  Have you ever had a sexually oriented conversation online with someone you 

knew was an adult?
4 . Has anyone online tried to get you to talk about sex when you didn’t want  to?
5 . Has anyone online asked you sexual information about yourself?
6 . Has anyone online asked you to do something sexual that you did not want to?
7 . Have you ever initiated talking about sex online with someone else?
8 . Have you ever had talked to someone offline that you met online?
9 . Have you ever met someone offline that you met online?

10 .  Have you ever met someone offline for the purpose of engaging in sex that 
you met online?

11 .  Have you ever exchanged personal information and photos online with some-
one you did not know?

12.  Have you ever posted pictures or videos of yourself that could be interpreted 
as sexually suggestive?

13 .  Have you ever harassed others online, such as calling them names or threaten-
ing them in some way?

14 .  Where do you spend most of your time on the Internet meeting others? (i.e. 
chat rooms, instant messaging, social networking sites, online games)

15 .  Have you ever been pressured to trade sex for money or something else you 
needed or wanted?
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difference. Julie Doe and her mother filed a $30 million lawsuit against MySpace 
alleging that MySpace failed to implement basic safety measures to prevent sexual 
predators from communicating with minors through the SNS. In particular, the 
plaintiffs claimed that MySpace and its parent company, News Corporation, owed 
a legal duty to Julie Doe to institute and enforce appropriate security measures and 
policies that would substantially decrease the likelihood of danger and harm that 
MySpace posed to her.

The district court dismissed the claim, and on appeal the Fifth Circuit Court of 
Appeals affirmed the district court’s ruling. In particular, the appellate court held 
that the 1996 Community Decency Act prohibits claims against Web-based inter-
active computer services based on their publication of third-party content (e.g., 
false user profiles) and therefore they were not liable for the sexual assault of Julie 
Doe (Doe v. MySpace, 2008). The U.S. Supreme Court declined to hear this case, 
thereby leaving the appellate court’s decision standing. This court ruling indicates 
that there is limited, if any, liability for SNSs if users provide false information and 
thereby violate the site’s terms of agreement.

Adults who engage sexually with minors they meet in SNSs have been like-
wise unsuccessful in suing SNSs for the site’s failure to verify the minor’s age, as 
illustrated by the case of John Doe v. SexSearch.com (2008). SexSearch.com is an 
Internet dating service that facilitates sexual encounters. The website notifies users 
before they register they must agree that they are at least 18 years old, in accordance 
with the site’s Terms and Conditions. In the case of John Doe v. SexSearch.com, 
John Doe met a 14-year-old girl online who agreed to the Terms and Conditions 
and listed her age as 18 on her SexSearch profile. The two subsequently met in 
person at the girl’s home, where they were sexually involved. The girl subsequently 
told police about her encounter with Doe, and he was arrested and charged with 
three counts of unlawful sexual conduct with a minor.

Doe then filed suit against SexSearch.com, alleging a wide variety of violations 
under Ohio law. In particular, Doe alleged that SexSearch.com permitted minors 
to become paid members and as a result they effectively delivered the underage 
girl to him. The Sixth District Court dismissed this claim, noting that the web-
site never promised to verify ages of registered members and their Terms and 
Conditions stated that the site could not guarantee or assume responsibility for 
verifying the accuracy of users of their service. The court also emphasized that as 
a registered member, Doe was aware that users only had to check a box indicating 
that they were 18 or older without any verification.

Age misrepresentations are not limited to juveniles. Concerns have also been 
raised about adults who falsely claim that they are much younger or close to the 
youth’s age with whom they are in contact. One purpose of posing as a teenager 
or younger child would be to gain the youth’s trust, thereby increasing their 
chances of arranging a sexual encounter. An actual case where this occurred 
involves Michael Sebastian, a 29-year-old New Jersey resident who posed as a 
17-year-old named Chris on Facebook. According to news accounts, Sebastian 
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“friended” two 14-year-old girls on Facebook. He pled guilty to stalking one 
of the girls to a shopping center, where he lured her into his car and sexu-
ally assaulted her. He also exchanged sexually explicit text messages with the 
other 14-year-old girl, eventually picking her up from her house and driving 
her to a motel, where he provided her with alcohol and sexually assaulted her 
(Terruso, 2012).

Clearly there are cases where adults falsely pose as juveniles to facilitate their 
sexually victimizing a child or adolescent. But how common is this type of victim-
ization? To help answer this question, Wolak and colleagues (2004) conducted a 
survey of 2,574 law enforcement agencies between October 2001 and July 2002 in 
regard to 129 sexual offenses against juvenile victims that originated with online 
encounters. The authors noted that 75 percent of the victims were 13- through 
15-year-old teenage girls who met adult offenders in Internet chat rooms. Only 
5 percent of the adult offenders lied about their age and pretended to be minors, 
and only 21 percent lied about their interest in having sexual relations with the 
minor. In other words, most offenders told their victims that they were adults who 
were interested in having a sexual relationship. Furthermore, most victims met and 
had sex with the adult they met online on more than one occasion. When the per-
petrators did use deception, they did so primarily by promising love or romance 
when their primary intentions were sexual. The victims commonly reported that 
they felt they were in love or had close bonds with the adult perpetrator. This 
study emphasizes that age verification of adult users, alone, is unlikely to have a 
significant impact on sexual contact between adult perpetrators and juvenile vic-
tims who meet offline.

Laws Restricting Internet Access to Sex Offenders

The pressure to monitor potential sexual predators’ activities in chat rooms and 
SNSs are not limited to Internet websites and parent companies. Increasingly, 
laws are being passed that limit sex offenders’ activities in chat rooms and 
SNSs. In particular, federal and state legislation has been enacted that requires 
sex offenders to disclose their Internet identifiers to established registries so 
that they can be monitored and/or prevented from using certain SNSs. On 
the federal level, Congress passed the “Keeping the Internet Devoid of Sexual 
Predators Act of 2008,” which was signed into law by President George Bush 
on October 13, 2008 (KIDS Act of 2008). Upon passage, co-sponsor Senator 
Chuck Schumer’s press release provided the following statement (“President 
Bush Signs,” 2008):

Millions of teenagers log on to websites like MySpace and they, and their parents, 
shouldn’t have to worry about running into these predators online . . . Sex offend-
ers have no business joining social networking communities—especially those with 
teenage users—and our legislation will help keep them out. We know that many 
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predators are using the Internet to find victims. This legislation will take a big step 
toward keeping sexual predators out of the online neighborhoods our kids frequent.

The KIDS Act requires sex offenders to provide all Internet identifiers to the 
National Sex Offender Registry. In addition, this legislation requires the Attorney 
General to develop and maintain a secure system that SNSs can access to compare 
Internet identifiers stored in the registry with the Internet identifiers of their users. 
Critics of this legislation note that offenders could circumvent the legislation by not 
using any screen names that they have provided to the national registry. However, 
sex offenders who fail to register or update registration of email information are 
subject to up to 10 years’ imprisonment under this legislation (KIDS Act of 2008).

Numerous states have passed similar laws requiring sex offenders to disclose 
their Internet identifiers to state sex offender registries, and many have attempted 
to implement even more restrictive requirements. Three state statutes targeted at 
online sexual offenders are provided below to illustrate the range of requirements 
and potential constitutional challenges to such legal mandates.

New York: Electronic Security and Targeting 
of Online Predators Act

On May 13, 2008, New York Governor David A. Paterson signed the Electronic 
Security and Targeting of Online Predators Act (e-STOP, 2008). E-STOP 
includes three components:

1. Requires convicted sex offenders to register their Internet accounts and 
identifiers with the state Division of Criminal Justice Services (DCJS)

2. Authorizes DCJS to release state sex offender Internet identifiers to SNSs 
and certain other online services to prescreen or remove sex offenders from 
using the site’s services and notify law enforcement authorities and other 
government officials in conformity with state and federal law

3. Requires, as a condition of probation or parole, mandatory restrictions on 
Internet access for level 3 sex offenders (highest-level offender), for offend-
ers whose victim was a minor, or for offenders who used the Internet to 
victimize a minor

Under e-STOP, sex offenders must notify DCJS within 10 days if they change 
any of their Internet identifiers or face penalties for failing to register. On April 
28, 2011, Governor Cuomo announced that as of that date, e-STOP had resulted 
in the removal of more than 24,000 accounts and online profiles linked to regis-
tered sex offenders (“Governor Cuomo Announces,” 2011). In December 2012, 
New York’s Attorney General announced that 2,100 registered sex offenders had 
been banned from online gaming platforms resulting from an effort to further pre-
vent sex offenders from interacting with children online in an operation known as 
“Operation Game Over” (Albanesius, 2012).
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Indiana: Sex Offender Internet Offense

In 2008, Indiana passed legislation to ban sexually violent offenders from 
knowingly or intentionally using or accessing designated platforms of online 
communication that could be frequented by a person less than 18 years of age, 
such as SNSs, chat rooms, or instant messaging services. The legislation applied 
only to individuals found to be sexually violent predators or those who had 
been convicted of one or more of the following crimes: child molestation, child 
exploitation, possession of child pornography, vicarious sexual gratification, 
sexual conduct in the presence of a minor, child solicitation, child seduction, 
kidnapping of unrelated child less than age 18, or an attempt to commit or 
conspiracy to commit any of these crimes (Indiana Code, 2008). The legislation 
specified that registered sex offenders were not prohibited from using message 
boards and email services. The law, however, did not distinguish its application 
based on the age of the perpetrator’s victims, how the crime was committed 
(i.e., whether or not it involved the use of the Internet), or the time since the 
offense was committed.

After this legislation was signed into law, Doe, an anonymous plaintiff, claimed 
that the statute violated his First Amendment right to free speech and requested 
that the court enjoin enforcement of the statute. Doe had been convicted for two 
counts of child exploitation. Doe noted that Indiana had already passed another 
law that prohibits persons 21 years or older from solicitation of children less than 
age 14 by using a computer network. The district court reasoned that the Indiana 
law was narrowly tailored because Doe was banned only from those websites 
where online predators have easy access to an endless pool of possible victims. 
District Judge Tanya Pratt determined that this statute left open numerous alterna-
tive channels of communication on the Internet and therefore did not violate Doe’s 
First Amendment rights (Doe v. Prosecutor, 2012).

The American Civil Liberties Union of Indiana challenged the judge’s ruling, 
and on January 23, 2013, the U.S. Seventh Circuit Court of Appeals struck down 
this law (Doe v. Prosecutor, 2013). This appellate court noted that the law targeted 
more activity than necessary to prevent the harm, and because it was not narrowly 
tailored the law violated the plaintiff ’s First Amendment rights.

Louisiana: “Unlawful Use or Access of Social Media”

Louisiana State Representative Jeff Thompson introduced a bill restricting sex 
offenders’ use of social media after a man pretending to be a young girl report-
edly lured a boy via the Internet and then murdered him. On June 14, 2011, 
Louisiana Governor Bobby Jindal signed into law the bill, entitled “Unlawful 
Use or Access of Social Media” (2011). This legislation unanimously passed the 
Louisiana Senate and banned certain categories of convicted sex offenders from 
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using or accessing SNSs, chat rooms, and peer-to-peer networks. Five specific 
sex offenses were delineated: sex offenders convicted of having a victim who was 
a minor, indecent behavior with a juvenile, video voyeurism, computer-aided 
solicitation of minors, or pornography involving juveniles. Sex offenders found 
guilty of using social media could be sentenced to up to 10  years in prison or 
pay a maximum $10,000 fine for the first conviction and up to five to 20 years 
in prison or fines up to $20,000 for subsequent convictions.

In response to this law, two plaintiffs filed suit in the U.S. District Court, Middle 
District of Louisiana (John Doe v. Bobby Jindal, 2012). The plaintiffs challenged the 
law on the grounds that it violates the First Amendment’s right to free speech and 
the Fourteenth Amendment’s right to due process, which protects the public from 
vague criminal statutes. The plaintiffs argued that the definitions of SNSs, chat 
rooms, and peer-to-peer networks were so broad that the law effectively restricted 
registered sex offenders from accessing any Internet site where one can read or 
post comments. Examples of sites barred to convicted sex offenders under this leg-
islation included CNN.com, NYTimes.com, USAJOBS.gov, and even the district 
court’s own website.

In his 2012 holding, Chief Judge Brian Jackson ruled that the act was uncon-
stitutionally overbroad and void for vagueness. In overturning this law, he wrote:

Although the Act is intended to promote the legitimate and compelling state interest 
of protecting minors from Internet predators, the near total ban on Internet access 
imposed by the Act unreasonably restricts many ordinary activities that have become 
important to everyday life in today’s world. The sweeping restrictions on the use of the 
Internet for purposes completely unrelated to the activities sought to be banned by the 
Act impose severe and unwarranted restraints on constitutionally protected speech. 
More focused restrictions that are narrowly tailored to address the specific conduct 
sought to be proscribed should be pursued. (John Doe v. Bobby Jindal, 2012, p. 17)

To address these constitutional concerns and maintain their goal of protecting 
youth from online sexual predators, Louisiana passed the following three laws that 
went into effect on August 1, 2012:

•	 House	 Bill	 556:  required	 sex	 offenders	 to	 provide	 law	 enforcement	 with	
changes to email and online user/screen names within three business days 
of the change (La. Rev. Stat. §15:542 2012).

•	 House	Bill	 249:  required	 sex	offenders	 to	post	notice	of	 their	 convictions	
on “networking websites” that allow profile pages, photos, and the ability to 
send and receive messages (La. Rev. Stat. §15:542.1 (D). 2012).

•	 House	Bill	 620:  narrowed	 the	 original	 definition	of	 SNSs	 to	 include	 only	
those sites “the primary purpose of which is facilitating social interaction 
with other users of the website” (La. Rev. Stat. §14:91.5. 2012).

By narrowing the definition of an SNS, the Louisiana legislature attempted to 
address the court’s concern that the previous definition was too broad. However, 
upon revisiting the prior statute, Louisiana passed the first bill in the nation that 
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requires sex offenders to post that they are sex offenders when they enter an SNS. 
In reference to these enhanced requirements, Governor Jindal stated,

Louisiana families should have the comfort of knowing their children are able to 
access the Internet without the threat of sex predators. We already restrict sex offend-
ers from playgrounds, daycares, and schools, and they should not be allowed to prey 
on our children in our homes through our computers. As technology advances, so 
too must law enforcement’s tools, so that we can stay ahead of the monsters that prey 
on our children. (Governor Jindal, 2012)

■■ S U M M A R Y

Juveniles’ sexual development and involvement with others are significantly 
linked to their interactions in an Internet world, a world that offers potentially 
positive and negative experiences. Over the last decade, juveniles have increas-
ingly been using SNSs as their primary interactive Internet activity, with less 
time spent in chat rooms. Juveniles often utilize SNSs to post sexually sugges-
tive comments, photos, or videos. Although research indicates that fewer juve-
niles are actually receiving unwanted online sexual solicitations than previously 
noted, concerns remain regarding their vulnerability to potential online sexual 
predators. Both federal and state laws have been enacted to help identify online 
sex offenders and prevent them from accessing chat rooms and SNSs likely to 
be accessed by youth. As juveniles advance through adolescence in chat rooms 
and SNSs, findings ways to keep their journey free of harm without unconsti-
tutionally restricting the freedoms of others remains a challenge for this social 
and sexual brave new world.
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■■  F A B I A N  M .  S A L E H ,  B A R R Y  N .  F E L D M A N , 

A L B E R T  J .  G R U D Z I N S K A S ,  J R . , 

S I M H A   E .   R A V V E N ,  A N D  R I C H A R D  C O D Y

■■ I N T R O D U C T I O N

During the 2008–2009 school year, some 7,066,000 U.S. students, 28 percent of all 
such students ages 12 through 18, reported they were bullied at school (National 
Center for Education Statistics, 2011). In another study, 43  percent of 13- to 
17-year-olds reported being cyberbullied during the previous year (Moessner, 
2007). Key findings of another national poll (Opinion Research Corporation, 
2006)  involving 1,000 youth below the age of 18 include the following:

•	 One	third	of	all	 teens	(ages	12	to	17) and	one	sixth	of	children	(ages	6	to	
11)  have had mean, threatening, or embarrassing things said about them 
online; 10 percent of the teens and 4 percent of the younger children were 
threatened online with physical harm.

•	 16  percent	 of	 the	 teens	 and	 preteens	 who	 were	 victims	 told	 no	 one	
about it.

•	 About	half	of	children	ages	6	to	11	told	their	parents.
•	 Only	30 percent	of	older	kids	told	their	parents.
•	 Preteens	were	as	likely	to	receive	harmful	messages	at	school	(45 percent)	as	

at home (44 percent).
•	 Older	 children	 received	 30  percent	 of	 harmful	 messages	 at	 school	 and	

70 percent at home.
•	 17 percent	of	preteens	and	7 percent	of	teens	said	they	were	worried	about	

bullying as they start a new school year.

Children found to be most at risk include those with mental health issues or 
who have a developmental disability; gay or lesbian adolescents, or those strug-
gling with their sexuality; children who have recently moved to a new school; 
those perceived as outsiders by their peers; and adolescents who spend a lot of 
time online (American Academy of Child Adolescent Psychiatry, 2010).

In this chapter we will explore the developmental underpinnings of traditional 
bullying and the more contemporary manifestations of this phenomenon in cyber-
bullying. We suggest that the emergence of cyber-bullying and media coverage that 
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linked this form of bullying with the suicide of individual youths fostered renewed 
social concern in the topic, which has in turn spearheaded novel legal responses. 
These processes have occurred, however, when research on cyber-bullying remains 
in its early stages and thus in response to aspects of the digital revolution that remain 
poorly understood. We aim to critically evaluate extant empirical data about the 
relationship between bullying and an increased risk for suicidal behavior. We will 
review various legislative responses to bullying that have largely resulted from how 
the digital revolution configures the phenomenon of bullying. In this discussion 
we will consider the congruence between developmental research on bullying and 
emerging legal interventions. We conclude with a synthesis that includes implica-
tions for stake-holding professionals who work with youth.

■■ W H A T  I S  B U L L Y I N G ?

Olweus defined bullying or victimization in the following general way: “A stu-
dent is being bullied or victimized when he or she is exposed, repeatedly and 
over time, to negative actions on the part of one or more other students. It is 
a negative action when someone intentionally inflicts, or attempts to inflict, 
injury or discomfort upon another—basically what is implied in the definition 
of aggressive behavior” (Olweus, 1978). He noted that negative actions need 
not be by words alone; they can be carried out by physical contact, by making 
faces or obscene gestures, and by intentionally excluding persons from a group. 
To use the term “bullying,” he described the need for an imbalance in strength 
between the student who is exposed to the negative actions and therefore has 
difficulty defending himself or herself and the student or students who commit 
the harassing behavior (Olweus, 1993). While his comments were confined to 
student situations, the definition applies equally well to most social interac-
tions and ages.

Both the bully and those being bullied may have  serious, lasting problems, 
including physical health complaints, depression and anxiety, increased feelings 
of sadness and loneliness, changes in sleep and eating patterns, and loss of interest 
in activities they used to enjoy. Both parties may also suffer decreased academic 
achievement—grade point average and standardized test scores—and school par-
ticipation. They are more likely to miss, skip, or drop out of school (Gruber & 
Fineran, 2008; Weir, 2001).

■■ W H A T  I S  C Y B E R - B U L L Y I N G ?

Defining cyber-bullying can be slightly more challenging and somewhat difficult 
to compare and contrast with “traditional bullying” given the varied methods 
with which it can be employed (Kowalski, Limber, & Agatston, 2008). Cyber-
bullying utilizes an electronic medium and generally can be defined as “an 
aggressive intentional act carried out by a group or individual using electronic 
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forms of contact repeatedly and over time against a victim who cannot easily 
defend him or herself ” (Smith et  al., 2008, p.  376, cited in Dooley, Pyzalski, & 
Cross, 2009). Cyber-bullying incorporates the aforementioned elements of tra-
ditional bullying, along with factors such as aggression/aggressor, power imbal-
ance/power differential, and intentional behavior noted in traditional bullying 
definitions (see Olweus, 1993).

Other researchers suggest that repeated acts of aggression using electronic 
means should be called “online harassment” (Wolak, Mitchell, & Finkelhor, 
2007). Of central importance when defining cyber-bullying is that the same 
elements central to face-to-face bullying are also inherent, though the meth-
ods employed are different. Kowalski and colleagues (2008) suggest that cyber-
bullying is merely an electronic form of face-to-face bullying. Others, however, 
believe that cyber-bullying differs significantly from face-to-face bullying given 
the widespread messaging capabilities of electronic media when issues specific 
to repetition and power imbalances are examined (Dooley, Pyzalski, & Cross, 
2009). Providing a detailed discussion of these contrasts in face-to-face bul-
lying versus cyber-bullying methods is beyond the scope of this chapter. The 
current and future capacity of information and communication technology, to 
disseminate potentially psychologically harmful personal material and infor-
mation, understandably has generated significant concern about the impact of 
both methods of bullying on the emotional and/or physical well-being of our 
young people.

Data from the Second Youth Internet Safety Survey indicates that cyber-
bullying among preteens and teens has increased dramatically in recent years 
as young people spend more time socializing online (Ybarra & Mitchell, 2008). 
According to Patchin and Hinduja (2006), there are two major forms of cyber-
bullying:  (1)  via personal computer, the aggressor can transmit emails and 
instant messages and post obscene, slanderous, and insulting messages to 
online “bulletin boards,” or the aggressor can create websites to encourage and 
disseminate derogatory material/content; and (2)  cellphones can be used to 
send insulting text messages. More recently, additional methods of transmis-
sion can be though Facebook, MySpace, Twitter, etc., and posting videos on 
YouTube.

■■ B U L L Y I N G  A N D  C Y B E R - B U L L Y I N G  F R O M 

A   D E V E L O P M E N T A L  P E R S P E C T I V E

To develop strategies to counter antisocial aspects of bullying behavior, it is 
important to understand the developmental antecedents of bullying behavior. 
As we have seen, cybersexual harassment can be characterized as a type of bul-
lying behavior. Given the potentially profound negative impact of bullying on 
both victims—and also perpetrators—bullying can be seen as developmental 
processes gone awry.
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In this section we will consider the historical development of the term “bully.” 
We will then examine the literature on bullying from a developmental perspec-
tive to better understand how these behaviors change over the course of child and 
adolescent development, the impact of puberty, and long-term consequences of 
bullying. We will also examine characteristics of external structures (e.g., family, 
school, community) that support or discourage bullying.

As we have seen, bullying is generally defined as (1)  aggressive behavior or 
“intentional harm doing” that (2) is carried out repeatedly over time in (3) an inter-
personal relationship characterized by an imbalance of power. Bullying behavior 
may occur without apparent provocation and it can be physical, verbal, or indirect. 
Indirect aggression’s principal forms are gossiping, spreading rumors, and per-
sistent social exclusion (Smith et al., 2002; Smith & Monks, 2008; Olweus, 1993).

Smith and Monks (2008) define a bully as “an aggressive person who intimidates 
or mistreats weaker people.” The etymology of the word “bully” shows an evolu-
tion from a word of praise and endearment to its current incarnation: from the 
1530s, when it originally meant “sweetheart,” as applied to either sex, from Dutch 
boel “lover, brother.” The meaning deteriorated in the 17th century from “fine fel-
low,” “blusterer,” to “harasser of the weak.” Perhaps this was by influence of bull, 
but a connecting sense between “lover” and “ruffian” may be found in “protector 
of a prostitute,” which was one sense of bully (Barnhart, 1988).

Bullying between adolescents is found in vastly different cultural and geo-
graphic contexts. Rates are fairly consistent across continents and cultures, 
ranging from 29.9 to 40  percent (Williams & Veeh, 2012). Bullying behaviors 
in adolescents have been observed in India, South Korea, South Africa, Taiwan, 
Australia, and the United States (Williams & Veeh, 2012), as well as among the 
Arctic Utku Eskimo, Amazonian Yanomamo, and African mountain Ik groups 
(Volk et al., 2012). Historically, bullying is described in ancient Greece, ancient 
Rome, medieval China, medieval Europe, and Renaissance Europe (Volk et  al., 
2012). Physical, verbal and indirect social bullying (exclusion and isolation of 
individuals) are all described. While bullying is seen across cultures, it is difficult 
to compare terminology describing bullying across languages and cultures. Six 
groups of terms were identified across cultures: bullying (all types), verbal plus 
physical bullying, solely verbal bullying, social exclusion, solely physical aggres-
sion, and mainly physical aggression (Smith et al., 2002). Bullying behaviors are 
also seen in primates and other animals. “Dominant females gain access to food 
and male protection [through bullying] and their privileged status is passed down 
to their offspring” (Volk et al., 2012). Dominant male primates get better access 
to mating opportunities by “bullying females directly” or by bullying away male 
competitors (Volk et al., 2012).

It has been posited that bullying is an evolutionary adaptation to attain and 
control social and material resources in a context of limited resources (Volk et al., 
2012). If social aggression is viewed from an evolutionary perspective, social 
dominance, attained through competition, may confer survival advantage. The 
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outcomes of competition have structural importance in establishing hierarchies 
within social groups. As explained by Teisl and colleagues (2012), when individ-
uals who are more dominant (as measured by repeated competitive successes), 
they are more socially visible and have greater influence on resource distribution. 
Though social hierarchy can reduce conflict, aggressive behavior is often a route to 
dominance, particularly in small children. Social dominance is not always main-
tained through aggression and may also be achieved through cooperation or com-
bination of aggressive and pro-social approaches (Teisl et al., 2012).

In contemporary popular culture, bullying and cyber-bullying are prominent 
themes in many popular television shows and movies. The television show Gossip 
Girl, for example, is about a blog of the same name that discloses rivalries, secrets, 
and gossip, most of it sexual in nature, among a group of affluent Manhattan 
teens. Mean Girls, a 2004 comedy film, is based in part on the nonfiction book 
Queen Bees and Wannabes by Rosalind Wiseman, which describes how female 
high-school social cliques operate and the effect they can have on girls. Themes 
of bullying are ubiquitous in popular culture, from Stephen King’s Carrie to Lucy 
bullying Charlie Brown in the classic comic strip Peanuts.

There may be both environmental and genetic bases to the development of 
bullying behaviors. A recent study of 1,000 sets of twins found significant herita-
bility of bullying behaviors (Ball et al., 2008). Individual differences in tempera-
ment, which have both environmental and genetic underpinnings, play a role in 
the development of bullying behaviors. Research has found that bullies “exhibit a 
higher level of negative emotionality” than children who are not involved in bul-
lying as either perpetrators or victims (Volk et al., 2012). Bullies also have deficits 
in behavioral regulation that make them less able to inhibit aggressive impulses 
(Volk et al., 2012).

While bullying can be strategic and even adaptive as a way to garner resources 
for the bully, it also has clear costs. Involvement in bullying, whether as victim 
or bully, has a serious impact on well-being. Youth involved as both bullies and 
victims (so-called “bully-victims”) are particularly vulnerable, with meta-analytic 
data suggesting the most compromised psychosocial development for these youth 
(Cook et  al., 2010). Bully-victims may have “the worst of both worlds,” as they 
resemble victims in terms of being rejected and resemble bullies by being nega-
tively influenced by the peers with whom they do interact.

Children involved in bullying as victims or as bullies tend to perform poorly in 
school and are at increased risk of developing poor physical health and psychiatric 
problems such as anxiety, depression, and psychotic disorders later in life (Jansen 
et al., 2012). Bullying can be seen as a relational problem in which one child asserts 
power over another through aggression (Pepler et al., 2006). As is implied in the 
etymology of the term, a close relationship between bully and victim can be seen. 
Pepler and colleagues (2006) found that 11- to 13-year-olds who reported bullying 
others were more likely to be involved in a romantic relationship and more likely 
to report being verbally and physically aggressive with their romantic partners 
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than non-bullies. It is likely that among youths who bully, other peer relationships, 
non-romantic as well as romantic, are often characterized by physical, verbal, or 
indirect aggression.

There is a social cost to bullying for both boys and girls. Youth may experience 
less closeness and more conflict in their relationships, which continues into adult-
hood with more aggression in the workplace and in family life (Pepler et al., 2006). 
Bullies are at greater risk of behavioral problems and criminal behavior later in 
life. (Jansen et al., 2012). A recent meta-analysis of longitudinal studies of bullying 
found that, after controlling for other childhood risk factors, bullying perpetration 
predicted later criminal behavior, including shoplifting, theft, vandalism/property 
damage, violent offending, arrest, and police/court contact (Jansen et al., 2012).

The causal relationship between school bullying and psychopathology has been 
the subject of debate: Are youth with existent psychopathology bullied, or is bul-
lying a cause of psychopathology? A 2006 prospective cohort study of bullying in 
two Korean middle schools examined the causal relationship between psychopa-
thology and school bullying in a 10-month prospective cohort study. This study 
used multiple independent informants and statistical controls for identified con-
founders. Victimhood was found to be a cause of social problems in children. 
Perpetration predicted increased aggression and externalizing behaviors (Kim 
et al., 2006).

There are important developmental changes in the expression of aggression as 
children mature. Younger children are more likely to be direct in their aggressive 
behavior. They use verbal and physical aggression rather than indirect aggression 
(e.g., gossiping, social exclusion). Use of indirect aggression is characteristic of 
adolescents and older children (Smith & Monks, 2008). Younger children are also 
less likely to target the same child or children repeatedly and will more often tar-
get different children on different occasions. This may reflect a less fixed social 
hierarchy among younger children then older children and adolescents (Smith & 
Monks, 2008).

The frequency of bullying behavior generally declines from childhood to late 
adolescence (Smith, Madsen, & Moody, 1999). In a cross-national comparison of 
bullying in Norway, Sweden, England, Australia, and Ireland, a range of 14 per-
cent (Ireland) to 32  percent (England) of 8-year-olds reported being bulled. 
Resurveyed at age 15, the prevalence of bullying had dropped to 1 percent and 
9  percent, respectively. This decrease in bullying is well documented in many 
different contexts and is likely multifactorial. Children learn less aggressive ways 
of interacting with each other as they mature (Smith, Madsen, & Moody, 1999). 
There is a developmental progression from the use of primarily coercive strate-
gies to more socially competent strategies to attain material and social resources. 
Among older children and adolescents, leaders are unlikely to rely solely on 
aggression to achieve dominance. They are more likely to employ pro-social 
strategies as well as aggressive ones to maintain positive social standing (Teisl 
et al., 2012).
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Young children, up to age 5 or 6, are more likely to pursue dominance through 
aggressive/coercive means—with few consequences in terms of reduced likeabil-
ity. As children reach middle childhood, coercive strategies become less socially 
effective and additional pro-social (i.e., cooperative) strategies are adopted. Pettit 
and colleagues (1990) found that aggression was associated with social domi-
nance in first- and third-grade boys but that leadership behavior, including more 
pro-social behavior predicted dominance in the older, but not the younger, group. 
(See also Teis et al., 2012.)

Pro-social dominance strategies allow older children to balance resource attain-
ment with maintenance of peer relationships. There are two main reasons for this 
shift in effective dominance strategies. First, there are increased negative conse-
quences from peers of coercive behavior; and second, developmental changes in 
language skills, increased sophisticatation in social understanding, moral devel-
opment and perspective taking allow children to develop more sophisticated and 
cooperative modes of maintaining leadership positions in social groups (Teisl et al., 
2012). Opportunity to be bullied may also contribute to the decrease in bullying as 
children get older. Younger children “have more children who are older than them 
in school, who are in a position to bully them” (Smith, Madsen, & Moody, 1999).

Children’s understanding of bullying versus “nasty behavior” becomes more 
nuanced as they get older (Smith & Monks, 2008). Several studies have found that 
younger children primarily differentiate between aggressive and non-aggressive 
behavior and are overly inclusive in their use of the term “bullying” to include 
fighting where there is not a power imbalance, while teens are able to discrimi-
nate fighting from physical and verbal bullying and social exclusion (Smith, 2002; 
Smith, Madsen, & Moody, 1999; Smith & Monks, 2008).

Several distinct developmental trajectories of bullying behavior have been 
described. In a longitudinal study of 871 Canadian children, four trajectories 
of bullying behavior were observed. The children were 10 to 14 years old at the 
study’s onset and were followed for seven years. Approximately 10 percent of the 
sample engaged in consistently high levels of bullying over time; 13.4 percent ini-
tially engaged in moderate levels of bullying that desisted to almost none by the 
end of high school, 35.1 percent consistently engaged in moderate levels of bully-
ing, and 41.6 percent almost never engaged in bullying (Pepler et al., 2008).

A constellation of bullying roles has been described in observational studies 
of group dynamics in children. A  cross-sectional, observational study of 1,129 
Dutch 9- to 12-year-olds examined bullying behavior and group dynamics. In 
addition to the primary bully and the victim, non-bullies had roles as well: rein-
forcers laugh and incite the bully and “provide bullies with an approving audience” 
(Olthof et al., 2011). They are assistants who join in after the ringleader has initi-
ated bullying. Defenders provide help to the victim. There are outsiders as well, 
who actively avoid all involvement in bullying. In addition, there are uninvolved 
children who remain uninvolved without active avoidance (like outsiders). Those 
who helped the victims were relatively socially dominant themselves. Girls were 
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more likely to be defenders of the bullied, or outsiders to the bullying ecosystem 
(Olthof et al., 2011).

At puberty, sexualized bullying behavior emerges. A  major developmental 
task of adolescence is to learn to express sexual desire in socially acceptable ways 
(McMaster et al., 2002). McMaster and colleagues propose that sexual harassment 
emerges in the middle-school years as children reach puberty. Pepler and col-
leagues (2008) found that perpetration of cross-sex sexual harassment increases 
during early adolescence and is linked not only to puberty but also to changing 
composition of social groups, from small single-sex groups to larger groups with 
both boys and girls. Cross-gender sexual harassment among early adolescents may 
be, in part, a struggle to express sexual interest. Same-gender sexual harassment 
is thought to be solely aggressive in nature among majority heterosexual groups 
of youths (McMaster, et  al., 2002). Same-gender harassment is “likely to entail 
homophobic insults, jokes, name-calling, and rumor spreading, as well as physical 
behavior such as might occur in hazing rituals” (McMaster et al., 2002).

In the 2002 study by McMaster and colleagues of peer-to-peer sexual harass-
ment in early adolescence, boys were more likely to perpetrate sexual harassment 
than girls but were essentially equally likely to be a victim of sexual harassment. 
The most common sexual harassment acts, perpetrated by both boys and girls, 
were “sexual comments, jokes, gestures, or looks,” homophobic slurs, rating “the 
parts of somebody’s body that make them a boy or a girl.” Girls were more likely 
to be victims of “sexual comments, jokes, gestures, or looks” and marginally more 
likely to be flashed by genitals or mooned by displays of buttocks. Boys were more 
often victims of homophobic slurs and having sexual pictures, messages, and pho-
tographs shown to them (McMaster, et al., 2002 at 95).

Aggressive behavior is generally less prevalent in girls. This may be due, in 
part, to girls exhibiting more indirect aggression, which is not as easily measured 
(Pepler et al., 2006). It may also be due to underreporting of aggressive behavior in 
girls. Girls may be less likely to acknowledge aggressive behavior because expres-
sion of aggression is less socially acceptable for girls. Playground observation has 
actually shown more gender balance in aggressive behavior than girls reported 
themselves (Pepler et al., 2006).

Among adolescents, much of the verbal bullying they engage in is sexualized 
in nature and much of the content is homophobic language. In a study of 14- 
and 15-year-olds in the United Kingdom, the most common pejoratives used in 
school were sexist (28 percent), referred to sexual behavior (23 percent), and were 
homophobic (10 percent) (Poteat & Rivers, 2010). Both heterosexually identified 
and lesbian, gay, bisexual, transgendered, or queer adolescents are the subjects 
of homophobic pejoratives. Homophobic discourse can be used to assert hetero-
sexuality and enforce gender-normative behavior (Korobov, 2004). Homophobic 
pejoratives can be used, simply, as a put-down. As Poteat and Rivers (2010) 
explain, “When used as part of bullying, homophobic epithets may represent one 
way by which to stigmatize victimized students irrespective of their actual sexual 
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orientation because sexual minorities remain a stigmatized and oppressed group 
in society” (see also Thurlow, 2001)

Sexual-minority adolescents are disproportionately subject to bullying and 
violence by peers, with profound negative effects. Sexual-minority and question-
ing youth are more likely than heterosexual youth to be victims of bullying and 
peer sexual harassment. In the 2005 Massachusetts Youth Risk Behavior Survey, 
sexual-minority youth, compared to their peers, were significantly more likely to 
have skipped school because they felt unsafe (13 vs. 3 percent), had been bullied 
(44 vs. 23 percent), had been threatened or injured with a weapon at school (14 vs. 
5 percent), or had experienced dating violence (35 vs. 8 percent) or sexual contact 
against their will (34 vs. 9 percent) (Hightow-Weidman et al., 2011).

It can be difficult at times for adults (teachers, parents, healthcare provid-
ers) to recognize bullying when they see it or hear about it from children. There 
are generational differences in what is recognized as bullying (Smith & Monks, 
2008). In Smith and Monk’s study of developmental and cultural aspects of bul-
lying, adults were less likely than children and adolescents to consider social and 
indirect aggression to be bullying. This may be related to recent work in schools 
to educate students about social and relational aggression. As Smith and Monks 
note, the generational differences of what constitutes bullying make for poten-
tial misunderstanding between children and adolescents and their parents and 
teachers and, perhaps, minimization of social and relational aggression. This is 
particularly important given the prevalence of this type of aggression in the cyber-
sphere. According to a recent survey of Internet-using 10- to 15-year-olds, 33 per-
cent reported online sexual harassment in the prior year, 15  percent reported 
an unwanted sexual solicitation online in the same time period, and 4  percent 
reported a sexual solicitation incident on a social networking site specifically 
(Ybarra & Mitchell, 2008).

Some individuals continue to rely on coercion and aggression after their peers 
have largely adopted more pro-social modes of interaction. What predicts con-
tinued bullying behavior? Early socializing experiences are important. Family 
violence, both domestic violence and child maltreatment, was associated with 
increased involvement in bullying, as bully, victim, or bully and victim (Bowes 
et al., 2009). Behavioral modeling by parents, siblings, and peers has an impor-
tant impact on children’s developing schemas of social interaction. Abuse has a 
profound effect. Child maltreatment has been linked to maladaptive, particularly 
aggressive, behavior in children. Children who are mistreated often struggle with 
emotional dysregulation. They also learn aggressive modes of interaction from 
those around them and anticipate reward from aggressive behavior, as they have 
observed in those around them (Teisl et al., 2012). In a study of African American 
fifth- through 12th-graders, the largest risk factor for bullying was family violence. 
Having been hit by a parent once or twice (odds ratio 1.70, confidence interval 
1.22–2.22) and several times (odds ratio 2.44, confidence interval 1.45–3.11) were 
seen as risk factors; gang affiliation was also associated with bullying (Fitzpatrick, 
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Dulin, & Piko, 2007). Longitudinal studies of children “who later became bullies 
found that their parents provided less cognitive stimulation, emotional support 
and allowed more TV than other parents” (Ball et al., 2008). Bully-victims had 
harsh early home environments, witnessing and experiencing aggression.

Adolescents from families with lower socioeconomic status are more often 
victims of bullying and may face more severe mental health consequences com-
pared to victims from more affluent backgrounds (Jansen et al., 2012). Low family 
and school neighborhood socioeconomic status have also been associated with 
an increased risk of being a bully or a bully-victim (Jansen et al., 2012). Parental 
depression (Bowes et al., 2009) has been associated with being involved in bully-
ing. Larger school size was also positively associated with bullying (Fitzpatrick, 
Dulin, & Piko, 2007). Studies have also shown a genetic component to aggressive 
behavior (Ball et al., 2008).

Community violence can also model aggressive and coercive behavior. Not 
surprisingly, community and political violence can also affect children’s and ado-
lescents’ behaviors. McGuckin and Lewis’ review of bullying in Northern Ireland 
found that rates of victimization reported by elementary- and secondary-school 
students in Northern Ireland, were significantly higher than in the Republic of 
Ireland and England, where conflict was not as prevalent (McGuckin & Lewis, 
1999). Cultural displacement, refugee status, and being a linguistic or ethnic 
minority may be risk factors for victimization. A 1999 study of Iranian refugee 
children in Sweden found that 3.5 years after arrival in Sweden, Iranian children 
reported exposure to bullying far more frequently than their Swedish peers (41 
vs. 8.5  percent); however, this study did find that children’s social adjustment 
improved over time (Almqvist & Broberg, 1999).

While adolescent aggression predicts relational difficulties and future legal 
problems for some, for many, adolescent aggression may be a developmental 
stage. Developmentally, adolescents are less able to overcome their aggressive 
impulses than adults and are more vulnerable to group pressure (Ash, 2012). In 
his discussion of adolescent culpability, Ash notes that adolescent aggression may 
be a time-limited phenomenon. Only 20 percent of adolescent violent offenders 
continue to offend in adulthood. There are also important differences in adoles-
cent violent behaviors compared to adult violence. Adolescents typically offend 
in groups, while adults offend alone. Groups can exert significant peer pressure 
on adolescents both in terms of violent behavior and other verbal or indirect 
aggressive behavior. Ash asserts that adolescents are at particular risk of aggressive 
behavior and that this can be seen as a developmental state of “higher aggression 
or weakened self-control” (Ash, 2012).

Bullies also have distinct personality and psychological characteristics. They 
have a stronger need for social recognition than other children (Olthof et al., 2011). 
Surprisingly, they exhibit good theory of mind (the ability to understand others’ 
mental states and understand that others have beliefs, desires, and intentions that 
are different from their own). They also have at least average social intelligence. 
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However, they have been found to lack moral awareness and empathy; and they 
are often perceived as popular by other children, but not liked.

■■ B U L L Y I N G ,  C Y B E R - B U L L Y I N G ,  A N D  Y O U T H 

S U I C I D E :   U N R A V E L I N G  T H E  C O N N E C T I O N

A number of myths and misconceptions exist regarding bullying and cyber-
bullying and their impact on perpetrators and victims. A  random sample of 
1,963 middle-schoolers from one of the largest school districts in the United 
States completed a survey of Internet use and experiences; youth who had 
experienced bullying or cyber-bullying, reported more suicidal thoughts and 
were more likely to attempt suicide in contrast to those who had not experi-
enced such behavior (Hinduja & Patchin, 2010). As we will explore, however, 
the empirical relationship between bullying and suicide is more complicated, 
since most children who are bullied do not attempt to commit suicide and no 
data causally link bullying to suicidal behavior. The increased risk, however, 
should not be ignored and speaks to the potentially serious consequences of 
bullying, cyber and otherwise, on youth outcomes.

Bullying and cyber-bullying have become the major focus of a widespread and 
continuing media campaign both nationally and internationally. There has been 
much speculation regarding the immediate and long-term effects of this behavior 
on aggressors, targets, and bystanders. Much discussion has been generated, and 
often information that has not been empirically demonstrated is believed to be 
valid. This section will provide a framework for understanding youth suicide and 
serve to untangle current misconceptions and inaccuracies surrounding the rela-
tionship between bullying and suicide.

Research has clearly demonstrated that negative events and experiences 
encountered during an individual’s childhood can have adverse effects through-
out the person’s developmental history. One very notable and informative body 
of research derives from the Adverse Childhood Experiences (ACE) study. A col-
laboration between the Centers for Disease Control and Prevention and a large 
healthcare organization, the ACE study is one of the largest investigations ever 
conducted to assess associations between childhood maltreatment and later-life 
health and well-being. Findings from the ACE study suggest that certain child-
hood experiences are major risk factors for the leading causes of illness and death 
as well as poor quality of life in the United States. Included among these adverse 
childhood experiences is abuse (physical, sexual, verbal, and emotional). In fact, 
research based on ACE data has linked a large percentage of suicide attempts 
(50  percent of women and 33  percent of men) to childhood adversity (Afifi 
et al., 2008).

Progress in preventing and recovering from the nation’s worst health and social 
problems is likely to benefit from an understanding that many of these problems 
arise as a consequence of adverse childhood experiences. An expanding body of 
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research suggests that childhood trauma and adverse experiences can lead to a vari-
ety of negative health outcomes, including attempted suicide among adolescents 
and adults. Over a decade ago, Dube and colleagues (2001) reported a powerful 
graded relationship between adverse childhood experiences and risk of attempted 
suicide throughout the lifespan. They also noted that alcoholism, depressed affect, 
and illicit drug use, strongly associated with such experiences, seem to partially 
mediate this relationship. Estimates of the attributable risk associations caused by 
these experiences were large, suggesting that prevention of these experiences and 
the treatment of persons affected by them may lead to progress in suicide preven-
tion (Dube et al., 2001).

■■ Y O U T H  S U I C I D E

Suicide is the third leading cause of death for young people (ages 15 to 24). 
In 2010, there were 4,600 completed suicides among this age group, and 
nearly 300 additional suicides recorded in the under-15 population. On aver-
age, a young person dies by suicide every 1 hour and 48 minutes (McIntosh & 
Drapeau, 2012).

Youth suicide data encompass the population between the ages of 10 and 19. 
Notably, this age group gives up the largest number of healthy years of life and 
therefore represents an important risk group for suicide prevention. Despite 
decreases in suicide rates among young people in recent years, upward trends were 
identified in the 10- to 19-year-old age group (Heron, 2012). For youth suicide, the 
impact of the death on parents, friends, and the community is significant.

Risk Factors for Youth Suicide

Risk factors are research-based, empirically validated characteristics and other 
variables that over long periods of time call our attention to the potential for 
suicide or suicidal behavior with those youth who engage in suicidal behav-
ior versus those who do not. Risk factors do not establish a cause of suicidal 
behavior; they merely indicate an association. Risk factors can affect youth at 
different stages of their lives and put them at greater risk for developing and 
participating in negative behavior.

A multitude of risk factors are associated with youth suicide. In their review 
of the epidemiology of youth suicide, Cash and Bridge (2009) identify the follow-
ing as major risk factors among adolescents: previous suicide attempt; psychiatric 
disorder, particularly major depressive disorder, bipolar disorder, conduct disor-
der, and substance use disorders (alcohol and drugs); and co-occurring psychiat-
ric disorders, especially combinations of mood, disruptive, and substance abuse 
disorder. Additional risk factors include impulsive aggression (i.e., a tendency 
to react to frustration or provocation with hostility or aggression); availability of 
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lethal means; feelings of hopelessness and worthlessness that typically are associ-
ated with depression; family history of depression or suicide; loss of a parent to 
death or divorce; family discord; physical and/or sexual abuse; absence of a sup-
port network, poor peer or parental relationships, and feeling socially isolated; and 
dealing with homosexuality in an unsupportive family or community or hostile 
school environment.

■■ B U L L Y I N G ,  C Y B E R - B U L L Y I N G  A N D  T H E 

R E L A T I O N S H I P  T O  S U I C I D A L  I D E A T I O N

Bullying has been defined earlier in this chapter. However, in the context of 
examining and clarifying connections between bullying, cyber-bullying, and 
suicide, the definition provided by Nansel and colleagues (2001) is also impor-
tant when considering the impact of bullying behavior on the social function-
ing and social well-being of youth. They suggest that bullying is a specific type 
of aggression, consisting of intentionally harmful behavior perpetrated by one 
person or a group. Further, bullying consists of behavior(s) generally carried 
out repeatedly and over time, and includes a power differential between the 
bully and the victim (Nansel et  al., 2001). When considering the potential 
psychological consequences of bullying behavior, the American Psychological 
Association (APA, 2004)  identifies many forms of bullying:  physical bully-
ing; teasing or name-calling; social exclusion; peer sexual harassment; bully-
ing about race, ethnicity, and religion, disability, sexual orientation, and gender 
identity; and cyber-bullying.

Bullying in schools has become widely viewed as an urgent social, health, and 
education concern and has moved to the forefront of public debate on school leg-
islation and policy. Increasingly, elected officials and members of the school com-
munity have come to view bullying as an extremely serious and often neglected 
issue facing youths and local school systems (Swearer, Limber, & Alley, 2009). The 
focus on youth bullying has intensified over the past decade as a reaction to school 
violence that is often linked explicitly or by inference to bullying.

■■ V I O L E N C E

An upsurge in school violence has dramatically increased awareness of the neg-
ative impact of all forms of bullying. Recent media reports have also detailed 
accounts of young people whose deaths were allegedly attributed to bullying 
and/or cyber-bullying. In 2008, we learned about the death of Lawrence King, 
a 15-year-old boy from Kansas, who was murdered by a 14-year-old schoolmate 
because of his perceived sexual orientation. Carl Hoover-Walker, a sixth-grader 
from Massachusetts, hanged himself in 2009, reportedly after repeated school 
bullying. Also in Massachusetts, the suicide of 15-year-old Phoebe Prince in 
2010 led to the criminal prosecution of six teenagers for charges including 
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statutory rape and civil rights violations. Her suicide, after months of bullying 
from school classmates, brought international attention to the problem of bul-
lying in U.S. schools and led to the enactment of stricter antibullying legislation 
in Massachusetts. Later that same year, Tyler Clementi, an 18-year-old college 
freshman at Rutgers University, died by suicide. He was seen kissing another 
man on a computer webcam and was viewed doing so without his knowledge. 
The national media attributed Tyler’s suicide to cyber-bullying by his roommate 
and another student. Despite being indicted for their roles in the webcam inci-
dents, they were not charged with a role in the suicide itself.

Social media use has become so pervasive in the lives of American teens that 
having a presence on a social network site is almost synonymous with being 
online. Fully 95 percent of all teens ages 12 to 17 are now online, and 80  percent 
of those online teens are users of social media sites. Ninety-five percent of social 
media-using teens who have witnessed cruel behavior on the sites say they have 
seen others ignoring the mean behavior; 55  percent witness this frequently 
(Lenhart, et al., 2010). Adolescents who are targets of cyber-bullying are more 
than twice as likely to use tobacco, alcohol, and marijuana. According to the 
National Center on Addiction and Substance Abuse at Columbia University 
(2012), approximately one in five teens ages 12 to 17 report that someone has 
posted mean or embarrassing things about them on a social networking site. 
While many youths say they didn’t mean what they said or were just joking, they 
are clearly underestimating the impact that such posts have on the peers who are 
the targets of these behaviors.

Between the times that the incidents recounted above occurred and now, there 
have been many additional reports of suicide among bullied teens. A review of these 
reports indicates that most of the suicides were known or presumed to be related 
to the sexual-minority orientation of the deceased individual. Understandably, 
these events received unprecedented attention from national and local media, 
bloggers, advocates, social media, and filmmakers.

It has been over 13 years since the school shootings in Columbine, Colorado, 
which resulted in the deaths of 12 students and one teacher, brought attention to 
the potential dangers of bullying. Although multiple social factors were at play in 
this event, it rapidly caused teachers, parents, and other to become more vigilant 
about school-related bullying and to quash bullying whenever an opportunity to 
do so presented itself (Pridgen, 2009).

In addition to violence perpetrated by students against other students, bully-
ing in general has been linked to increased suicidal behavior. Specifically, bullied 
youths and bullies alike were found to be at increased risk for suicidal ideation, 
attempts, and completed suicides (Swearer, Limber, & Alley, 2009). Students who 
experienced frequent bullying behaviors in high school did not report develop-
ing later depression or suicidality, but students who experienced bullying behav-
iors and depression or suicidality were more impaired four years later (Klomek, 
Kleinman, Altschuler, et  al., 2011). This indicates that bullying alone does not 
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cause suicidal behavior, but bullying should instead be considered in conjunction 
with other risk factors for suicide. Based on our review of the myriad developmen-
tal antecedents of bullying behavior and the association between bullying and sui-
cidality, we recommend that clinicians and other stakeholders understand suicidal 
ideation among bullies, victims, or bully-victims in developmental context and 
in relation to a child’s overall functioning, not merely the experience of bullying.

Some adolescents may experience distress at being targets of bullying and/
or cyber-bullying, yet others may not. Most teens who experience bullying and/
or cyber-bullying do not engage in suicidal behavior (Hinduja & Patchin, 2010). 
Bullying behavior alone likely will not lead to youth suicide, since youths who 
do complete suicide typically had other social and emotional issues in their lives 
(Hinduja & Patchin, 2010). Bullying and/or cyber-bullying tend to exacerbate 
instability and feelings of hopelessness and helplessness for adolescents already 
struggling with stressful life situations. In addition, as noted earlier, such stress-
ors and adverse experiences during childhood can have serious ramifications for 
future adjustment. The connection to suicide is clearly related to the presence of 
these additional factors.

Suicide is a significant public health issue, and one that is considered to be 
mostly preventable. While there is a need for further research on bullying and how 
it affects both targets and aggressors, we now know that it does not directly cause 
suicidal behavior in adolescents. It is evident, however, that suicide awareness and 
prevention education is necessary to reduce morbidity and mortality rates in this 
population. Researchers should examine risk factors and vulnerability variables 
that affect youth. Recent research has identified that future risk can be related 
to being a target of bullying and/or cyber-bullying. Future research should also 
examine the impact of bullying and cyber-bullying on segments of the adolescent 
populations struggling with depression and other mental health issues and other 
segments of the youth population who experience marginalization for reasons 
related to their race, ethnicity, or sexual orientation.

■■ L E G A L  R E S P O N S E S  T O  B U L L Y I N G

Increased media attention on bullying may have several positive effects. 
Foremost is the overall recognition that bullying can cause serious harm. Public 
awareness and attention have also increased regarding the disproportionate bur-
den of bullying borne by youth based on their actual or perceived sexual ori-
entation, such that sexual-minority individuals have a documented greater risk 
for suicidal ideation and rates of attempt. There has also been renewed atten-
tion on passing federal antibullying legislation (e.g., Safe Schools Improvement 
Act of 2013). Heightened awareness of the impact of bullying has generated 
increased activity to develop and implement antibullying programming, both at 
state and local levels. Overall, public attention on bullying has generated com-
pelling national and grassroots conversations.
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Conversely, there are multiple negative ramifications of the media-generated 
linkages of bullying to suicide. The general public is frequently exposed to inflam-
matory rhetoric and sensationalized headlines about suicide “epidemics” and “bul-
lycide”; both terms distort the actual connections between bullying and suicide. 
Media and online coverage of suicide should be informed by using “best practices.” 
One best-practice example is to avoid reporting that the death by suicide was pre-
ceded by a single event (e.g., a recent job loss, divorce, or bad grades); such report-
ing leaves the public with an understanding of suicide that is overly simplistic 
and misleading. Other best practices for reporting a suicide death should describe 
suicide as a public health issue and should include advice from suicide prevention 
experts regarding risk factors and warning signs for suicide. While some suicide 
deaths may be newsworthy, the manner in which media outlets report suicide can 
either contribute to contagion (a cluster effect) or encouraging others to seek help 
(AFSP Media Guidelines, 2012).

The public attention has also spawned the development of a variety of legal 
responses to the perceived problems. As we have noted, without the empirical sup-
port necessary to provide evidence on which to base practice, the effectiveness of 
some of these responses may be called into question. All 50 states have attempted 
to address the issues raised by bullying by enacting some form of specific antibul-
lying legislation. Not all states specifically spell out or address cyber-bullying, how-
ever (National Conference of State Legislatures, 2010). While there is currently no 
federal law to directly address bullying, the topic is covered under several areas 
of discriminatory harassment when it is based on race, national origin, color, sex, 
age, disability, or religion. A school that fails to respond appropriately to harass-
ment of students in a protected class may, for example, be violating one or more 
civil rights laws enforced by the Department of Education and the Department 
of Justice, including Title IV and Title VI of the Civil Rights Act of 1964, Title IX 
of the Education Amendments of 1972, Section 504 of the Rehabilitation Act of 
1973, and Titles II and III of the Americans with Disabilities Act, Individuals with 
Disabilities Education Act (IDEA).

States have taken a variety of approaches to dealing with the issues raised 
by bullying behaviors. Many have passed specific antibullying legislation, and 
others have used existing criminal law to address the issues. States with a spe-
cialized statute approach share several factors in antibullying legislation. This 
includes a clear statement of the purpose for the law that details the detrimental 
effects of bullying and outlines the kind of prohibited conduct. In addition to 
definitions, this may include a prohibition against taking any sort of retaliation 
by perpetrators or school officials against persons who report bullying behav-
ior. It may also include a prohibition against “passing on” harmful or demean-
ing material created by someone else by electronically forwarding the material. 
Most statutes include a statement of scope including defining whether or not 
the conduct to be prohibited must occur only on school grounds, or whether 
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bullying that occurs on school property, buses, or school-provided technology 
can be included.

Statutes also detail the role of criminal justice or law enforcement agencies. 
Most define the consequences for engaging in prohibited conduct. Some take a 
criminal justice approach; others take a rehabilitation and recovery approach, 
including statutes that require services for the perpetrator as well as for the victim. 
Most require some recordkeeping protocols by school systems or by criminal jus-
tice agencies to track repeat offenders and to permit the collection of data to assess 
trends. These provisions are often phrased in a way that permits public access and 
scrutiny, thereby supporting transparency and accountability by stakeholders.

Effective statutes include an education and information-dissemination compo-
nent as well as a referral process if the issues cannot be addressed with school-based 
resources. An excellent overview of the types of statutes available can be found 
on the following website supported by the U.S. Department of Education: http://
www.ed.gov/about/office/list/opepd/ppss/index.html.

Massachusetts General Law is representative of efforts to provide a comprehen-
sive approach to in-school bullying. It defines bullying as:

the repeated use by one or more students of a written, verbal or electronic expres-
sion or a physical act or gesture or any combination thereof, directed at a victim 
that:  (i)  causes physical or emotional harm to the victim or damage to the victim’s 
property; (ii) places the victim in reasonable fear of harm to himself or of damage to 
his property; (iii) creates a hostile environment at school for the victim; (iv) infringes 
on the rights of the victim at school; or (v)  materially and substantially disrupts the 
education process or the orderly operation of a school. For the purposes of this sec-
tion, bullying shall include cyber-bullying. (M.G.L., c. 71 § 37O)

The same statute further defines cyber-bullying as:

bullying through the use of technology or any electronic communication, which shall 
include, but shall not be limited to, any transfer of signs, signals, writing, images, 
sounds, data or intelligence of any nature transmitted in whole or in part by a wire, 
radio, electromagnetic, photo electronic or photo optical system, including, but not 
limited to, electronic mail, Internet communications, instant messages or facsimile 
communications. Cyber-bullying shall also include (i)  the creation of a web page or 
blog in which the creator assumes the identity of another person or (ii) the knowing 
impersonation of another person as the author of posted content or messages, if the 
creation or impersonation creates any of the conditions enumerated in clauses (i)  to 
(v), inclusive, of the definition of bullying. Cyber-bullying shall also include the dis-
tribution by electronic means of a communication to more than one person or the 
posting of material on an electronic medium that may be accessed by one or more 
persons, if the distribution or posting creates any of the conditions enumerated in 
clauses (i)  to (v), inclusive, of the definition of bullying. (M.G.L., c. 71 § 37O)

http://www.ed.gov/about/office/list/opepd/ppss/index.html 
http://www.ed.gov/about/office/list/opepd/ppss/index.html 
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The statute then provides that each school district must create a plan to coun-
teract bullying in its district:

Each school district, charter school, non-public school, approved private day or resi-
dential school and collaborative school shall develop, adhere to and update a plan to 
address bullying prevention and intervention in consultation with teachers, school 
staff, professional support personnel, school volunteers, administrators, community 
representatives, local law enforcement agencies, students, parents and guardians. 
(M.G.L., c. 71 § 37O)

Finally, the statute provides—in pertinent part—that each plan should include, 
but not be limited  to:

(i) descriptions of and statements prohibiting bullying, cyber-bullying and retaliation; 
(ii) clear procedures for students, staff, parents, guardians and others to report bully-
ing or retaliation; (iii) a provision that reports of bullying or retaliation may be made 
anonymously; provided, however, that no disciplinary action shall be taken against 
a student solely on the basis of an anonymous report; (iv) clear procedures for 
promptly responding to and investigating reports of bullying or retaliation; (v)  the 
range of disciplinary actions that may be taken against a perpetrator for bullying or 
retaliation; provided, however, that the disciplinary actions shall balance the need for 
accountability with the need to teach appropriate behavior; (vi) clear procedures for 
restoring a sense of safety for a victim and assessing that victim’s needs for protec-
tion; (vii) strategies for protecting from bullying or retaliation a person who reports 
bullying, provides information during an investigation of bullying or witnesses or 
has reliable information about an act of bullying . . . ; and (x) a strategy for providing 
counseling or referral to appropriate services for perpetrators and victims and for 
appropriate family members of said students. The plan shall afford all students the 
same protection regardless of their status under the law. (M.G.L., c. 71 § 37O)

■■ C O N C L U S I O N S

There are numerous developmental milestones that offer an opportunity for a 
resort to violence as a means to achieving legitimate developmental goals. The 
acquisition of resources and the gaining of preferred sexual status both have 
historic precedent in human development. The onset of a digital media that 
permits bullying without the need for face to face confrontation has expanded 
the ability of actors to engage in conduct that achieves the same goals with-
out exposure to the risks attendant to normal human interaction. Legislatures 
responding to public demand have attempted to craft legislation that while 
stemming the abusive nature of these interactions permits the on-going social 
development. One side effect of these efforts is the sensationalization of events 
that may otherwise have gone un-noticed.
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 The American Foundation for Suicide Prevention reports that research stud-
ies worldwide determined that certain types of news coverage can increase the 
likelihood of suicide in vulnerable individuals. The magnitude of the increase 
is related to the amount, duration, and prominence of coverage. The risk of 
additional suicides increases when the story explicitly describes the suicide 
method or uses dramatic/graphic headlines or images, and when repeated/
extensive coverage sensationalizes or glamorizes a death. Media reporting on 
suicide, if done carefully, even briefly, can change public misperceptions and 
correct myths, which can encourage those who are vulnerable or at risk to seek 
help (AFSP Media Guidelines, 2012). More often than not, media and online 
news sources provide a detailed description of the events preceding a youth 
suicide with bullying involved. This also underscores a wider narrative of death 
by bullying.

Sensationalized reporting of cyber-bullying and bullying-related deaths erro-
neously puts the focus on bullying rather than serving to raise awareness of other 
risk factors that create and/or contribute to vulnerability. Clearly, vulnerable 
youth populations include sexual minorities, gender-nonconforming individuals, 
and youth with disabilities. Research indicates that sexual-minority youths are at 
greater risk to have attempted suicide than their peers, even after controlling for 
other suicide risk factors (i.e., depression, alcohol abuse, family history of suicide 
attempts) and prior victimization. While sexual orientation potentially represents 
a risk variable for suicidal behavior, research has not demonstrated a greater risk 
of completed suicide. Public opinion, as perpetuated through the media, is led to 
believe otherwise.
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 8 Juveniles, the Internet, 
and Sexual Offending

■■  C Y R I L  B O O N M A N N , 

A L B E R T   J .   G R U D Z I N S K A S ,  J R . ,  A N D  

M A R C E L  A E B I

John is a 17-year-old high-school student. He lives with his parents. He has few 
friends in school, and according to his classmates he is a loner. John is under 
a lot of pressure. He wants to be successful on the junior basketball team. His 
ex-girlfriend recently broke up with him because she was in love with someone 
else. Since the breakup John has had recurring episodes of depressed mood, and he 
has begun to watch a lot of Internet pornography. With time, he finds most of the 
mainstream pornography artificial and boring. To get aroused he looks for more 
extreme pornographic material, such as child pornography and violent pornogra-
phy, which he then downloads.

A few weeks later, John creates a fake profile on a social media platform. He con-
tacts peers and asks them for contact information and erotic pictures of girls. He 
receives a naked picture and mobile phone number of a 16-year-old girl. John contacts 
her by text message and asks her about intimate details of her sex life. She is completely 
surprised by the messages, which she finds disturbing, but she does not know how 
to respond. She feels ashamed and tries to stop John asking her about such intimate 
details. John sends her the nude picture he has of her and threatens to upload the 
picture to the Internet if she does not cooperate and tell him explicit details of her sex 
life. The girl feels scared and tells John some intimate details. John masturbates dur-
ing their sexual texting. When the girl talks about the incident with her best friend, 
her friend advises her to go to the police. John is easily identified by the number of his 
cellphone and is arrested for sexual harassment and sexual coercion the next day. He 
confesses immediately and is referred for a forensic psychiatric assessment.

■■ I N T R O D U C T I O N

The case of John is an example of how the Internet and other new communi-
cation technologies can be misused for sexual offending behavior. For instance, 
the Internet can be used as a market for illegal child pornography where files are 
distributed and downloaded by adults as well as by juveniles. Internet platforms 
and smartphones allow new possibilities for sexual solicitation and harassment. 
Therefore, the Internet has become a challenge for judicial and forensic institutions.
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Since the commercialization of the Internet in 1993 (Lo & Wei, 2005), the 
production, marketing, and sale of pornography on the World Wide Web have 
become a multibillion-dollar business. Access to sexually explicit material on the 
Internet is simple, anonymous, and largely free. This triple-A engine of accessi-
bility, anonymity, and affordability of online sexual content (Cooper, 1998) has 
increased public concern for possible negative effects of Internet pornography 
in general, and for youth in particular. There is some evidence that juveniles 
who committed a sexual offense (JSOs) had been exposed to sexual behaviors or 
pornography more often than juveniles who committed general offenses (Seto 
& Lalumière, 2010). In the general population, adolescents’ use of pornogra-
phy is linked to self-reported sexual delinquent behavior. However, most of this 
research has been conducted on traditional forms of pornography (e.g., maga-
zines, videotapes). Because juveniles’ sexual attitudes and behaviors were found 
to be influenced to a higher degree by Internet content than by conventional 
forms of sexual content (Lo & Wei, 2005; Lo, Wei, & Wu, 2010), research has 
increasingly focused on the role of Internet pornography in sexually disruptive 
behaviors in juveniles.

From a clinician’s point of view scientific knowledge on online sexual behav-
ior and Internet pornography in juveniles is needed. The availability of sexually 
explicit material on the Internet and the possibilities of online social media plat-
forms for sexual contacts increase juveniles’ risk not only for illegal activities but 
also for sexual compulsive behaviors and social isolation. Furthermore, some juve-
niles with sexually deviant interests use the Internet for downloading child por-
nography or for sexual solicitation. The possession of child pornography has been 
considered as a criterion for pedophilia in the Diagnostic & Statistical Manual of 
Mental Disorders (DSM-V; www.dsm-5.org).

This chapter will provide an overview of the availability of pornography 
and sexual content on the Internet and the use of and exposure to Internet 
pornography by juveniles in general, and JSOs in particular. Use of pornog-
raphy is defined as active sexual behavior. The term “pornography exposure” 
is used when the person showed no clear intention to consume pornography. 
Two important issues in the field of juvenile sexual delinquent behavior and 
the Internet will be discussed:  (1)  use of or exposure to Internet pornogra-
phy as a possible risk factor for juvenile sex offending behavior and (2) online 
sexual offenses committed by juveniles (e.g., downloading of child pornogra-
phy, sexting). Throughout the discussions in this chapter, the reader should 
remember that social desirability could have had an effect on the responses to 
sensitive questions about sexual behavior and the use of or exposure to sexual 
content in children and adolescents (Paul, 2009). This chapter will end with a 
summary and discussion of the results, clinical impressions, and recommenda-
tions for future research. For a discussion of the implications for sentencing in 
North America of persons convicted of possessing child pornography please 
see Chapter 1.

http://www.dsm-5.org) 
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■■ M E T H O D

Different databases (Web of Science, PsycInfo) were searched for relevant 
papers. The following keywords, or combinations of key words, were used for 
this search:  you*, juvenile* adolescen*, sex*, offen*, Internet, porn*, solicit*, 
harass*, download* and self-victim*. All abstracts were examined to deter-
mine whether the paper contained information about juveniles (preferably 
up to 18  years, but in exceptional cases up to 20  years) and the use of or 
exposure to pornography or online sexual offending (e.g., child pornography, 
sexting, soliciting). Subsequently, relevant articles in the retrieved papers 
were also included. It should be taken into account that this chapter is not 
a systematic review.

■■ R E S U L T S

Juveniles and Internet Pornography

Over the last 10  years, research has shown an increase of child and adoles-
cent exposure to Internet pornography (Short, Black, Smith, Wetterneck, & 
Wells, 2012). The Internet can have both positive and negative effects for sex-
uality and sexual development (Braun-Courville & Rojas, 2009; Flood, 2007; 
Hill, 2011; Luder et  al., 2011; Short et  al., 2012). On the one hand, the posi-
tive effects are that (1)  it can be educational and can provide sexual health 
information; (2)  it enables the development of communities and subcultures 
with shared sexual interest, especially for sexual minorities (e.g., homosexu-
als, transgendered individuals), which can ease someone’s coming-out process; 
(3)  it can decrease prejudice and stereotyping of sexual minorities; (4)  it can 
enhance the spectrum of sexual fantasies and provide an opportunity to exper-
iment with sexuality in the safety of one’s own environment; and (5)  in the 
case of cybersex, it excludes the risk for sexually transmitted diseases (STDs) 
(Braun-Courville & Rojas, 2009; Hill, 2011). On the other hand, exposure to 
sexuality on the Internet may also have potentially harmful effects, especially 
for children and adolescents (Braun-Courville & Rojas, 2009; Flood, 2007, 
2009):  (1)  it can easily upset children who are not ready to encounter explicit 
sexual content; (2) Internet pornography can lead to a more liberal sexual atti-
tude and a greater belief that peers are sexually active (which in turn may lead 
to a younger age of first sexual activity, in some cases before someone is ready 
for it); (3)  Internet pornography can disgust or trouble children, adolescents, 
and adults if the sexual attitudes or behaviors shown are outside their societal 
or cultural norms; (4) it can influence children’s and adolescents’ acceptance of 
sexual interests and behaviors in a negative way (e.g., a distorted view of sex, 
supportive attitudes toward sexual aggression and sexually violent behavior 
[Hill, 2011; Malamuth, Addison, & Koss, 2000; Seto, Maric, & Barbaree, 2001]) 
(Flood, 2007, 2009; Hill, 2011).
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Several studies have addressed the issue of the use of or exposure to Internet 
pornography in juveniles in the general population. Deliberate (or wanted) use 
of pornography can be caused by curiosity, interest in sexual information, or the 
search for sexual stimulation. Accidental (or unwanted) exposure to pornogra-
phy may result from pop-ups or unsolicited emails, ambiguous terms (with sexual 
and nonsexual meaning) in search engines, or improperly guessing/mistyping of 
a website address (Flood, 2007). The use of Internet pornography is less common 
than the exposure to Internet pornography. Studies reported that 8 to 26 percent 
of children and adolescents between 10 and 20 years used Internet pornography 
deliberately (Bleakley, Hennessy, & Fishbein, 2011; Flood, 2007; Luder et al., 2011; 
Mitchell, Finkelhor, & Wolak, 2003; Skoog, Stattin, & Kerr, 2009; Wolak, Mitchell, 
& Finkelhor, 2007), whereas 25 to 72 percent of juveniles in the general population 
were exposed to unwanted Internet pornography (Flood, 2007; Luder et al., 2011; 
Mitchell et al., 2003; Rideout, 2001; Wolak et al., 2007). In general, boys and older 
youths more often used Internet pornography and were more frequently exposed 
to Internet pornography than girls and younger juveniles (Bleakley et al., 2011; 
Bonino, Ciairano, Rabaglietti, & Cattelino, 2006; Flood, 2007; Lo et al., 2010; Lo 
& Wei, 2005; Luder et al., 2011; Mitchell et al., 2003; Sabina, Wolak, & Finkelhor, 
2008; Shek & Ma, 2012; Ybarra & Mitchell, 2005). Exposure prior to the age of 
13, however, was uncommon (Sabina et al., 2008). Deliberate use of Internet por-
nography was related to rule-breaking or delinquent behavior and substance use 
(Wolak et al., 2007; Ybarra & Mitchell, 2005). Unwanted exposure, on the other 
hand, was associated with the use of file-sharing programs to download images, 
online harassment, offline victimization, and symptoms of depression (Wolak 
et al., 2007).

In summary, the Internet can have both positive as well as negative effects on 
sexuality in juveniles. The use of Internet pornography in juveniles is less common 
than the unwanted exposure to sexually explicit materials. Boys and older juveniles 
more often use or get exposed to Internet pornography than girls and younger 
youths. Although research is limited, the use of Internet pornography seems to be 
related to externalizing problem behavior, whereas exposure to Internet pornogra-
phy appears to be associated with internalizing problem behavior.

Juvenile Sex Offending and Internet Pornography

Psychological theories, forensic psychiatric theories, and criminological theories 
suggest that pornography may directly influence sexual offending. According to 
the social learning theory, juveniles learn social behavior from one another via 
observation, imitation, and modeling (Bandura, 1977). Youths who have been 
exposed to pornography may initiate sexual behaviors with younger children 
and/or peers independent of their agreement. The desensitization theory may 
explain the habituation regarding sexual aggression and sexual deviance and 
may also explain the web crawling for more extreme forms of pornography 
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such as pictures of sexual violence or child pornography (Seto et  al., 2001). 
Research in delinquent and nondelinquent adult samples consistently found 
that frequent use and the use of violent pornography were related to sexually 
aggressive outcomes and should be considered in the assessment and treatment 
of sexual offenders (Kingston, Malamuth, Federoff, & Marshall, 2009). However, 
research in adolescents is less consistent (Barbaree & Marshall, 2006) and there-
fore needs another review on Internet pornography and its relation to juve-
nile sexual offending. After a review of the studies addressing the prevalence of 
the use of pornography and exposure in JSOs, studies that address the relation 
between the use of and exposure to pornography and sexual offending behavior 
will be summarized.

An overview of empirical studies that report the prevalence of the use of and 
exposure to pornography in forensic samples of JSOs in the last 25 years is shown 
in Table 8.1. Both the use of and exposure to conventional forms of pornography 
as well as Internet pornography (in bold) are listed.

As far as we are aware, exposure to Internet pornography in JSOs was exam-
ined in only one recent study. Burton, Leibowitz, and Howard (2010) analyzed 
the exposure to pornographic web content in 218 juveniles who were incarcerated 
because of a sexual offense (mean age 16.6 years). One out of three youths had been 
exposed to Internet pornography in childhood and two out of three youths had 
been exposed to Internet pornography during adolescence. It was also reported 
that 5 to 12 percent of them had been exposed to deviant types of Internet por-
nography (e.g., child pornography, violent pornography). However, exposure to 
Internet pornography was not as prevalent as exposure to conventional forms of 
pornography, such as pictures and videos (Burton et al., 2010). Other studies on 
exposure of conventional pornography in JSOs reported percentages between 42 
and 97 percent (Becker & Stein, 1991; Ford & Linney, 1995; Wieckowski, Hartsoe, 
Mayer, & Shortz, 1998).

TABLE  8.1. Use of Pornography or Exposure in Forensic Samples of  JSOs

No. Year Authors
Sample 
size

Mean age (in 
years)

Information 
source

Frequency of use of 
pornography

Frequency of 
pornography 
exposure

1 1991 Becker & Stein 160 15.4 Self 89%
2 1993 Emerick & 

Dutton
76 15.09 Self and 

polygraph
Self: 26.8%; 
Polygraph: 77.6%

3 1995 Ford & Linney 35 15.5 Self 42%
4 1998 Wieckowski 

et al.
30 13.9 Self 97%

5 2001 Zolondek et al. 485 N/A (11–17) Self 31.6%
6 2008 Alexy et al. 160 13.01 Self 50%
7 2010 Burton et al. 218 16.6 Self 74.0–90.6%

63.5%
8 2011 Carpentier et al. 351 15.8 Self 51.6%

Note: The frequency of Internet pornography is shown in bold figures.
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As previously noted, research on the use of Internet pornography in JSOs, is 
also scarce. Studies, however, did report on the use of pornography in JSOs in 
general, sometimes including Internet pornography. In a study published before 
the “Digital Revolution” it was shown that 27 percent of JSOs admitted to having 
used pornography (Emerick & Dutton, 1993). More recent studies found that 32 
to 52 percent of juvenile delinquents who sexually offended had used pornography 
(Alexy, Burgess, & Prentky 2009; Carpentier, Leclerc, & Proulx, 2011; Zolondek, 
Abel, Northey, & Jordan, 2001). Over the last decade the use of Internet pornog-
raphy in JSOs increased. This trend has to be interpreted with caution, however, 
as the report of the use of pornography largely depends on sample characteris-
tics (e.g., age, judicial status) and the assessment methods used (mainly based 
on self-report). Furthermore, confessing to the use of pornography seems highly 
dependent on social desirability (Emerick & Dutton, 1993). For example, feelings 
of shame and the fear of consequences may lead to underreporting of the use of 
pornography.

Given the limited number of studies that addressed the presence of Internet 
pornography in JSOs, it is not surprising that no study specifically tested the 
effect of Internet pornography on juvenile sexual offending. There is some 
research that compared the use of and exposure to pornography between sexu-
ally and generally offending youths and normal controls in forensic and com-
munity samples. However, only one study considered Web-based pornography 
(Burton et  al., 2010). As longitudinal studies are needed to examine possible 
causal effects, none of the following studies is able to test the causal effect of 
Internet pornography or pornography in general for sexually offending behavior 
in juveniles. In a meta-analysis in delinquent populations, Seto and Lalumière 
(2010) found that JSOs were significantly more likely to be exposed to pornog-
raphy than nonsexual offenders (effect size d = 0.27, CI = 0.05–0.49). Burton 
and colleagues (2010) found that JSOs were also more exposed to Web-based 
pornography than nonsexually delinquent youths. Other studies have addressed 
the use of and exposure to pornography and their possible relation to sexual 
offending in community samples (Bonino et al., 2006; Kjellgren, Priebe, Svedin, 
& Långström, 2010). In a study in 14- to 18-year-olds, Bonino and colleagues 
(2006) found that the use of pornographic magazines and films was linked to 
self-reported sexual harassment and violent sexual behavior. The authors con-
cluded that the use of pornography in juveniles is related to more tolerance for 
sexual aggression and unwanted sex. Similarly, Kjellgren and colleagues (2010) 
found that the daily use of pornography and exposure to violent pornography 
in a general population sample of 17- to 20-year-olds was significantly higher 
in youths who reported sexually coercive behaviors than in normal controls. 
However, no differences were found between sexually coercive juveniles and 
juveniles with conduct problems. In sum, use of and exposure to pornography 
seems to be related to sexually offending behavior but may also be related to 
delinquency in general.
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In conclusion, research on the use of and exposure to Internet pornography 
in JSOs is scarce. In line with research in the general population, the use of por-
nography in general (including Internet pornography) is less common than the 
exposure to pornography. Due to a lack of longitudinal research it is not known 
whether the use of or exposure to pornography can be said to be a causal fac-
tor for sexual offending. JSOs, however, were more exposed to pornography than 
general offending youths. Subsequently, the use of and exposure to pornography 
was related to sexually offending behavior as well as general offending behavior in 
general population samples.

Juvenile Online Sexual Offending

In addition to the use of and exposure to Internet pornography in JSOs who 
committed their offense in the real world, the Internet is also an environment 
for delinquent sexual behaviors (e.g., downloading of child pornography). 
Although it is assumed that adults generally commit most sex offenses on the 
Internet, research shows that youths also account for a substantial part of these 
types of crime. For example, a study by the National Center for Missing and 
Exploited Children (Finkelhor, Mitchell, & Wolak, 2000)  showed that online 
sexual solicitation was carried out by minors in 48  percent of the cases. Still, 
research on online sexually delinquent behavior of adolescents remains limited. 
Three types of sexually problematic Internet behaviors will be discussed (in line 
with Quayle, 2007):  (1)  producing, trading, and downloading child abuse (i.e., 
child pornography), (2)  sexting or self-victimizing behavior, and (3)  soliciting, 
grooming, or sexually harassing behavior.

Child Pornography

During the last decade there has been an increase in the number of arrests for 
crimes involving the possession of child pornography. A study in New Zealand 
based on cases of child pornography offenders (primarily Internet child por-
nography) investigated by the Department of Internal Affairs Censorship 
Compliance Unit reported that 24  percent of the offenders (N  =  106) arrested 
for the possession of child pornography were under the age of 20 (14  percent 
of the offenders were under the age of 18)  (Carr, 2004). In 2009 the study was 
updated, this time with 318 child pornography offenders:  14  percent of the 
offenders were under the age of 20 (Sullivan, 2009). Based on data from the 
National Juvenile Online Victimization Study (a national sample of more than 
2,500 U.S.  law enforcement agencies), the number of juvenile offenders (indi-
viduals younger than 18)  arrested for child pornography in the United States 
was smaller (3 to 5 percent of the total) (Wolak, Finkelhor, & Mitchell, 2011a). 
Overall the number of arrests increased from 1,713 in 2000 to 3,672 in 2006. 
This was also the case for juvenile offenders:  3  percent (N  =  14) in 2000 and 
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5 percent (N = 28) in 2006. However, it is unknown whether the availability or 
use of child pornography between 2000 and 2006 increased, or whether there 
was more attention by law enforcement to this type of offender (Wolak et  al., 
2011a).

With the growing number of juveniles arrested for the possession of child 
pornography, it is of interest to consider the characteristics of these offend-
ers and to compare them with juvenile offenders who committed other sex-
ual offenses. Moultrie (2006) examined seven male juvenile arrestees (age 13 
to 16)  referred to the Taith Service (a partnership of judicial authorities and 
forensic mental health institutions) between 2001 and 2004 for the possession 
and/or distribution of child pornography and compared them with juvenile 
offenders who committed other sexual offenses. As the number of juveniles 
arrested for possession of child pornography was very small, comparison with 
the other offender group was rather difficult. Although Moultrie (2006) did 
not report any level of significance, the authors of this chapter will try to inter-
pret and extrapolate from these results. The juvenile Internet child pornogra-
phy offenders possessed from 15 to “several hundreds” images. With respect 
to demographic characteristics, juvenile Internet child pornography offenders 
generally were Caucasian males. They did not differ from other JSOs in terms 
of gender and ethnicity/race. Offense characteristics showed that two of the 
juveniles who were arrested for Internet child pornography offenses also com-
mitted other harmful sexual behavior: (1) indecent photography of local chil-
dren and (2) assault of a younger sister and another young girl. One juvenile 
Internet child pornography offender was arrested for a nonsexual crime: credit 
card fraud to access child pornography. However, compared with other JSOs, 
they had less often committed other harmful sexual behavior and nonsexual 
offenses. With respect to abuse, juvenile offenders of Internet child pornog-
raphy did not report sexual or physical abuse, in contrast to other JSOs, who 
did report sexual and physical abuse. Child pornography offenders and other 
sexual offenders did not differ in history of emotional abuse, which was high in 
both groups. Internet child pornography arrestees had fewer learning difficul-
ties, health problems or a disability, behavioral problems, and prior contact with 
social services than juveniles who committed other sex offenses. However, they 
did report more emotional loneliness than other JSOs. Both groups did not dif-
fer in poor self-esteem and cognitive distortion (Moultrie, 2006). These results 
suggest that juvenile Internet child pornography offenders have fewer problems 
in general than other JSOs (Table 8.2). However, these tentative results need to 
be replicated in larger samples.

Building on Moultrie’s (2006) research, Aebi and colleagues (2013) stud-
ied juveniles (age 10 to 18)  convicted for the possession and/or distribution of 
child pornography in Zurich, Switzerland, between 2000 and 2008 (N  =  54). 
These offenders had downloaded and/or saved digital pictures or videos of sexual 
abuse with children on their computer or mobile phone. Juvenile possessors of 
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child pornography had a mean age of 15.3 (SD = 1.4 years). Fifty percent of these 
offenders had also downloaded other illegal sexual pictures or videos. The num-
ber of illegal pictures or videos ranged from one up to 400. Juvenile possessors of 
child pornography were found to be heterogeneous in regard to the time frame 
and frequency of child pornography consumption. However, on average, they 
were downloading pornographic materials over a longer period of time and more 
frequently than other juvenile problematic pornography possessors (e.g., juvenile 
possessors of bestiality). Furthermore, juvenile possessors of child pornography 
significantly differed from sexual contact offenders regarding their demographic 
background and criminal behaviors. They were less likely to have been placed out-
side their family, which may indicate a less burdened familial context when com-
pared with sexual contact offenders. Both prior and subsequent offending were 
found less often in juvenile possessors of child pornography compared to sexual 
contact offenders. Whereas delinquent behaviors and antisocial attitudes play a 
major role in juveniles who were convicted for sexual contact offenses (Aebi, Vogt, 
Plattner, Steinhausen, & Bessler, 2012; Butler & Seto, 2002), these factors were 
less important in juvenile possessors of child pornography. Due to the low rate of 
sexual reoffending in both child pornography possessors and contact offenders, 
no differences were found between these two groups. Consistent with research in 
adult child pornography possessors (Seto, Hanson, & Babchishin, 2011), a low rate 
of subsequent sexual offenses by juvenile child pornography offenders was found 
(Aebi et al., 2013).

In conclusion, between 3 and 14 percent of the offenders arrested for the pos-
session of child pornography are juveniles. In general, juvenile Internet child por-
nography offenders seem to have fewer problems than juveniles who committed 

TABLE  8.2. Overview Results, Moultrie  (2006)
Juvenile Internet 
child pornography 
offenders (N = 7)

Other sex 
offenders 
(N = 209)

Demographic information
- Gender (% males) 100% 93%
- Race (% Caucasian) 86% 97%

Static background factors
- Other sexual harmful behavior 29% 61%
- Nonsexual offenses 14% 25%
- Sexual abuse 0% 51%
- Physical abuse 0% 38%
- Emotional abuse 43% 51%
- Learning difficulties 0% 51%
- Health problems/disability 14% 44%
- Behavioral problems 14% 38%
- Prior contact social services 0% 38%

Assessment
- Poor self-esteem 29% 26%
- High emotional loneliness 57% 34%
- High cognitive distortion 29% 26%
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other sexual offenses. However, it is assumed that they show more emotional loneli-
ness. With respect to criminal history and reoffending, Internet child pornography 
offenders show less previous and subsequent offending behavior than other JSOs. 
No differences in sexual criminal history or sexual reoffending were found, mainly 
because of the small number of juvenile Internet child pornography offenders.

Sexting

Sexting is the production and distribution of sexual images of oneself through 
a cellphone or the Internet (Calvert, 2009; Mitchell, Finkelhor, Jones, & Wolak, 
2011; Wolak, Finkelhor, & Mitchell, 2011b; Zhang, 2010). In 2007 Quayle 
discussed adolescents’ self-victimizing sexual problem behavior through new 
technologies (i.e., sexting). Due to of a lack of research about this topic she 
reported four cases of adolescents who took indecent pictures of themselves 
or recorded their sexual activities and posted these files on open Internet sites. 
Although child pornography laws are necessary for the protection of children, 
these laws are now also being used to prosecute children and adolescents who 
practice sexting (Calvert, Murrhee, & Steve, 2010; Zhang, 2010). Instead of 
being educated about the possible risks of the Internet and the negative conse-
quences of their immature and irresponsible behavior, the aforementioned juve-
niles may also be in danger of being prosecuted for the production, possession, 
and distribution of child pornography (Zhang, 2010). The pictures and videos 
could also be available for family and friends, educational institutions, and 
(future) employers, thereby jeopardizing the future of these juveniles (Mitchell 
et al., 2011).

Although sexting receives a lot of media attention, research on this topic 
is still in its infancy (Judge, 2012). In a nationally representative survey of 
800 U.S.  adolescents in the general population (12 to 17  years old), Lenhart 
(2009) reported that 4  percent of the adolescents with a cellphone had sent 
sexual images (nude or nearly nude) of themselves to someone else and that 
15 percent of the adolescents had received such images of someone they knew. 
Sending as well as receiving was more prevalent in older than in younger teen-
agers (Lenhart, 2009). Based on a U.S. national telephone survey on Internet 
use among 1,560 adolescents (12 to 17 years old), 3 percent of the respondents 
reported they created or appeared in nude or nearly nude images and 7 per-
cent reported receiving these kinds of images (Mitchell et al., 2011). The rate of 
adolescent sexting decreased from 3 percent to 1 percent when it was defined 
as creating images of themselves that included their naked breasts, genitals, or 
bottom (Mitchell et  al., 2011, p.  17). Another recent prevalence study based 
on self-report data of 948 U.S. public high-school students (14 to 19 years old) 
showed that 28 percent had ever sent a naked picture of themselves (Temple 
et  al., 2012). In addition, 31 percent had asked someone and 57 percent had 
been asked to send someone a sexual picture. Boys were more likely to have 
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asked someone to send them a sext, whereas girls were more likely to be asked 
for it. In line with Lenhart (2009), older teenagers were more likely to send 
sexual images than younger adolescents. In general, sexting behavior was asso-
ciated with dating and having had sex. Only in girls was sexting also related to 
risky sexual behavior (Temple et al., 2012).

Although common among adolescents, only a small subgroup of juveniles has 
been arrested for sexting (Calvert et al., 2010). To determine whether these juve-
niles constitute a specific subgroup with more delinquent behavior, Wolak and 
colleagues (2011b) conducted a national survey of U.S. law enforcement agencies 
on youth-produced sexual images. These agencies handle about 1,750 such cases 
every year. Sexual images are divided into two categories: aggravated (67 percent) 
and experimental1 (33 percent) (Wolak & Finkelhor, 2011; Wolak et al., 2011b). 
Images in the aggravated category had additional criminal features next to the 
production, possession, or distribution. This category was subdivided into images 
with adults involved2 (54 percent of the aggravated category and 36 percent of the 
total sample) and images with youths only3 (46 percent of the aggravated category 
and 31 percent of the total sample). In 62 percent of the aggravated cases where 
adults were involved, 36 percent of the aggravated youth-only cases, and 18 per-
cent of the experimental cases an arrest occurred. These data suggest that most 
youth-produced sexual images that come to the attention of the police do not lead 
to an arrest (Wolak et al., 2011b).

In conclusion, sexting is common in juveniles. Juveniles more often receive 
rather than send these images. It is assumed that sexting is related to sexually risky 
behavior in girls but not in boys. Finally, although about 1,750 cases of sexting 
come to the attention of law enforcement agencies in the United States every year, 
most cases do not lead to an arrest. A major part of the cases that lead to an arrest 
include additional criminal features beyond the sexting behavior.

Soliciting

Research on soliciting, grooming, or sexual harassment behavior on the 
Internet has mainly focused on adult offenders and juvenile victims. In a study 
by Finkelhor and colleagues (2000) about the online experiences of 1,501 juve-
nile Internet users, one in five juveniles who used the Internet on a regular 
basis was sexually solicited. In 48  percent of the cases the offender was also a 
juvenile. As research in this field is limited, scholars should focus on (1)  the 
prevalence of this kind of behavior in adolescents in the general population as 
well as in juvenile delinquent populations, (2)  the characteristics of these juve-
niles, and (3)  similarities and differences compared to non-soliciting juvenile 
Internet users in general as well as non-soliciting JSOs. This knowledge will 
enable us to offer soliciting juveniles the appropriate care and will prevent them 
from persistent offending behavior.
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Summary

Juveniles in general are frequently exposed to conventional forms of pornog-
raphy as well as Internet pornography, deliberately or by accident. Exposure to 
Internet pornography in juveniles is more common than the use of Internet por-
nography. Boys and older youths used Internet pornography or were exposed 
to Internet pornography more often than girls and younger youth. While the 
use of Internet pornography was more related to externalizing problems, the 
exposure to Internet pornography appears to be associated with internalizing 
problems.

In general, research on Internet pornography in JSOs is limited. Juveniles who 
committed a sexual offense were exposed to Internet pornography during child-
hood in 31 percent of the cases studied and during adolescence in 64 percent of 
the cases studied. Between 5 and 12  percent had ever been exposed to deviant 
types of pornography. However, JSOs were more frequently exposed to conven-
tional forms of pornography than to Internet pornography. Compared to gener-
ally offending youths, JSOs were more often exposed to pornography. In general 
population samples, the use of or exposure to pornography was related to sexual 
offending behavior as well as general offending behavior.

This chapter also discussed three types of online sexual offenses:  child por-
nography, sexting, and online sexual harassment. First, although most of the 
online child pornography offenders are adults, juveniles are responsible for 3 to 
14 percent of this type of offending. In general, such offenders seem to have fewer 
problems than juveniles who committed other types of sex offenses, although 
they seem to have more internalizing problems (e.g., emotional loneliness). With 
regard to offending behavior, they do not seem to have an offending history and 
show low rates of reoffending, sexually as well as nonsexually. Second, sexting, 
the production and distribution of sexual picture of oneself by means of a cell-
phone or the Internet, is common in juveniles. More juveniles reported they had 
received a sext than that they had sent one. Only in girls was sexting associated 
with risky sexual behavior. Most of the sexting behavior that came to the atten-
tion of law enforcements involved aggravated sexual content. These cases do not 
generally lead to an arrest. Most cases that do lead to an arrest include additional 
criminal features beyond the sexting behavior. Finally, online sexual harassment 
behavior committed by juveniles is limited. Although 48 percent of the online 
sexual harassers are juveniles, research has mainly focused on grooming behavior 
of adults.

■■ D I S C U S S I O N

Today, young people are increasingly engaged in new media and Internet con-
tent such as social media platforms, chat rooms, and websites. With the rise 
of these new technologies, the use of and exposure to Internet pornography 
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as well as online offending behavior has also increased (Short et  al., 2012). 
Juveniles spend a significant amount of time on the Internet; they are therefore 
at risk to use or be exposed to illegal pornography and to commit online sexual 
offenses (Carr, 2004). Forensic experts and criminologists are faced with new 
ways of sexual offending. For researchers and practitioners working with JSOs, 
this has also raised difficult challenges, such as:  What is the effect of Internet 
pornography on juvenile sexual offending? What kind of online sexual offenses 
do juveniles commit? (Quayle, 2007).

Due to the importance of the Internet for young people, and the association 
of pornography and sexual offending, this chapter reviewed empirical studies on 
the relation of Internet pornography to JSOs. This chapter also examined online 
sexually offending behavior of juveniles. Research in this field is limited. Most 
studies that consider pornography in JSOs are still based on conventional forms 
of pornography (e.g., magazines or movies). Outcome studies on the possible 
effects of Internet pornography on juveniles mainly focused on sexuality and 
mental health, but not on sexually aggressive behavior. Although there is a signif-
icant body of research on JSOs in general, the role of the Internet on adolescents’ 
sexually offending behavior is still not well understood. Accordingly, the exist-
ing body of research does not allow well-founded recommendations for clinical 
practice.

Given the large amount of free sexual content on the Internet, the use of and 
exposure to pornographic materials may have increased in youth in general, and 
more specifically in JSOs. From community and clinical studies there is some 
evidence that pornography is linked to sexually offending behavior in juveniles. 
However, the mechanism of Internet pornography on sexual offending in juveniles 
is not well understood. As the viewing of Internet pornography is common in 
juveniles in general, this may not be distinctive for sexual offending in juveniles. 
Future research on Internet pornography in JSOs should therefore focus on the 
frequency of the use of pornography or exposure to pornography as well as the 
type of pornography (e.g., violent pornography).

Although some of the mass media have raised concern that Internet pornog-
raphy may encourage juveniles to commit sexual offenses to a greater degree 
than conventional pornography, most scientific studies did not show a stronger 
relationship between Internet pornography and sexually offending behavior. 
However, research specifically focusing on Internet pornography is important 
for at least two reasons. First, Internet pornography may more strongly influence 
sexual attitudes and behaviors than conventional pornography (Lo & Wei, 2005; 
Peter & Valkenburg, 2008). Secondly, it is hard to control the Internet; therefore, 
it may include more deviant and violent content than more conventional forms 
of pornography. Longitudinal studies that assess pornography, especially Internet 
pornography, are necessary to understand the development of the use of and 
exposure to pornography by juveniles from adolescence to adulthood. Will the 
use of Internet pornography and exposure remain stable (high and low), increase 
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or decrease with age? This knowledge may also enlarge our insight in the relation 
between the use of or exposure to Internet pornography in juveniles and possible 
future sexual offending.

With respect to online sexual offending in juveniles, research is still lim-
ited. Juvenile online child pornography offenders seem to differ from juveniles 
who committed other sexual offenses; online offenders report fewer problems, 
although they seem to have more internalizing problems (e.g., emotional loneli-
ness) (Moultrie, 2006). Juveniles who commit Internet child pornography offenses 
do not seem to be at high risk for reoffending (Aebi et al., 2013). Future research 
should replicate the aforementioned results in larger populations and should 
extend the research on the characteristics of online child pornography offenders, 
also compared to other JSOs. Only then can researchers target the effectiveness of 
treatment of juvenile online child pornography offenders.

It is important that laws initially designed to protect children and adolescents 
(Zhang, 2010) should not be used to prosecute juveniles. Only in case of aggra-
vated sexting behavior where other offending behavior is displayed (e.g., forceful 
sex) should juveniles be prosecuted. This seems to be true for most jurisdictions 
(Wolak et  al., 2011b). Finally, because one in two perpetrators of online sexual 
harassment behavior is a juvenile (Finkelhor et al., 2000), future research should 
also target this offending behavior in juveniles.

Considerations for Clinical Practice

When juveniles are assessed because of sexually as well as generally offending 
behavior, it should be taken into account that the new media are a dominant 
and influential activity in youths (Quayle, 2007). As can be seen in the case of 
John that introduced this chapter, young people are not only passive consum-
ers of Web content (e.g., by downloading or watching pictures) but are also 
social actors who create and change the Internet (e.g., by communicating over 
social media platforms). Due to laptops, tablets, and smartphones, the Internet 
is omnipresent in the lives of youth. Internet experts, social and mass media 
experts, child and adolescent psychologists and psychiatrists, youth social work-
ers, and forensic experts must take into account how juveniles use these new 
technologies and how they affect their  lives.

Given the possible relation of the use of and exposure to pornography and 
sexual offending as well as the widespread access to the Internet, we suggest that 
the following issues should be considered in assessment and treatment for all 
JSOs (Table 8.3). As it is assumed that offending juveniles in general could profit 
from specific treatment for JSOs (Zimring, Jennings, Piquero, & Hays, 2009), 
these issues should also be considered in general juvenile offender assessment. 
Existing instruments for the assessment and treatment of JSOs already include 
many of these issues (e.g., Multidimensional Inventory of Development, Sex, and 
Aggression [MIDSA]; Knight, 2011). To gain more insight into the role of the use 
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of and exposure to Internet pornography in future online and real-life sexual and 
general offending, longitudinal research is needed (e.g., by means of the MIDSA).

More extensive assessment of the use of the Internet, social media, and the use 
of and exposure to Internet pornography is necessary for online JSOs. Present 
guidelines for the assessment and treatment of JSOs (Miner et al., 2006; Shaw, 
1999) mainly target juveniles who have committed sexual contact offenses. It can 
be argued that the existing framework (e.g., the MIDSA) is sufficient for online 
JSOs: assessment and treatment already target relevant factors about individual 
and developmental (e.g., mental health problems, sexual maturation), family 
(bonding, parental skills), and environmental (e.g., social isolation, sexual rela-
tionships) issues. However, there are some specific issues concerning offending 
behavior that should be considered in online JSOs. Quayle (2007) has proposed 
a number of helpful questions for juveniles who downloaded illegal sexual 
images. These questions concern downloading (e.g., How many images were 
accessed and where were the images accessed?), trading (e.g., Have images been 
exchanged with other Internet users?), and producing (e.g., Have images been 
created through scanning or digital camera?) images. The assessment of online 
offenders should also include the specific characteristics of their online sexual 
behaviors. Special attention is needed to detect compulsive use of pornogra-
phy in juvenile online offenders. The pleasure that some youths receive from 
the consumption of pornography may lead to addictive behaviors (Sussmann, 
2007). Some youths with insufficient coping skills may use sexual stimulation as 
a way of solving problems (Van den Eijnden, Meerkerk, Verhulst, Spijkerman, & 
Engels, 2008). Finally, the use of child pornography as a recently suggested crite-
rion for pedophilia in the DSM-V (www.dsm-5.org) (Seto, 2010) should lead to 
careful assessment of youth who have frequently downloaded such material for 
their deviant sexual desires.

TABLE  8.3. Internet, Social Media, and Internet Pornography Use in the 
Assessment and Treatment of  JSOs

Internet Do you have access to the Internet and what kind of device do you use 
(e.g., laptop, tablet computer, smartphone)?
How much time do you spend on the Internet each day?

Social media Do you use social media platforms to contact others for friendship and 
sexual relationships?
Do you use chat rooms for sexual issues?
Do you display sexually aggressive behavior on social media platforms 
and/or chat rooms?

Internet pornography Do you use or have you been exposed to Internet pornography?
How often do you use Internet pornography?
How much time do you spend on Internet pornography every week?
What kind of Internet pornography do you use (e.g., heterosexual, 
homosexual, violent pornography, child pornography)?
Do you use Internet pornography for curiosity and/or sexual 
gratification?
Do you masturbate while watching Internet pornography?

http://www.dsm-5.org) 
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1. A boy (14 years old) and a girl (12 years old) who were boyfriend/girlfriend who sent 
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2011; Wolak et al., 2011b).
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■■ I N T R O D U C T I O N

The commercial sexual exploitation of children (CSEC) in the United States is a 
challenging problem for professionals, researchers, and policymakers to address. 
The reasons for this complex landscape are several. First, on the ground, this 
assault on children takes many forms (e.g., child sexual abuse images, juvenile 
prostitution, child sex trafficking), which disguises its occurrence in the culture 
and makes it difficult to recognize. No matter the form, CSEC often involves 
psychologically complex relationships between child victims and exploiters, 
which may result in youth not self-identifying as victims and, thereby, further 
hiding the exploitation. Secondly, all forms of CSEC are crimes against children 
that occur in secret, hidden to some extent from mainstream society and law 
enforcement. These aspects of the crime affect victim identification and also limit 
research on the topic (Melrose, 2002). Thirdly, CSEC affects multiple disciplines 
such as the law, public policy, social work, and public health, and each of these 
disciplines brings to research and practice its own emphasis and concerns. The 
lack of agreement between disciplines and jurisdictions as to what constitutes 
CSEC can impede needed collaborations across professions and systems. The 
lack of a consensus definition also limits efforts to reliably measure the crime’s 
nature and breadth. Without such a fundamental understanding, however, effec-
tive prevention, rehabilitation, and legal efforts risk missing their intended mark.

In addition to the definitional and systemic challenges that characterize 
this issue, digital and other mediated technologies (i.e., mobile communica-
tions devices, social media, other Internet applications) have revolutionized the 
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industry of CSEC. Early theorists and researchers described the profound effects 
of the Internet on sexual behaviors overall (Cooper, 1998; Cooper et  al., 1999; 
Turkle, 1997) as well as the symbiotic relationship between the Internet and the 
commercial sex industry in particular:

Since its inception, the Internet has been associated with sexuality in a kind of syn-
ergistic dance, each fueling the transformation with the other. The influence of the 
Internet on sexuality is likely to be so significant that it will ultimately be recognized 
as the cause of the next “sexual revolution.” (Cooper et al., 1999, p. 519)

The current volume explores aspects of this “synergistic dance” across a range of 
devices and domains, and this chapter describes these manifestations in CSEC. 
Not sexuality per se, CSEC is a sexual crime and the commodification of sexual 
activity with children. Accordingly, this chapter will provide an overview of CSEC 
and then describe the emergent role of technology on the crime’s ecosystem. The 
discussion focuses on CSEC in the United States in part to raise awareness about 
its domestic scope and significance, although the authors recognize that the 
Internet and other technologies challenge the boundaries among domestic and 
international jurisdictions and may render this distinction less meaningful.

First, the chapter explores the different definitions of CSEC that various disci-
plines have proposed. While recognizing the imperfection of any one definition, 
the authors will adopt one in the interest of clarity. With this definition in mind, 
the chapter will then discuss the various forms of CSEC and provide a critical 
examination of available estimates. The next section explores the unique role that 
technology plays in the industry of CSEC. Although limited empirical research 
exists on the role of networked technologies in CSEC, other sources of data sug-
gest its powerful effects (e.g., case law, law enforcement data, popular press stories, 
clinical reports). As boyd and colleagues have observed about juvenile prostitu-
tion, “Technology makes many aspects of human trafficking more visible and 
more traceable, for better and for worse” (boyd, 2012, p.  1). The potential for 
technology to enhance the visibility of CSEC has particular significance for juve-
nile prostitution, a phenomenon that has been described as hidden in plain site 
(Herman, 2003). Accordingly, this work aims to explore the nature and possible 
consequences of this increased visibility with respect to its effects on child victims, 
the challenges to the many involved systems, and the social consequences of a 
crime that commodifies sexual activity with minors for financial profit.

■■ D E F I N I T I O N S

At first, the definition of CSEC may seem readily apparent. Upon closer exami-
nation, however, the relationships among CSEC and child sexual abuse, non-
commercial sexual exploitation, or child neglect become unclear. Policymakers 
have wrestled with such questions as:  Is child sexual exploitation separate from 
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child sexual abuse? Is it a form of child sexual abuse? What is necessary to 
transform sexual abuse of a child into a commercially exploitive act?

What may be clear is that sexual exploitation of children involves the act of 
unjustly using a child under the age of 18 in sexually manipulative activity for one’s 
own benefit (Garner, 2004). By virtue of the modifier “commercial,” CSEC signi-
fies a more narrow term than the broad label of child sexual exploitation. CSEC 
includes such exploitation that is related to commerce or the buying and selling of 
the commodity of the child’s sexualization (Garner, 2004). Such broad agreement 
is not sufficient, however, for understanding what is meant by CSEC. It leads only 
to further questions (e.g., What if the purchaser is not an adult? Is sexual activity 
in exchange for anything CSEC? Must the exchange be for something of value?). 
These questions can only be answered with a more precise definition.

Legal Definitions

Although the law is certainly not the only definitional source for CSEC, because 
the criminal law of any society often conveys what is generally accepted or 
generally condemned by the relevant community, it often forms the bedrock 
of other definitions. This is true in the area of CSEC. The role of children in 
society in general is often reflected in the law. For example, prior to the nine-
teenth century child abuse was not recognized as it is today as a crime war-
ranting governmental intervention. Such matters were commonly thought to 
be concerns within the family. Indeed, the first prosecution for child abuse was 
brought within the context of the American Society Against Cruelty to Animals, 
because no such organization yet existed to protect children (American 
Humane Association, 2012). While unimaginable today, this reflected the soci-
etal view of children as neither particularly vulnerable nor equal in status to 
that of adults. In contrast, today every state has some form of child abuse laws, 
the U.S. Department of Justice (DOJ) has a section designed to protect children 
from exploitation (DOJ, 2012), and the U.S. Department of Health and Human 
Services has the Administration for Children and Families, whose work includes 
a federal response to child abuse and neglect (U.S. Department of Health and 
Human Services, 2012).

International Law

Although this chapter focuses on the domestic sexual exploitation of children, 
there is a logic to beginning the discussion regarding definitions of CSEC from 
an international perspective. First, this crime, like many in the twenty-first cen-
tury that are directly affected by technology, is global in its scope. It is a crime 
that knows no international boundaries (ECPAT, 2008). Second, most discus-
sions regarding the status and harm of children begin with the landmark inter-
national agreement, the United Nations Convention of the Rights of the Child 
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(UNCRC, 1989). Although the United States has not ratified the document 
(standing alone with Somalia), it is the most accepted international accord 
in United Nations history (United Nations Blog, 2012; United States Treaty 
Collection, 2013). Moreover, its principles pervade any discussion of the rights 
of children, even in the United States (see, for example, Graham v.  Florida, 
2010 as modified, Miller v. Alabama, 2012).

While the UNCRC does not define CSEC per se, the UNCRC terminology is 
often referenced as the basis of definitions found in later documents. The UNCRC 
calls on states to protect children from all forms of sexual exploitation and abuse, 
specifically noting that such a label includes any inducement to engage in “any 
unlawful sexual activity,” as well as “the exploitive use of children in prostitution or 
unlawful sexual practices,” and the “exploitive use of children in pornographic per-
formances or material” (UNCRC, Article 34). This initial reference suggests that 
child sexual abuse and CSEC together include not only prostitution and unlawful 
sexual contact but also child pornography (also known as, and also referenced to 
in this chapter as, “child sexual abuse images”) as a form of exploitation. Moreover, 
even in 1990, the international community understood that CSEC exists in many 
forms, including intrafamilial CSEC, when UNCRC stated that its reference to 
exploitation includes “sexual abuse when in the care of parents, legal guardians, or 
another person who has care of the child” (UNCRC, Article 19).

In 1996 the international community attempted to directly address CSEC at 
the First World Congress Against Commercial Sexual Exploitation of Children 
in Stockholm. This Congress produced a nonbinding international statement, the 
Stockholm Declaration of Action, which adopted a decidedly broad definition of 
CSEC. Recognizing that CSEC is a fundamental violation of children’s rights and 
a “contemporary form of slavery,” this Declaration stated that CSEC “comprises 
sexual abuse by the adult and remuneration in cash or in kind to a third person or 
persons” and includes situations in which the child is treated as a sexual and com-
mercial object (First World Congress Against Commercial Sexual Exploitation of 
Children, paragraph 5). Its discussion of CSEC contained a clear recognition that 
such a label includes organized criminal formats composed not only of criminals 
but also several layers of intermediaries who facilitate the crime, as well as intra-
familial exploitation (paragraphs 7 and 8; Agenda for Action, paragraph 4). Thus, 
the notion of some form of remuneration to any party was explicitly introduced 
into the equation.

Therefore, by 1996 it was clear child pornography was a problem, but there was 
not definitional clarity as to the relationship between child pornography and child 
exploitation. The UNCRC placed child pornography and the prostitution of chil-
dren under the umbrella of child exploitation and sexual abuse. Whether child por-
nography fell within only one or both of these labels was unclear, as was whether 
child sexual abuse and child exploitation were distinct and separate categories. The 
Stockholm Declaration clearly embraced an exchange of remuneration for sexual 
abuse as a form of CSEC. Whether child pornography also fell under the broader 
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situation in which a child “is treated as a sexual and commercial object” was not 
apparent. However, taken together, the UNCRC and the Stockholm Declaration 
suggest that CSEC includes child pornography and commercial sexual acts such 
as, but not limited to, prostitution.

There have been several international documents that indirectly confirm this 
broad understanding of CSEC. The confirmation is “indirect” because the docu-
ments themselves do not explicitly define the term “CSEC.” Rather, they define one 
of the components of CSEC very broadly. For example, in 1999 the International 
Labor Organization’s (ILO) Convention on the Worst Forms of Child Labor placed 
within this category procuring children for prostitution, production of porno-
graphic material, and production of pornographic performances (ILO, 1999). 
Similarly, in 2000 a major protocol was signed, the Protocol to Prevent, Suppress, 
and Punish the Trafficking of Persons, especially Women and Children (Palermo 
Protocol). This Protocol to the Treaty Against Transnational Organized Crime 
forms the basis of international Human Trafficking Law and offers the first com-
prehensive definition of human trafficking and more specifically sex trafficking. 
After 2000, both internationally and domestically, policymakers had become more 
aware of the contours of human trafficking. That awareness has led to an increased 
understanding that many children involved in what was earlier referred to the 
prostitution of children are victims of child sex trafficking. Therefore, in the pres-
ent day, many have merged the two labels of “prostitution of children” and “child 
sex trafficking.”

Under the Palermo Protocol, “trafficking in persons” includes “the recruit-
ment, transportation, transfer, harbouring or receipt of a child for the purpose 
of exploitation” (Palermo Protocol, 2003). Exploitation includes, “at a minimum, 
the exploitation or the prostitution of others or other forms of sexual exploita-
tion” (article 3a). Two points are critical here. First, prostitution and other sexual 
exploitation of children are included as a form of child sex trafficking. Second, 
the Protocol does not require “threat or use of force or other forms of coercion, of 
abduction, of fraud, of deception, of the abuse of power or of a position of vulner-
ability or of the giving or receiving of payments or benefits” if the victim is under 
18 (article 3(c), (d)).

This shift in understanding CSEC, specifically a more victim-focused approach, 
continued in other international documents. It is unclear whether this represents 
a move to relabel CSEC into the more precise terms of child sex trafficking or the 
“sale of children” or is a more subtle recognition that CSEC is included under 
other forms of child abuse. However, it is likely academic to draw distinctions 
between the two. This move reflects a growing awareness that CSEC is a crime in 
which the child is the victim of the kind of abuse of her rights akin to slavery.

The next international document that shed light on the definition of CSEC 
was the Optional Protocol to the Convention of the Rights of the Child on the 
Sale of Children, Child Prostitution, and Child Pornography, which was signed 
in 2000 and entered into effect in 2002. According to the United Nations Treaty 
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Collections, the United States has signed this Protocol. Here, child prostitution 
is “the use of a child in sexual activities for remuneration or any other form of 
consideration” (Optional Protocol on the Sale of Children and Child Prostitution, 
2000). Child pornography is defined equally as broadly to include “any represen-
tation by whatever means, of a child engaged in real or simulated explicit sexual 
activities or any representation of the sexual parts of a child for primarily sexual 
purposes” (Optional Protocol on the Sale of Children and Child Prostitution, 
2000, Art. 2(c)). The “Sale of Children,” therefore includes the offering, obtaining, 
procuring, or providing a child for either child prostitution or child pornography.

Further support for this international definition of CSEC, by virtue of its incor-
poration of a broad definition of exploitation and its conjoining of the prostitution 
of children/child sex trafficking and child pornography, is found in the Council of 
Europe’s Convention on the Protection of Children Against Sexual Exploitation 
and Abuse. Here one observes a very expansive understanding of sexual exploita-
tion. This Convention states that child sexual exploitation and abuse includes all 
of the following offenses outlined in Articles 18 to 23: sex abuse, child prostitution, 
various child pornography offenses, corrupting a child, and solicitation (Council 
of Europe’s Convention on the Protection of Children Against Sexual Exploitation 
and Abuse, 2007). Because Article 18 is entitled “Sexual Abuse,” it would seem 
that “Sexual Abuse” refers to that article and “Sexual Exploitation” includes the 
remaining prostitution, pornography, and corruption and solicitation offenses. 
Each offense is also defined rather broadly as well. Child prostitution includes 
not just recruiting or causing a child to engage in prostitution but also “profiting 
or otherwise exploiting a child for such purposes” (Art. 19). Combined with the 
expansive definition of prostitution in the Optional Protocol to the CRC including 
“remuneration or any other form of consideration,” this casts a wide net (Optional 
Protocol on the Sale of Children and Child Prostitution, 2000; Art. 2(c)). Similarly, 
the definition of child pornography in the EU Convention on the Protection of 
Children follows the Optional Protocol’s example of including depiction of chil-
dren engaged “in real or simulated sexual activities” as well as depicting a “child’s 
sexual organs primarily for a sexual purpose” (Convention on the Protection 
of Children Against Sexual Exploitation and Sexual Abuse, 2007; Art. 20, 20; 
Optional Protocol on the Sale of Children and Child Prostitution, 2000; Art. 2(c)).

The Rio de Janeiro Declaration and Call for Action to Prevent and Stop Sexual 
Exploitation of Children and Adolescents (2008; hereinafter Rio Declaration), a 
nonbinding international agreement to follow up on the Stockholm Declaration 
and Yokohama Global Commitment, solidifies this modern understanding of 
child sexual exploitation. This document explicitly states that “ ‘sexual exploitation 
of children and adolescents’ is used to denote all forms of sexual exploitation and 
sexual abuse of people under the age of 18 in all settings: in the home and family, 
in schools and educational settings, in care and justice institutions, in the com-
munity and in the workplace” (p. 3).
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Given the foregoing review of legal definitions, it would seem that internation-
ally child sexual exploitation would include child pornography, child prostitution, 
and child sex trafficking. Commercial child sexual exploitation would refer to any of 
these actions where there is remuneration or consideration of any kind to any party.

Domestic Law

As this chapter will discuss, in the United States many agencies and nonprofit 
organizations have offered definitions of CSEC. Most, if not all, appear to draw 
from definitions in federal law. Therefore, that is a logical first source. However, 
textually federal law is somewhat inadequate, as the federal criminal code is 
intended to be narrower than a state code. Criminal codes on the state level are 
intended to include all forms of conduct sought to be condemned. However, 
for an action to become a federal crime, the federal government must have 
jurisdiction (28 USC §533 (2010)). The federal government cannot make an 
action a federal crime simply because it condemns the action. The federal gov-
ernment has jurisdiction only to regulate certain crimes. Federal crimes must 
implicate federal interests. Therefore, federal crimes do not reflect the complete 
list of activities condemned, but only those over which the federal government 
has jurisdiction. While federal child exploitation law does define its crimes, one 
must keep in mind it can treat as a crime only a limited amount of wrongful 
activity, the rest being left for the states.

The federal government has identified some areas in which there is a federal 
interest in CSEC. One is child pornography when it implicates interstate com-
merce. Indeed, the child pornography offenses in the federal criminal code are 
entitled the Sexual Exploitation of Children and the Sale of Children (18 U.S.C. 
§§2251, 2251A (2010)). However, in 2000 the federal government adopted 
criminal legislation regarding the trafficking in children, which was previously 
primarily handled in the format of “child prostitution” on the state level (or at 
times under the Mann Act statutes (18 USC §2421)). In so doing, the federal 
government explicitly criminalized child sex trafficking within its Trafficking 
Victims Protection Act (William Wilberforce Trafficking Victims Protection 
Reauthorization Act, 2008). It defined a commercial sex act as “any sex act, on 
account of which anything of value is given to or received by any person” (18 
U.S.C. §1591(e) (2010)). Therefore, its definition of child sex trafficking can 
include the recruitment, harboring, transportation, provision, or obtaining of a 
child under 18 for a sex act for which anything of value is received by any per-
son. In its official Findings for the TVPA, Congress adopted the same implicit 
category for CSEC to include prostitution, child pornography, and other sexual 
exploitation where something of value is transacted. It described the sex indus-
try as involving “sexual exploitation of persons, predominantly women and 
girls, involving activities related to prostitution, pornography, sex tourism, and 
other commercial sexual services” (22 USC §7101(b)(2) (2010)).
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This legal definition is confirmed by the DOJ’s own definition of CSEC as “sex-
ual abuse of a minor for economic gain. It involves physical abuse, pornography, 
prostitution, and the smuggling of children for unlawful purposes” (DOJ, 2007). 
Such a comprehensive definition is reflected in other federal government defini-
tions such as the Department of Health and Human Services, Office of Refugee 
Resettlement (2012), and the State Department’s Annual Trafficking in Person’s 
Report (2012), which discussed Child Sex Trafficking as:

When a child (under 18  years of age) is induced to perform a commercial sex act, 
proving force, fraud, or coercion against their pimp is not necessary for the offense 
to be characterized as human trafficking. (p. 33)

State Law

This broad definition of CSEC is also reflected in recent trends in state law. 
According to the Polaris Project (2012), which conducts an annual rating of 
state human trafficking laws, 49 states and the District of Columbia have human 
trafficking laws. However, the content and scope of these laws vary significantly. 
Regarding CSEC, only 47 have a sex trafficking provision (Polaris Project, 2012). 
Of those, 36 provide that force, fraud, or coercion is not necessary to prove traf-
ficking of minors. Similarly, only 11 have any sort of provision that dictates a 
minor victim of CSEC cannot be prosecuted for prostitution. Among the most 
comprehensive definitions of CSEC on the state level is Washington’s, which 
defines a commercial sex act as “any sex act or sexually explicit performance on 
account of which anything of value is promised to, given to, or received by any 
person” (Wash. Rev. Code Ann. §9A.40.010). Arizona also reflects this broad 
approach, defining CSEC as follows:

Using, employing, persuading, enticing, inducing or coercing a minor to engage 
in or assist others to engage in exploitive exhibition or other sexual conduct for the 
purpose of producing any visual depiction or live act depicting such conduct; [or] . . . to 
expose the genitals or anus or the areola or nipple of the female breast for financial or 
commercial gain.

Permitting a minor under the person’s custody or control to engage in or assist 
others to engage in exploitive exhibition or other sexual conduct for the purpose of 
producing any visual depiction or live act depicting such conduct.

Transporting or financing the transportation of any minor through or across 
this state with the intent that the minor engage in prostitution, exploitive exhibition 
or other sexual conduct for the purpose of producing a visual depiction or live act 
depicting such conduct. (Ariz. Rev. Stat. §13-3552)

It is clear, therefore, that both domestically and internationally, CSEC has 
been defined broadly. It goes well beyond “child prostitution” as traditionally 
understood. It includes any action in which a child is induced to engage in a 
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sexual act, including a pornographic image or performance, and any form of 
remuneration is exchanged to any person. Because this definition is consistent 
with federal law, international law, and state trends, this will be the definition 
adopted in this chapter.

Civil Society

A brief review of civil society’s literature reflects this broad understanding 
of definitions. The previously discussed ILO definition is such an exam-
ple. Domestic civil society follows a similar path as these definitions often 
relate back to federal law. Three preeminent nonprofit organizations (Shared 
Hope International, ECPAT, and the Protection Project) include under the 
umbrella term CSEC four forms of abuse:  child trafficking for sexual pur-
poses, child prostitution, child pornography, and child sex tourism (Shared 
Hope International, 2006). The most comprehensive definition in American 
civil society comes from ECPAT (2008), which asserts that three “primary 
and interrelated” forms of CSEC are prostitution, pornography, and traffick-
ing for sexual purposes, and other forms of CSEC include child sex tourism, 
child marriages, and forced marriages.

The key element is that this violation of children and their rights arises through a 
commercial transaction of some sort . . . That there is an exchange in which one or 
more parties gain a benefit—cash, goods, or kind, from the exploitation of for sexual 
purposes of someone below the age of 18. (ECPAT, 2008)

This notion of “in kind” exchanges is critical to understanding CSEC because 
it then includes “survival sex,” in which a minor may appear to be voluntarily 
engaging in a sexual act, but it is done in exchange for food, protection, a place 
to sleep, etc. (United Nations AIDS Inter-Agency Task Team on Gender & 
HIV/AIDS, 2008).

Therefore, in the United States, as is the case internationally, CSEC includes the 
sexual exploitation of children in the form of child pornography, prostitution, and 
child sex tourism, in which something of value is exchanged to anyone.

■■ N A T U R E  A N D  S C O P E  O F   C S E C

Coming to an acceptable definition of CSEC is not merely an academic enter-
prise. It then leads to a discussion of what behaviors do and do not consti-
tute CSEC, which has critical implications for the crafting of social, legal, and 
clinical responses to child victims. The broad local and international acceptance 
of such a comprehensive definition of CSEC means that many behaviors and 
many actors fall within  it.

A discussion of the nature and scope of CSEC reveals the parasitic relationship 
between the two concepts. On the one hand, it may seem logical to first examine 
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the numbers (i.e., the scope) of those victimized through CSEC. This is a chal-
lenge, however, due to the secretive nature of the crime, the characteristics of the 
victims, as well as the many forms of the abuse. Examining the nature of CSEC 
first leads to so many qualifications that the numbers seem almost meaningless.

Scope

With this understanding, many trends come to light about the current forms of 
CSEC. As a threshold matter it is critical to note that little, if any, sound sci-
entific research exists to understand the scope of CSEC (Stransky & Finkelhor, 
2008). This is due in large part to the underground nature of the crime, the 
psychological dynamics between victims and offenders, as well as characteristics 
of involved children who, by virtue of their developmental status and vulner-
abilities, are easily silenced. Indeed, one research group reports that the most 
common incident location for human trafficking is a residence, which speaks to 
the hidden nature of the crime (DOJ, 2012). Further, only recently have social 
scientists explicitly conceptualized juvenile prostitution as a form of child mal-
treatment and abuse as opposed to delinquency (Mitchell, Finkelhor, & Wolak, 
2010). Related confusion exists among law enforcement as to whether prosti-
tuted youth are seen as victims or delinquents (Halter, 2010), and these ten-
sions continue in the legal system (Adelson, 2008; Birkhead, 2011). Thus, the 
lack of reliable scientific data on the true prevalence of prostituted children in 
the United States may reflect these larger tensions around how youth are per-
ceived and treated within and across the systems charged with their protection.

Exact statistics about child sex trafficking or prostituted children remain 
unknown in part because research is lacking (Finklea, Fernandes-Alcantara, & 
Siskin, 2011). An often miscited statistic claims that between 244,000 and 325,000 
American children are involved in prostitution annually (Estes & Weiner, 2001). 
However, this report by Estes and Weiner (2001, p. 10) actually concluded that 
these numbers reflect the number of youth who are at risk each year of being a 
victim of CSEC due to their status as “runaways, throwaways, victims of physical 
or sexual abuse, users of psychotropic drugs, members of sexual minority groups, 
illegally trafficked children, children who cross international borders in search of 
cheap drugs and sex, and other illicit fare.” While this estimate reflects the number 
of vulnerable children in the United States, and the circumstances discussed are 
highly relevant risk factors for CSEC, the authors themselves expressly warned 
the number is not to be considered a measure of children involved in CSEC. They 
continue to call for further research to determine an accurate figure. It is difficult, 
if not quixotic, to accurately assess the number of children in prostitution (DOJ, 
2007; National Institute of Justice [NIJ], 2012; Stransky & Finkelhor, 2008.)

While reliable epidemiologic data are elusive, trends can be observed. Most 
women over age 18 involved in prostitution began when they were adolescents 
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(Abramovich, 2005; Silbert & Pines, 1981, 1982). DOJ research places the aver-
age age of entry between 12 and 16 (NIJ, 2012; DOJ, 2007). Indeed over half of 
the human trafficking cases examined in one study involved minor victims, con-
cluding not only that minors are involved in human trafficking at a high rate, but 
also that they are involved in a higher percentage of sex trafficking cases than 
any other type of human trafficking (DOJ, 2012). Another national survey of over 
13,000 American children concluded that nearly 4 percent of children in grades 7 
to 12 have exchanged sex for drugs or money (Edwards, Iritani, & Hallfors, 2006). 
The authors extrapolate from this figure that over 650,000 children have engaged 
in commercial sex. Although arrests are not a reliable source for accurate num-
bers, of CSEC events, one study found that 79 percent of sex trafficking victims 
were between 16 and 20 and 24 percent were under 16 (DOJ, 2012). This same 
study found the average age of an offender was 33, and a third of the offenders 
were women.

The scope of child pornography is equally drastic. A  similar pattern can be 
seen when examining the growth of child abuse images through recent decades. 
As will be discussed, the Internet affords the offender access to child abuse images, 
the mass distribution makes the images affordable if not free between collectors, 
and offenders can do so anonymously. Similarly, offenders can, through the use 
of peer-to-peer groups, share their common interest and receive validation from 
networks.

While precisely determining the amount of images traded or the number 
of offenders is impossible (DOJ, 2010), some statistics confirm the trend of an 
increase in both the production and trade of child abuse images. The Protect Our 
Children Act (2007) mandates that various federal government agencies study 
the child exploitation industry, develop a research-based national strategy, and 
report to Congress every two years on the state of child exploitation and the 
advancement of the strategy. According to their initial report in 2010, a majority 
of experts conclude that “child pornography is growing exponentially or there is 
an overwhelming increase in the volume of child pornography images available” 
(DOJ, 2010, p. 11). This increase is measured back to the 1990s (U.S. Government 
Accountability Office, 2011, p. 11) Although it is impossible to quantify the num-
ber of images with precision, many indicators confirm this conclusion about the 
growth of the industry since the advent of the Internet.

One measure includes complaints and tips from the public who come across 
such material. Prior to the Internet, the chances of an accidental encounter with 
child sexual abuse images were significantly less than today. Now, with the ability 
to produce the images cheaply through digital technology, massively distribute 
them, and access them through the Internet, the public can encounter them at a 
much greater rate. The Internet Crimes Against Children (ICAC) task forces are 
over 50 federal, state, and local partnerships throughout the country that focus 
exclusively on responding to such exploitive crimes against children. From 2006 
to 2010, these task forces estimated an increase of more than 80 percent in the 
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number of complaints from the public regarding child pornography; this has led 
to an increase in arrests of approximately 150 percent over the same time period 
(U.S. Government Accountability Office, 2011).

The National Center for Missing and Exploited Children (NCMEC) receives 
reports from the public regarding child exploitation observed on the Internet 
through its CyberTipline and forwards the information to the appropriate inves-
tigating agency or ICAC task force. NCMEC reports similar trends. Not only 
are reports of child pornography increasing exponentially, but also federal agen-
cies are deeming within their jurisdiction over 100 percent more referrals from 
the CyberTipline, and referrals to ICAC task forces have similarly increased by 
approximately 70 percent in two years (U.S. Government Accountability Office, 
2011, pp. 24–25).

NCMEC is also the warehouse for images recovered by law enforcement. It 
operates a Crime Victim Identification System, which receives child abuse images 
from law enforcement and electronically reviews them to locate any children 
within the images. NCMEC reports that submissions of recovered child abuse 
images from law enforcement increased by over 400 percent between 2005 and 
2009 (DOJ, 2010).

Not only reports but also arrests and prosecutions have increased as well. ICAC 
task forces, the FBI, United States Immigration and Customs Enforcement (ICE), 
and the Secret Service have all reported increased arrest rates for child sexual abuse 
image cases (U.S. Government Accountability Office, 2011, p.  11). Importantly, 
however, the U.S. Postal Service has reported a 54 percent decline in cases arising 
from the use of the U.S. Mail (U.S. Government Accountability Office, 2011, p. 11), 
which officials believe is in part due to the increased availability of child pornog-
raphy through the Internet rather than the mail.

Nature of CSEC

As understood today, CSEC involves much more than what has traditionally 
been considered “child prostitution” in which a child has sexual contact with an 
adult in exchange for money. It arguably also includes more forms of exploita-
tion than sexual abuse as well as any time that a child is “sexually objectified” 
in exchange for remuneration of any kind. Sexual objectification occurs when 
one is “made into a thing for others’ sexual use . . . and/or sexuality is inappro-
priately imposed upon a person” (American Psychological Association [APA], 
2007, p.  1). Although youth in prostitution “are by definition sexualized—
objectified and treated as sexual commodities” (p. 16), such objectification may 
occur in other circumstances as well.

For example, CSEC also encompasses so-called “survival sex.” This is when a 
child engages in a sexual act in exchange not necessarily for money but for a safe 
place to sleep, food, shelter, etc. (DOJ, 2012). This can occur both within the fam-
ily and outside the home. Within the home, often a family member may demand 
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sexual acts or the child will lose access to food and shelter. Outside the home, 
many children who ultimately become prostituted are runaway or throwaway 
children fleeing an abusive or neglectful home. Childhood abuse occurs in situ-
ations of neglect and/or compromised attachments to adult caretakers, and such 
a history, in addition to limiting economic opportunities, renders youth highly 
vulnerable to the attachment that a pimp or other exploiter may initially offer. In 
this chapter, the authors define “pimp” as “a person who solicits customers for a 
prostitute, usually in return for a share of the prostitute’s earnings” (Garner, 2009). 
Pimps target youth from vulnerable backgrounds and may offer prolonged peri-
ods of “romance” where the child receives monetary goods (e.g., shelter, clothes) 
and psychological ones (e.g., companionship, romance, the promise of safety and 
protection, self-esteem from the attention and interest afforded her). Maltreated, 
neglected, and abused youth are extremely vulnerable to such tactics. This process 
may resemble “grooming,” a process more widely understood as associated with 
other forms of childhood sexual abuse. This process serves ultimately to gain con-
trol over the victim, which the pimp may leverage against the victim through vio-
lence, substance abuse, intimidation, or the threat of terminating the food, shelter, 
protection, and seeming companionship that a pimp provides. In either circum-
stance, the victim is totally dependent on an abuser to meet her basic needs, and 
such is sufficient to establish the remuneration element of CSEC.

CSEC can also include the situation when a child is induced into participat-
ing in a sexually explicit image (i.e., is part of a production of child pornogra-
phy, or is induced to send an image to an individual) if the other elements are 
met. Similarly, it includes when a child is induced to engage in a sexual perfor-
mance, although no sexual contact occurs. As long as there is an exchange of some 
form of remuneration, it is CSEC. The remuneration need not be to the child and 
need not be money. Therefore, if a pimp, parent, or guardian received anything of 
value in exchange for making the child even available for such exploitation, that 
is CSEC. In short, offenders are not limited to the stereotypical pimp on the street 
corner:  “Individuals, families, and networks of individuals buy and sell human 
beings primarily for sexual services and domestic services” (Crane & Moreno, 
2011, p. 3). Relatives have always played a significant role in exploiting children; 
more recently, gangs have played an increasing role (Foley, 2011).

Whatever the form of the exploitation, it is clear that the victims share vulner-
abilities that offenders exploit. The broadening understanding of CSEC necessarily 
leads to a broadened understanding of the actors involved in the exploitation of 
a child. Thus far, the chapter has used the word “pimp” to refer to the individ-
ual who controls the exploited victim and profits from her victimization (Davis, 
2013). Although originally a vernacular term, the word is accepted terminology 
in research on exploitation and often denotes one who utilizes sexual seduc-
tion, coercion and physical abuse to control the exploited person (Davis, 2013; 
Frug, 1992). The term includes those who control the victim’s exploitation, inside 
and outside the family, and it has often been used interchangeably with “human 
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trafficker,” as the latter is defined under federal law as one who recruits, entices, 
harbors, transports, provides, receives, or obtains a person for a commercial sex 
act (18 U.S.C. §1591(a)(i). As such, trafficking could technically also apply to a 
purchaser (US v. Jungers, 702 F. 3d 1066 (8th Cir. 2013)).

While “trafficker” can apply to both a purchaser and seller of a child, each plays 
distinct roles. As such, the term “offender” could refer to both kinds of exploit-
ers throughout this chapter. This role can be distinct from the person who pur-
chases the child for sexual exploitation. This buyer of the child is obviously also an 
exploiter and could fall within the definition of “offender.”

■■ C O M M O N A L I T I E S  A M O N G  V I C T I M S

No matter the form of CSEC, victims possess one or several vulnerabilities that 
“conspire to keep them” in prostitution (NIJ, 2012). Indeed, prostitution has 
been described as a process of victimization across the life cycle (Brannigan & 
Gibbs Van Brunschot, 1997), which neglect and abuse in one’s family of origin 
may initiate. An NIJ-funded study found the most common characteristics of 
victims of CSEC to include economic need, trauma suffered from sexual abuse, 
physical abuse, or neglect, running away or being thrown out from home due 
to abuse-related dynamics, high levels of truancy, and poor employment skills 
(NIJ, 2012). This study further reported that running away from home and 
homelessness are among the most important predictors of prostitution. Indeed, 
those most at risk are runaways, homeless children, or youth leaving foster care 
(Crane & Moreno, 2011).

Although many studies have linked sexual abuse with later entry into prostitu-
tion (Nixon et al., 2002, Silbert & Pines, 1981, 1982; Van Brunschot & Brannigan, 
2002), more research is needed on what moderates this relationship, since a major-
ity of abused children will not be prostituted. Wilson and Widom (2010) suggested 
the importance of understanding the complex ways in which developmental fac-
tors interact to shape child outcomes such as involvement in prostitution. These 
researchers used a prospective cohort design to examine possible mediators of the 
relationship between childhood abuse/neglect and prostitution in young adult-
hood. Structural equation modeling evaluated the pathways between several prob-
lem behaviors during childhood (e.g., sexual initiation prior to age 15, running 
away, juvenile crime involvement, school problems) among a cohort of abused 
and nonabused matched controls. Although victims of childhood abuse/neglect 
were at increased risk for all problem behaviors except drug use, only early sex-
ual initiation significantly predicted of entry into prostitution in the final model. 
Findings were consistent across forms of maltreatment examined (physical and 
sexual abuse as well as neglect). Additional research of this kind may help identify 
those risk factors most related to involvement in CSEC in order to more effectively 
tailor prevention, identification, and rehabilitation efforts.
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Although empirical research is limited, at least one study suggests that children 
affected by sexual exploitation with a commercial aspect may be a subgroup of 
victims at particularly high risk compared with children whose sexual exploitation 
lacks a commercial element. For example, a nationally representative longitudinal 
study of approximately 2,600 local, state, country, and federal law enforcement 
agencies across the United States surveyed arrests in 2006 for Internet-related sex 
crimes against minors (National Juvenile Online Victimization Study; Mitchell 
et  al., 2011). This study reported few demographic differences between com-
mercially versus noncommercially sexually exploited victims. When researchers 
compared victims of CSEC to sexually exploited children where no commercial 
element was present, CSEC victims were more likely to be involved with the pro-
duction of sexual abuse images, offered or given illegal drugs or alcohol, and phys-
ically assaulted (the majority of both victim groups experienced sexual assault). 
Further, more victims of CSEC had a history of failing grades in school, running 
away from home, and some form of criminal conduct compared with noncom-
mercially sexually exploited youth (Mitchell et al., 2011).

With respect to offenders in this same study, those profiting from the com-
mercial sexual exploitation of children were more likely to have prior arrests for 
both sexual and nonsexual offenses, were more prone to violence, and were more 
likely to work with other offenders and to involve female offenders (Mitchell et al., 
2011). Black offenders were overrepresented among CSEC profiteers; the authors 
suggested that this finding required additional study since in general Internet sex 
crimes are disproportionately committed by white men. This research suggests 
that even if child sexual exploitation with a commercial element is less prevalent 
than sexual exploitation without a commercial aspect, CSEC may be associated 
with more risk for involved children due to aggravating aspects of the crime and 
the particular offenders involved (Mitchell et al., 2011).

Based on these results, Mitchell and colleagues (2011) argue that CSEC must be 
understood to include Internet-facilitated commercial sexual exploitation, given 
the migration of sex crimes to this environment. The fact that scarce empirical 
data exist about these issues suggests the importance of professionals understand-
ing what is known—and unknown—about the role of technology in CSEC, which 
is considered next.

■■ T E C H N O L O G Y  A N D   C S E C

It is axiomatic to observe that “technology changes everything,” and this is 
equally true in the realm of CSEC. Here, it is important to subdivide CSEC into 
child pornography and other forms of CSEC because the effect of technology is 
far more direct in child sexual abuse images; technology and the Internet fun-
damentally changed the production, possession, and distribution of child abuse 
images, transforming it to a global enterprise. Thus, the effect of technology on 
this form of CSEC merits a separate discussion.
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Technology and Child Sexual Abuse Images

Cooper (1998) coined the term the “Triple A Engine” to describe three aspects of 
the Internet that could facilitate problematic online sexual behavior: affordability, 
anonymity, and accessibility. Prior to the advent of the Internet, child pornogra-
phy was created by either video or still image (Lanning, 2010). It was traded pri-
marily through the mail or through purchase in an “adult bookstore” (New  York 
v. Ferber, 1982). There was, therefore, an element of risk involved in distributing 
or obtaining this material. Furthermore, because the material is clearly illegal, 
and an interest in it socially unacceptable in mainstream society, there was no 
easy way to locate other like-minded individuals. This posed challenges to con-
necting the producers to distributors, and distributors to purchasers. Similarly, 
the production aspect of child abuse images was also more challenging. Although 
most child sexual abuse is committed by a person known to the victim or family 
(Finkelhor et  al., 2005)  unless the producer of child pornography lives with the 
victim, he still needs access to children to produce the material. As such, whether 
an offender is commercially producing the images or producing them as part of 
a larger child sexual abuse strategy, there was a higher level of risk in locating 
potential victims and engaging in the grooming process (DOJ, 1994) or outright 
abduction in order to produce the child abuse images.

However, just as it claims, the Internet “brings people together.” As Cooper 
(1998) observed, it provides accessibility: access to victims by producers, access 
to child abuse images by potential purchasers, access to like-minded individuals 
who can validate a sexual interest in children not found in mainstream society. 
Furthermore, much of this can occur anonymously or at least under the cover 
of another identity. The risk once associated with approaching and grooming a 
victim, locating the illegal material or potential consumer, conducting the trans-
action, or identifying like-minded individuals who can direct offenders to other 
sources of child abuse images is all facilitated by the Internet and done with rela-
tively little risk. All uses of the Internet facilitate connection among the parties, 
as suggested by recent cases across a range of online modalities: chat rooms (e.g., 
United States v. Bowser, 2008; United States v. Rowe, 2005), social networking sites 
(United States v. Strom, 2012), and online advertising services such as Craigslist 
(United States v.  Nestor, 2009). Peer-to-peer file-sharing organizations such as 
Gnuttella (United States v. C.R., 2011) allow people to share child abuse images. 
More sophisticated underground networks allow for rings of child abuse image 
trading (Frieden, 2011; McKim, 2012).

Similarly, the Internet has made obtain child sexual abuse images affordable. 
Testimony by Ernie Allen, then the president and CEO of NCMEC, delivered to 
the Institute of Medicine Committee on Commercial Sexual Exploitation and Sex 
Trafficking of Minors in the U.S., described how one can join a website that offers 
such images to offenders for a monthly fee (Allen, 2012). Moreover, the very busi-
ness model of child sexual abuse images has been altered. Prior to the Internet, 
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case law reflected material commercially produced, albeit often crudely (New York 
v. Ferber, 1982). The Internet, digital cameras, relatively inexpensive high-quality 
filming equipment, and computers with massively increased memory as well as 
alternative storage ability with relatively little space has allowed for a flood of 
images to the market. As described in 2012 testimony by Michelle Collins to the 
U.S. Commission on Sentencing, “Technology such as smartphones and thumb 
drives and cloud computing have made it easier for offenders to collect and store 
their child pornography” (United States Sentencing Commission Public Hearing 
on Federal Child Pornography Crimes, 2012). As Ernie Allen discussed, prior to 
the advent of the Internet, the problem of child abuse images had been reduced 
to a relatively negligible size, but the Internet led to a resurgence of child abuse 
images to unimaginable levels. As of August 2010, NCMEC received 753,390 tips 
to its CyberTipline (in contrast to the 4,560 received in 1998); acting on those tips, 
NCMEC reviewed more than 28.5 million child pornography images and videos 
that were used to identify victims (DOJ, 2012). Peer-reviewed research converges 
with these data, with the University of New Hampshire’s Crimes Against Children 
Research Center reporting threefold increases in arrests for technology-facilitated 
child exploitation cases of all types between 2000 and 2006 (Wolak et al., 2003;  
Wolak et al., 2004; Wolak, Finkelhor & Mitchell, 2009).

The affordability of the technology has altered the available material not only 
quantitatively but also qualitatively. Many of the child abuse images today are not 
commercially made, but homemade (Lanning, 2010). Child abusers now record 
their abuse for a number of reasons, including the desire to keep and relive the 
abuse as part of the sexual offending cycle (Lanning, 2010). However, this material 
is now currency within the child abuse community that has been facilitated on the 
Internet. Collectors of child abuse images are constantly looking for new images. 
Research has shown the ways in which users of pornography require more extreme 
images to obtain the same level of sexual stimulation (Wortley & Smallbone, 
2012); as such, child sexual abuse images have become more sadistic and violent 
(DOJ, 2010). Therefore, many file-sharing groups require members to provide new 
images in exchange for gaining access to the informal network (Frieden, 2011). 
The result is that offenders are creating their own images, and today offenders cre-
ate the vast majority of images of child sexual abuse (Lanning, 2010).

Technology and Prostituted Children

The use of social media to facilitate juvenile prostitution has been discussed 
in popular-press editorials (Kristof, 2012a, 2012b) and stories about FBI raids 
of prostitution rings (Kuo, 2012). In 2010 there was a highly publicized outcry 
among advocates, politicians, and law enforcement about Craiglist’s purported 
role in facilitating the sexual exploitation of minors via its Adult Services sec-
tion (Abrams, 2010; Latonero et al., 2011). Despite the visibility of this issue in 
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the popular media, peer-reviewed research on the role of technology and pros-
titution of U.S. minors is in its “infancy” (Latonero et al., 2011; Latonero et al., 
2012, p.  8). Experts nevertheless assert that based on available data, trends 
observed in law enforcement, and recent case law, technology has facilitated 
the growth and changing case dynamics of juvenile prostitution in the U.S. 
(Hughes, 2002; Latonero et al., 2011, 2012; Mitchell, Jones, Finkelhor, & Wolak, 
2011). Shared Hope International (2012, p.  15) found technology to be “the 
single greatest facilitator of the commercial sex trade” in nearly all the coun-
tries it studied. The adult entertainment industry is a notorious early adopter 
of novel technology to facilitate its business model, and this is also true of the 
commercial sex industry (Hughes, 2002). For example, one of the early uses 
of videoconferencing technology was to facilitate the live transmission of girls 
being sexually abused to prospective buyers (Hughes, 2000). If one examines 
CSEC through a business model, technology clearly plays a role in this criminal 
enterprise just as it does within legitimate businesses.

Thus, the increasingly networked sociality of life in general is now apparent 
in the dynamics of CSEC: “Just as individuals are leading ever more ‘mobile and 
networked’ lives . . . trafficked minors and traffickers are too, but with varying 
degrees of technological fluency” (Latonero et  al., 2012, p. 28). Technology has 
led to efficiency and innovation in legitimate businesses and has also led to more 
efficient CSEC. A recent report highlighted the centrality of mobile phones in the 
crime’s ecosystem and described technology in CSEC as increasingly diffuse and 
extending beyond specific online platforms such as classified ad sites (Latonero 
et al., 2012). Diffusion here refers to blurred boundaries between recruitment and 
advertisement and online social networks, which facilitate a “multidimensional, 
participatory, networked realm for minors, traffickers and johns to communicate 
with each other” (Latonero et al., 2012, p. 28). Mobile phone technology may aid 
exploiters in reaching a larger client base and schedule more episodes of sexual 
exploitation per child (DOJ, 2010). Exploiters and traffickers can directly market 
to buyers, the transaction can occur in private with significantly decreased risk, 
and traffickers can have greater control over the victims. Thus prostitution grows 
as a potentially rich source of criminal activity and criminal enterprises are drawn 
to it away from other criminal work, which may be associated with greater risk 
(Cramer, 2008).

Cooper’s Triple A  Engine (1998) (accessibility, affordability, anonymity) also 
helps describe the effects of technology on youth in prostitution. This includes 
enhanced access to victims both in terms of recruitment and ways to sharpen 
the crime’s commercial element (e.g., arranging meetings between prostituted 
children and buyers of sex, exploiters’ use of technology to control and monitor 
sexually exploited youth). Technology provides access to victims, access between 
prostituted children and buyers of sex, and the ability to make the connection 
between purchaser and victim with decreased risk. Similar to child sexual abuse 
images, children must be groomed, recruited, coerced or forcibly abducted into 
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prostitution. Whichever method is used, the exploiter must have access to poten-
tial victims who may be vulnerable to recruitment (e.g., abuse/neglect, compro-
mised parental attachment, truancy/running away, few financial alternatives). It 
is well documented in case law that traffickers and exploiters use social network-
ing sites to recruit victims (e.g., United States v. Strom, 2012)  in addition to the 
traditionally recognized in-person recruitment. This use of technology enlarges 
the pool of potential victims both quantitatively and qualitatively: use of social 
networking sites provides an exploiter with access to a larger pool of victims as 
well as access to a broader pool. No longer must exploiters recruit children who are 
homeless, runaways, or otherwise obviously vulnerable; they may now reach chil-
dren who are settled at home, attend school, and lead seemingly acceptable lives.

Although there are limited, if any, studies that empirically describe youth who 
are most vulnerable to recruitment into prostitution via online technology, the 
authors suggest a judicious extrapolation from research on youth vulnerable to 
other forms of high-risk behavior online. For example, maladjusted youth (e.g., 
depressive symptoms, strained parent–child relationships, history of abuse/
neglect) are most vulnerable to interacting with unknown adults online and dis-
cussing sex with strangers, both of which are associated with offline victimization 
(Wolak et al., 2008; Ybarra, Alexander, & Mitchell, 2005). Case law describes the 
ways in which, via digital technology, exploiters can begin manipulating the child 
before he or she even leaves the household (United States v. Buculei, 2001; United 
States v. Carmona, 2002, United States v. Crain, 2009; United States v. LoFlin, 2007).

A recent case involving youth in northern Virginia showed the ways that pimps 
may involve young victims in recruiting other adolescents via social networking 
sites (United States v.  Strom, 2012). This case also suggested ways in which the 
Internet may foster the crime’s migration to youth who have been historically less 
affected. An affidavit quotes Facebook chats between a 17-year-old female victim 
(referred to as M.W.) and another 17-year-old (Victim 2) who attended the same 
high school. M.W.  had run away from home and been recruited into prostitu-
tion by Justin Strom, and M.W. recruited other girls into Strom’s enterprise on his 
behalf via social media and in person at school. A 2011 Facebook exchange that 
occurred between M.W. and Victim 2 read in part:

M.W.: Lol u tryna make sum money n shyt?
Victim 2: howww
M.W.: Trickin. Like u get 50 percent n u get all da drugs n shyt uwwant basically.
Victim 2:   escorting type shit? As long as I don’t have to sleep with them, but ill 

go out and shit just hit me up with the details
M.W.: Leme give u mi mans number hit him up tlk to him n shyt.

(Aff. United States v. Strom, 2012, p. 8)

In addition to a means of recruitment, digital access to victims becomes an 
instrument of control. Pimps can keep track of the location of victims through 
GPS devices stored in an adolescent’s cellphone or smartphone. By demanding 



9. From the Streets to Cyberspace ■ 199

photos from the victim at any time to confirm his or her location, pimps estab-
lish tight psychological control over victims. The use of disposable mobile 
phones facilitates conversation between a pimp and victim and makes tracing 
the phone back to the exploiter difficult to impossible. Often pimps have the 
child participate in the production of sexually explicit images, which may then 
serve as tools for extortion and control over victims (Farley, 2013). Exploiters 
may, for example, threaten to disclose the images to the victims’ friends, fam-
ily, school, etc. if they do not participate in expected sexual acts (United States 
v. Buculei, 2001).

Another facet of the Triple A  Engine is anonymity, and this aspect of tech-
nology has facilitated juvenile prostitution. Case law and research document that 
“Prostitution is moving off the street and into cyberspace” (Kendall, 2011, p. 273). 
A  nationally representative study of arrests involving Internet-facilitated CSEC 
in 2006 found that online advertising via social networking sites was the most 
common role the Internet played in this crime (Mitchell et al., 2011). This shift 
from street corners to private residences and hotels results in the reduced visibility 
of involved youth, which prevents detection by law enforcement and may limit 
social awareness about the issue. Prior to the advent of websites, social network-
ing, and other online spaces that host juvenile prostitution, the ultimate connec-
tion between the sex purchaser and victim necessarily occurred in public. This 
required a known meeting place and the eluding of law enforcement, which posed 
a risk for the buyer of sex as well as the victim. Now, many pimps are using the 
Internet to advertise for victims (Kirk, 2011). Buyers can search for child victims 
online through Craigslist or Backpage.com (or another similar source), locate a 
victim, and arrange for the meeting and payment, all before leaving their home. 
This allows a level of anonymity previously unavailable. In the context of child 
sex tourism, purchasers of children can locate ads for destinations where they can 
purchase sex from children, preorder children, and arrange the entire trip as they 
would an ordinary legal vacation, without risk (Song, 2011). Streamlined access 
and anonymity arguably facilitate CSEC. Offenders who may have been deterred 
from engaging in this exploitation because the risk of capture was too significant 
may no longer be deterred.

Pimps/exploiters as well as purchasers may communicate covertly through 
the Internet about illicit activities, which may contribute to the crime’s relative 
anonymity. As summarized by boyd and colleagues (2012), pimps and exploit-
ers use coded language to advertise minors (e.g., “new girl in town”), repurpose 
technology such as gaming (e.g., Xbox Live) to communicate “in game,” and use 
Skype and other video products that are more difficult to trace than mobile phones 
to coordinate online. An analysis of Craigslist advertisements suggested that 
although children are not explicitly advertised as children or girls, adult services 
advertising implies as much, with taglines such as “cute little Barbie doll” and “I 
look young but I’m over 18” (i.e., Craigslist 2009, in Farley 2013). Advertisers may 
furthermore use the Internet as a site where prostituted adolescents are promoted 
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alongside adults (Farley, 2013; Mitchell et al., 2011). Online pornography adver-
tisements, therefore, blur the line between adults who appear childlike and images 
that represent the sexual abuse of children who are trafficked online. This online 
blurring is consistent with the “childification” of adult women in mainstream adult 
pornography in print and visual media (Dines, 2009). This confusion over age 
(and therefore legal status) has obvious ramifications for law enforcement efforts 
but also for the lived experience of sexual development among adolescents (the 
authors return to this important point in the conclusion).

Even in the absence of extensive research, trends apparent in clinical and anec-
dotal reports as well as case law suggest that technology has substantially changed 
juvenile prostitution in the manner it has for sexual images of children. A recent 
study that compared Internet-facilitated juvenile prostitution and non-Internet 
cases of juvenile prostitution reported differences between the two groups (Wells, 
Mitchell, & Ji, 2012). Internet cases were significantly more likely to involve 
younger child victims (i.e., younger than 15) and to involve a family member or 
acquaintance as an exploiter. Police were more likely to treat juveniles as victims 
than offenders in Internet-based cases, which suggests the intriguing possibility 
that law enforcement may be more likely to perceive involved youth as victims 
when third-party exploiters advertise a minor online (Wells et al., 2012).

■■ C O N C L U S I O N S :   P S Y C H O L O G I C A L  P E R S P E C T I V E S 

A N D  P R A C T I C E  I M P L I C A T I O N S

Addressing the commercial sexual exploitation of children and adolescents in 
the United States requires collaboration among multiple disciplines. As this 
chapter has reviewed, a consensus definition of CSEC is difficult to reach, and 
there is little scientifically credible information about the problem’s true scope 
and prevalence. In the meantime, mediated technologies such as social net-
working sites, online classifieds, and mobile phone applications suggest a rap-
idly changing, multi-platform, digital crime ecosystem (Latonero et  al., 2012). 
Technology-related changes include increased access to victims, the potential 
for better identification of exploiters by law enforcement, and the location of 
the crime itself (“from the streets to cyberspace”). The effects of technology on 
CSEC therefore significantly alter aspects of the crime, and detailed informa-
tion about these effects is needed to address the problem.

The authors encourage research that generates empirically derived information 
about the role of technology in CSEC and support the innovative use of technol-
ogy to combat the problem. One promising model to guide this process is a work-
ing framework that boyd and colleagues (2012) produced for Microsoft Research 
and the Microsoft Digital Crimes Unit as well as the recent work of Latonero and 
colleagues (2012). These models outline how technology is used in CSEC and how 
it may also be leveraged to combat trafficking in the United States and other forms 
of CSEC. As boyd and colleagues (2012) note, although technology may sharpen 
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the criminal element of exploiters and pimps, it may also be used creatively in law 
enforcement, rehabilitation, and prosecutorial efforts to aid child victims. boyd 
and colleagues urge reflection on how technology “reconfigures what is known 
and what is unknown [about CSEC]. Fears and anxieties emerge out of concern 
that things will get worse as a result of technology. Yet, new opportunities also 
present themselves” (boyd et al., 2012, p. 3).

To conclude, the authors highlight two aspects of CSEC that complicate all lev-
els of discourse about the topic as well as the clinical and legal responses to child 
victims and suggest the ways that technology may affect both matters. First, the 
crime of CSEC presents the unique situation where youth tend not to self-identify 
readily as victims, particularly in the case of prostituted juveniles. The authors dis-
cuss the psychological reasons youth may not self-identify and how information 
about technology may help address but also potentially complicate this challeng-
ing dynamic. Second, the authors consider how CSEC may be one way in which 
sexualization is normalized for contemporary adolescents, how prostitution may 
represent an extreme example of such dynamics, and how mainstream adoles-
cents’ use of technology has affected this process.

When Victims Do Not Self-Identify

A majority of juveniles in prostitution may not self-identify as victims when 
law enforcement, attorneys, clinicians, and advocates/mentors initially encoun-
ter them. This aspect of CSEC impedes victim identification, frustrates service 
providers and attorneys, and may obscure the harm associated with the crime. 
Importantly, a child’s refusal to identify as a victim or assertion of loyalty to 
her exploiter expresses a traumatic bond and an attempt to salvage self-efficacy 
rather than serving as evidence that no harm has occurred (Reid & Jones, 2011). 
As one researcher on prostitution has suggested, “If [observers] do not see a 
teenaged girl being trafficked at gunpoint from one country to another, if what 
they see is a streetwise teenager who says, ‘I like this job, and I’m making a lot 
of money,’ then they don’t see the harm” (Farley, 2003, p. 248). This mispercep-
tion may be even greater for girls of color due to stereotypes of hypersexu-
ality among black girls (Kittling, 2006; Ward et  al., 2013)  and the structural 
relationship between social inequalities and prostitution (Farley, 2003, 2013; 
MacKinnon 2011; Nelson, 1993).

From a psychological perspective, however, an adolescent’s reluctance to 
self-identify as a victim may be self-protective and reflect, among other things, 
adaptation to trauma and a way to survive psychological captivity (Herman, 1992; 
Reid & Jones, 2011). A  child affected by CSEC may, for example, show a range 
of perplexing behaviors such as identifying with the pimp’s perspective, denying 
the extent of violence and harm the pimp is capable of and hypervigilance to her 
exploiter’s needs, all of which are psychological adapations to trauma (Briere, 2002). 
The literature on adult prostitution has identified similarities between pimp control 
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and the dynamics of interpersonal violence, as both represent a system of power 
and coercive control (Leidholdt, 2003; Stark & Hodgson, 2003; Williamson  & 
Cluse-Tolar, 2002). In the case of juvenile prostitution, coercive control may 
include an exploiter’s isolation of child victims from family and friends; vilification 
of outside support networks as untrustworthy, hostile, and judgmental; economic 
control; sexual abuse; and rape and physical violence. Although no research exists 
on this topic, the effects of coercion and control may have even stronger effects on 
prostituted youth due to developmental differences that render children and teens 
more vulnerable (e.g., immature neurodevelopment, limited coping due to prior 
abuse, greater dependence on adult caretakers, fewer resources to exit).

In addition to psychological factors, the legal response of criminalization and 
social stigma may also influence children’s reluctance to self-identify as victims 
(Adelson, 2008; Birkhead, 2011). As one advocate for youth affected by CSEC has 
argued, “It’s difficult to view yourself as a victim, no matter what happens to you, 
when your pimp, the men who buy you, and even those who are supposed to pro-
tect you see you as incapable of being victimized” (Lloyd, 2011, p. 126). There are 
therefore psychological as well as sociolegal factors that help explain why youth 
affected by CSEC are reluctant to self-disclose or may not readily identify their 
experiences as exploitative.

Children involved in the production of sexual abuse images are also often reluc-
tant to disclose their experiences due to guilt, self-blame, and complex feelings 
toward the offender, particularly in cases of abuse by a family member (Cooper, 
2009). Researchers in the United Kingdom asked child victims who were pictured 
in pornographic images why they did not tell anyone about this aspect of their 
sexual abuse (Palmer, 2004). Results suggested that children were reluctant to tell 
because they believed that they appeared to allow the abuse to happen, since they 
cooperated and/or were made to smile during the abuse. Other reasons included 
children’s guilt at helping recruit other children who were ultimately photo-
graphed, an abuser’s threats that family members would be shown the images if 
victims did not cooperate, and victims’ participation in masturbation and sexual 
encounters with other children as they were instructed to do (Palmer, 2004).

Given the ways in which psychological and sociolegal factors may inhibit dis-
closure and self-identification, CSEC victims may typically initially rebuff the help 
extended by clinicians, attorneys, law enforcement, and advocates/mentors. For 
example, M.W., the 17-year-old victim cited earlier in the chapter, told a staff per-
son at her high school that she was spending time with a pimp (i.e., Justin Strom) 
who gave her money for the sexual favors she provided to others and that she did 
not know what to do. When this staff person reported the matter to law enforce-
ment and an investigator questioned M.W. the following day, she told investiga-
tors, per the affidavit, “she does not need help, was not in danger, and is living the 
life she chose” (Aff. United States v. Strom, 2012, p. 5). Clinical experience sug-
gests that this pattern of disclosure and recanting is very common among victims 
of CSEC and exemplifies the complex internal dialectic that most child victims 
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of sexual abuse experience. Feelings of guilt and self-blame, attachment to one’s 
exploiter, and culpability typically alternate in the minds of exploited youth and 
make self-identification as a victim a complicated, often lengthy, process.

Victims’ reluctance to self-disclose is therefore an important feature of CSEC 
and one that each stakeholding group must address in its own way. The authors 
suggest, however, that the effects of technology on CSEC may render this process 
even more complicated for child victims. Similar to the ways in which images of 
child sexual abuse inhibit a victim’s self-disclosure and increase children’s feelings 
of culpability (Cooper, 2009; Palmer, 2004), these dynamics may also affect pros-
tituted juveniles. For example, online advertisements and the use of social media 
to recruit/advertise youth may obscure the fact of children’s victimization through 
text and imagery, or even falsely imply a child’s willing participation in her own 
exploitation.

For example, to cite again a recent case that involved the recruitment of juve-
niles via social networking and the advertisement of victims through online classi-
fieds (United States v. Strom, 2012), law enforcement found advertisements on the 
laptop of a 17-year-old victim that depicted “scantily clad women” and postings on 
Cragslist.com and Backpages.com. These advertisements of minor victims stated, 
among other things, “I’m fun, sexy n down to have a good time . . . I love what I do 
and so will you” (Aff. United States v. Strom, 2012, p. 5). Although such digital 
traces may be an “evidentiary goldmine” (Latonero et al., 2012, p. 29) for prosecu-
tors of exploiters, this same text (“sexy n down to have a good time . . . I love what 
I do”) may be misconstrued as evidence of a child’s willing participation in pros-
titution. These kinds of tensions are offered as examples of how the proliferation 
of technology in CSEC may affect the already complicated process of victim iden-
tification and self-disclosure, including the response of various systems to child 
victims.

In terms of practical implications, professionals working with CSEC-affected 
youth must inquire about the role of technology and exchange information with 
other professionals where appropriate to do so. Importantly, this may introduce 
unchartered professional and ethical dilemmas with respect to how professionals 
use information obtained online, not to mention the potential validity of such 
evidentiary material. With respect to the mental health community, for example, 
clinicians and forensic evaluators may access the Facebook profile of a child with 
suspected involvement in prostitution to aid law enforcement in the child’s safe 
return or attempt to corroborate a child’s involvement. No professional consen-
sus exists about the ethics of so-called “patient-targeted Googling” (Clinton, 
Silverman, & Brendel, 2010; DiLillo & Gale, 2011), let alone the implications of 
clinicians or forensic evaluators consulting online sources in their work with child 
victims. Thus, professionals should anticipate unresolved ethical dilemmas in the 
use of technology, refer to ethical codes and the current literature, and anticipate 
that uses of technology will likely outpace the revision of professional guidelines 
(see Chapter 14).
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Adolescent Sexual Exploration, Sexualization, 
and Technology

Involvement in CSEC is an outcome of cumulative risk factors in the child and 
his or her adult caretakers and major social inequalities. In addition, theorists 
have proposed that CSEC may be understood as an extreme form of a pro-
cess known as sexualization, which exists on a continuum among children and 
adolescents  today.

Sexualization is distinguished from healthy sexuality, which is characterized 
by “intimacy, bonding, and shared pleasure . . . [involving] mutual respect between 
consenting partners” (Roberts & Zurbriggen, 2013, p. 4). In contrast, sexualiza-
tion occurs when any one of the following are present: “A person’s value comes 
only from his or her sexual appeal or behavior; a person is held to a standard that 
equates physical attractiveness (narrowly defined) with being sexy; a person is sex-
ually objectified—that is, made into thing for others’ sexual use, rather than seen 
as a person with the capacity for independent action and decision making, and/
or sexuality is inappropriately imposed on a person” (APA, 2007, p. 1). Clinicians 
may note that certain aspects of sexualization resemble Finkelhor and Browne’s 
(1985) classic description of traumatic sexualization, one dynamic by which child 
sexual abuse causes harm. Sexualization as defined here refers to a broader set 
of influences that are not confined to an abusive context but may still be associ-
ated with intrapsychic and social consequences for girls, women, men, and boys 
(Tolman, 2013).

Public and professional concern about the sexualization of young girls led the 
APA to establish a Task Force on the Sexualization of Girls in 2005. The task force’s 
report (APA, 2007) synthesized over a decade of research on the negative effects 
of sexualization across emotional, cognitive, and behavioral domains (e.g., dimin-
ished performance on administered exams; less critical attitudes toward gendered 
violence; greater body dissatisfaction and preoccupation with appearance; for a 
review see APA, 2007). This corpus of research brings an empirical, data-driven 
perspective to bear on the controversial and often polemical topics such as child 
and adolescent sexuality and representations of girls and women in the media. 
Empirical findings about sexualization led the task force authors to opine that 
sexualization may relate to the phenomena of prostitution and trafficking. The 
definition of sexualization itself clearly invokes the situation of CSEC:  where a 
child is “made into a tool for others’ sexual use and pleasure rather than treated as 
a person with the capacity for independent action and decision making” for com-
mercial reasons (APA, 2007, p. 1).

One researcher, also a member of the task force, takes this supposition a step 
further and asserts, “Much of what has been termed the sexualization of girls is 
the promotion of prostitution-like activities for children (and for young women)” 
(Farley, 2013, p.  166). Farley therefore argued that juvenile prostitution is an 
extreme form of girls’ sexualization. She and other theorists have called attention 
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to the role of technology on this dynamic since in online spaces, “Boundaries 
between normal adolescent sexual exploration and prostitution-like activity have 
disappeared” (Farley, 2013, p. 182). Examples of such blurred boundaries include 
the advertising of prostitution and adult and child pornography on sites that youth 
frequent, such as MySpace, Yahoo, Facebook, Flickr, and individual websites such 
as Stickam, a website where teens post live sexual activity by webcam (Farley, 2013; 
Stone, 2007). Manning (2010) has similarly observed, “Although pornography is 
nothing new, the proximity of the sex industry to the public and private squares is 
new” (p. 70), which may also result in the kind of blurring Farley described.

Seen in this way, CSEC may be considered relative to its broader sociocul-
tural context and at the extreme end of a continuum of sexualizing influences 
for contemporary youth, a process that itself has online and offline dimensions. 
Technology such as social networking therefore may play a role in recruiting 
child victims and in producing psychosocial norms about sexuality that influence 
a far broader population of youth than are involved in CSEC per se. Although 
future research is required to evaluate this claim, we can draw from longitudinal 
research on the effects of early exposure to online sexually explicit materials in 
concluding that these media are not inert. Prospective longitudinal research shows 
that exposure to sexually explicit content may powerfully affect sexual behavior 
among certain youth (e.g., earlier initiation of sexual activity for females; more 
sexual harassment behaviors and less progressive gender role attitudes for males) 
(Brown & L’Engle, 2009; L’Engle, Ladin, Brown, & Kenneavy, 2006).

Thus, although CSEC may at present affect a relatively small portion of youth 
(Mitchell et al., 2011), representations of adolescent sexuality that emphasize 
voyeurism and performance for and servicing of boys and men (for which 
CSEC is the extreme form) are far more widespread (Farley, 2013; Manning, 
2010). Importantly, youth are not merely passive recipients of such influences 
but are active shapers of online spaces and innovators of novel technology 
(Subramanyam & Šmahel, 2011). In the realm of sexual development, this will 
inevitably give rise to a range of complicated phenomena (e.g., youth-produced 
sexual images, self-exploitation) that press the boundaries of sexual behavior 
and legal responses. That is not to say that if a behavior becomes prevalent, it is 
by definition either normative or healthy.

Despite cogent theoretical claims about a possible relationship between 
sexualizing influences and CSEC, research is needed to evaluate these topics. 
Further, some researchers and theorists have criticized the APA’s task force 
report for misconstruing the effects of media on youth outcomes and omit-
ting an emphasis on developmental factors (e.g., Else-Quest & Hyde, 2009; Gill, 
2012). There are at present no studies that directly link exposure to sexualizing 
material with aggressive behavior toward girls and women, although numerous 
studies link exposure to material that sexualizes women with attitudes associ-
ated with sexual aggression (for a review, see Purcell & Zurbriggen, 2013). It 
is also worth noting that child prostitution has historically thrived without a 
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hypersexualized girl culture (Birkhead, 2011; Gilfoyle, 1994). What is different 
today is the ways in which adolescents’ action via mediated technologies may 
usurp developmental readiness for certain behaviors in part due to the disem-
bodied, disinhibited nature of such communications (Subramanyam & Šmahel, 
2011). Additional differences include the mainstream nature of representations 
of sexuality that are based on a nonrelational sexuality and influences of the 
commercial sex industry (Farley, 2013; Manning, 2010; Nikunen, Paasonen, & 
Saarenmaa, 2008).

■■ S U M M A R Y

This volume has explored ways in which the digital revolution affects child 
and adolescent sexual development and the legal dilemmas that may result. 
Although certain aspects of online spaces may facilitate adolescent sexual 
development (see Chapter  4), the effects of technology on CSEC are perhaps 
the most problematic confluence of these issues.

Examined overall, the effects of technology on CSEC create a paradox: on the 
one hand technology may foster the underground, criminal, and invisible aspects 
of the crime, while in other ways technology may render certain elements more 
visible. Invisibility, for example, includes clandestine online communities that 
validate sexual criminal acts against children and facilitate networking among 
pimps, pedophiles, and child pornographers (Holt, Blevins, & Burkert, 2010), the 
migration of street-based crime to remote locations (e.g., hotels, residences), the 
misrepresentation of victims’ age and identities via coded language in online clas-
sifieds, and the use of technology to conceal exploiters’ digital traces (boyd et al., 
2012). Technology may in this way foster what has been described as prostitution’s 
social invisibility (Farley, 2003) and therefore collude to keep the associated psy-
chological and social damages unseen, marginalized, and misperceived. Because 
the defensive minimization of danger and identifying with one’s perpetrator are 
known aspects of coping with trauma, aspects of technology that render CSEC 
invisible may collude with victims’ own dissociative coping as well as the issue’s 
social marginalization.

On the other hand, technology also makes certain aspects of CSEC more visible. 
This may be a double-edged sword. As is seen by the mainstreaming of pornogra-
phy or “pornification” (Nikunen, Paasonen, & Saarenmaa, 2008), the movement 
of exploitation more into the public view could have the collateral effect of sug-
gesting a social endorsement. Minors in particular could process the exposure to 
such material as within acceptable limits due to their neurodevelopmental imma-
turity and limited impulse control, judgment, and risk assessment (Giedd, 2012); 
therefore, the visibility of CSEC could facilitate victimization or its normaliza-
tion. In addition, the increased visibility of some aspects of CSEC also makes the 
crime more traceable when interactions occur through mediated technologies and 
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digital evidence is produced (boyd et al., 2012). Indeed, online undercover opera-
tions where law enforcement officers target exploiters and use computer foren-
sics to apprehend those who produce, distribute, and consume child sexual abuse 
images capitalize on such digital traces (DOJ, 2010b; Grocki & Nguyen, 2006; 
McKim, 2012). Furthermore, as findings by Wells and colleagues (2012) suggest, 
exploiters’ use of online advertising may literally illustrate to law enforcement the 
coerced nature of minors’ involvement in prostitution and therefore underscore 
their status as victims rather than criminals or delinquents. The evidentiary role of 
technology in aiding law enforcement and prosecution may be particularly useful 
given the tendency among youth affected by CSEC not to self-identify as victims.
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 10 Legal and Clinical Issues 
in Interpreting Child 
Pornography on the Internet

■■  L I S A  M U R P H Y ,  R E B E K A H  R A N G E R ,  

A N D  J .  P A U L  F E D O R O F F 

The legal term child pornography is one of the terms most commonly used to 
describe media depicting sexual exploitation of children. Other terms, such as 
child sexual abuse images or child sexual abuse material, have been proposed as 
more appropriate since they avoid confusion with pornographic materials that 
are both legal and socially acceptable (Sinclair & Sugar, 2005; Taylor & Quayle, 
2003). A  problem with any single term is that people with persistent sexual 
interests in prepubescent children and young adolescents (clinically referred 
to as pedophilia) use a variety of materials for sexual stimulation, including 
ones that do not meet conventional legal definitions of child pornography. For 
instance, while children’s programs like Sesame Street are clearly not porno-
graphic, they can be used by people with pedophilia to facilitate sexual fan-
tasy. These materials interest people with pedophilia because they are sexually 
arousing to them. Legal definitions of child pornography do not cover all the 
materials that an individual with a persistent sexual interest in children may 
consider sexual (Fedoroff, 2012; Lanning, 2001; Taylor & Quayle, 2003). Aside 
from more explicit material that would be legally deemed child pornography, 
materials collected and viewed by people with a sexual interest in children can 
include legal pictures of children in department-store catalogs, children’s tele-
vision and movies, stories, cartoons, and pictures. It also includes media pro-
duced by parents with innocent intent (such as photos of their children in the 
bath) but misused by people with a sexual interest in children. Although such 
materials would not legally be considered child pornography, they can be used 
for sexual purposes by individuals with a persistent sexual interest in children 
(Fedoroff, 2012; Lanning, 2001; Taylor & Quayle, 2003). In contrast, materials 
involving sexual exploitation of children may at times be collected by people 
intrigued by “forbidden” materials but who have no pedophilic interests what-
soever (for example, people with obsessive collecting interests or some people 
with Asperger’s syndrome) (Fedoroff, 2012).

Since legal definitions of child pornography vary throughout jurisdictions, 
more general definitions are used by forensic clinicians, researchers, and preven-
tion and advocacy workers. In this chapter the term child pornography is used to 
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refer to any media record of sexual activity involving prepubescent children and/
or young adolescents (Wortley & Smallbone, 2012).

Child pornography preceded both computers and creation of the Internet. 
However, during the 1980s and 1990s the Internet quickly became the most ver-
satile and accessible medium for accessing and transmitting both legal and illegal 
pornographic materials. Computers with Internet connectivity are an ideal means 
for people who have sexual interests in children to connect with like-minded indi-
viduals and groups, since the Internet provides an anonymous method to create, 
view, store, and distribute child pornography (Edwards, 1994; Taylor, 1999). While 
the Internet has made child pornography more widely and easily accessible, it has 
also simultaneously provided a method for police to identify and arrest people 
who access child pornography, and as such, these arrests are increasing (Wolak, 
Finkelhor, & Mitchell, 2011). Most new investigations involve first-time offend-
ers with no previous criminal or psychiatric history (Babchishin, Hanson, & 
Hermann, 2011; Finkelhor & Ormrod, 2004; Young, 2000).

Although sexual victimization of children has been recognized as a major 
social problem for decades, the emergence of Internet-facilitated sex crimes has 
created new challenges and opportunities for law enforcement officials, clinicians, 
and researchers (Wells, Finkelhor, Wolak, & Mitchell, 2007). The increased avail-
ability of child pornography raises several still unresolved issues:

1. Does the prevalence of child pornography on the Internet reflect increased 
sexual interest in children?

2. Does the prevalence of child pornography on the Internet mirror the preva-
lence of clinically diagnosed pedophilia?

3. Are some incidents of child pornography possession worse than others?
4. How should incidents where children or adolescents are in possession of 

child pornography be dealt with?
5. Are people who access child pornography online more or less likely to com-

mit a “hands-on” sexual offense?

Consideration of these questions has been complicated by problems defining 
child pornography and its significance within specific contexts. These challenges 
are based on the nature of the materials and actions depicted, the different pro-
fessional perspectives (i.e., legal vs. clinical), and variation in legislation between 
international jurisdictions. The aim of this chapter is to review the literature con-
cerning definitional issues of child pornography, interjurisdictional issues, and 
differences between legal and clinical conceptions of child pornography used by 
those with a sexual interest in children.

■■ U N D E R S T A N D I N G  T H E  B R E A D T H  O F  T H E   I S S U E

During the Victorian era, sexualized images of children were commonly dis-
played in art galleries of private collectors and in the newly invented art form 
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known as photography (Gillespie, 2011; Ost, 2009; Wortley & Smallbone, 2012). 
Famous writers of children’s books, such as Lewis Carroll (known for Alice in 
Wonderland) and J. M. Barrie (known for Peter Pan), over time have been sub-
ject to scrutiny regarding the questionably sexual depictions of children in their 
work and the nature of their real-world interactions with children (Jewkes, 
2012; Wortley & Smallbone, 2012).

From a contemporary perspective, the increased ease of access and the sheer 
quantity of child pornography on the Internet can be linked to the popularity of the 
Internet and World Wide Web (WWW) beginning during the early 1990s (Bryant, 
2011). Investigators, clinicians, and researchers now agree that the Internet has 
played a significant role in increasing the accessibility, production, and sharing 
of child pornography (Adler, 2008; Finkelhor, Mitchell, & Wolak, 2000; Palmer, 
2004; Taylor & Quayle, 2003). Individuals seeking child pornography prior to the 
inception of the Internet would either produce it themselves or identify a covert 
(underground) distributor or local collector interested in trading or selling child 
pornography (Gillespie, 2011; Taylor & Quayle, 2003). In the past, obtaining child 
pornography required risk and physical exposure because collectors had to visit 
specialized sex shops or have mail-ordered material sent to their homes (Carr, 
2001; Wortley & Smallbone, 2012).

Currently, affordable and sophisticated computers and the rise in popularity of 
the Internet throughout the 1980s and onward have created a channel for anony-
mous information gathering (Wortley & Smallbone, 2012). One view is that this 
increased use of the Internet did not create an interest in child pornography, nor 
did it create a new demand for child pornography that did not previously exist 
(Ferraro & McGrath, 2005; Wortley & Smallbone, 2012). According to this view, 
the Internet simply provided a new medium by which people could anonymously 
access vast quantities of child pornography within minutes, from the comfort of 
their own homes. Individuals with a persistent sexual interest in children and 
child pornography collectors were able to go from trading hard copies in local 
underground networks to using a medium by which they could anonymously 
gain instant access to large quantities of digital materials from all over the world 
(Gillespie, 2011; Jenkins, 2001; Ost, 2009; Wortley & Smallbone, 2012).

Some claim that both the legal and illegal pornography industries have flour-
ished with increased global access to the Internet (Gillespie, 2011; Wortley & 
Smallbone, 2012). One popular American child pornography magazine was esti-
mated to sell 800 copies in 1980; by 2000, one online company providing access to 
child pornography was found to have over 250,000 subscribers worldwide (Wortley 
& Smallbone, 2012). Child pornography can be found embedded in adult por-
nography sites or in websites specifically designated for material depicting chil-
dren. Due to the illegal nature of child pornography, it is difficult for researchers 
to estimate the number of websites that provide access to child pornography and 
the quantity of images or videos that can be accessed from each site. One reason 
for this is because sites are frequently shut down and reinstated under different 

http://WWW) 
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domain names to avoid detection by law enforcement. Websites often involve 
temporary hosting locations where images rotate automatically among a number 
of host sites. In other cases, website redirects and zipped files with the password 
noted in another location are used (Benzeluk, 2009; Wortley & Smallbone, 2012).

With the emergence of Internet child pornography a number of criminal justice 
officials and researches have attempted to produce figures that reflect the magnitude 
of the issue. In many of these cases the rates reported are purely conjecture based on 
an individual’s estimate or best guess. A series of figures have been re-reported in a 
number of publications and subsequently are regarded as being authentic (Wortley 
& Smallbone, 2012). Although often dated and questionably reliable, the following 
are some frequently cited statistics on the prevalence and characteristics of Internet 
child pornography. It is important to regard these rates with caution.

In 2008 it was reported that every second, 28,258 online users were access-
ing adult pornographic material and in that second $3,075.64 was being spent on 
online pornography (Internet Watch Foundation, 2008). In the same year there 
were approximately 116,000 daily Internet searchers for “child pornography” 
(Internet Watch Foundation, 2008).

Between 1997 and 2009 the number of available child pornography materials 
is believed to have increased by 1500 percent, and more than 200 new images of 
children were posted daily (Berkowitz, 2009). When examining the prevalence of 
child pornography in relation to adult pornography, some sites have claimed that 
approximately 20 percent of all Internet pornography depicts children (Enough is 
Enough, 2008). In 2010, the Internet Watch Foundation identified 17,000 different 
websites hosted in 41 different countries that contained material suspected to be 
child pornography (Internet Watch Foundation, 2010).

Since the Internet has become the largest and most affordable source for legal 
and illegal pornographic materials, the child pornography industry is said to have 
become increasingly lucrative. It has been reported that child pornography gen-
erates an annual profit of approximately $3 billion (Enough is Enough, 2008). 
A review of commercial and freely accessible child pornography websites revealed 
that internationally approximately 12.6 percent of all child pornography websites 
required payment to access the material. The survey noted that the rate of required 
payment seems to depend on the host location. For many countries there is no 
commercial component, while 80 percent of child pornography websites hosted in 
Poland were commercial. Child pornography websites hosted in the United States 
require payment only 13.3 percent of the time; the figure for Canada is 8.2 percent 
(Benzeluk, 2009). However, given the fact that even individuals with intellectual 
disability, minimal computer knowledge, and no financial resources can find child 
pornography, estimates based on commercial transactions leading to conviction 
certainly underestimate the true prevalence of the problem.

One well-publicized and frequently cited example of the potential for funds to be 
obtained through the sale of child pornography via the Internet occurred in November 
2001. During that month the Federal Bureau of Investigation (FBI) took down a 



10. Legal and Clinical Issues in Interpreting Child Pornography on the Internet ■ 219

website hosted by Landslide Productions that provided access to several sites offering 
child pornography and other legal pornography. Hosted in Fort Worth, Texas, the 
site was reported to have had over 250,000 subscribers from 60 different countries, 
and the host site was said to have grossed up to $1.4 million monthly. The production 
consisted of 5,700 computers worldwide, many hosted in Russia and Indonesia (Sher, 
2007; Wortley & Smallbone, 2012). This case is frequently cited as one of the largest 
child pornography sites (Wortley & Smallbone, 2012). However, most child pornog-
raphy is created by “amateurs” and distributed to like-minded offenders. “Payment” 
typically involves an invitation to child pornography websites or chat rooms. This fact 
is known to law enforcement, and undercover officers are faced with the dilemma 
of convincing offenders they can be trusted while not engaging in child pornogra-
phy distribution themselves. Despite the Landslide case, often cited to highlight the 
potentially lucrative industry of online child pornography, most sites hosting such 
material can be accessed free of charge (Fedoroff, 2012; Lanning, 2001).

In the past 10 years, the Royal’s Sexual Behaviours Clinic, which assesses over 
100 sex offenders per year, has had only one offender who has reported accessing 
child pornography commercially. This case involved a man who purchased hentai 
legally from a major seller of mainstream books and media in the world, including 
Japan. Hentai is a form of animated pornography, often involving childlike charac-
ters and animals. While hentai is legal in the United States, he was arrested when 
he traveled to Canada, where these materials are illegal. He readily admitted he 
planned to continue to use hentai in the United States, where it is legal.

If child pornography is becoming increasingly financially profitable, it is defy-
ing the trend in adult pornography. For example, one of the largest adult pornog-
raphy distribution companies, New Frontier Media, has seen the value of its stocks 
drop to penny stock status, having fallen 300 percent in the last five years (New 
Frontier Media Inc., 2012).

While child sexual abuse is an international phenomenon, research on the 
extent and nature of child pornography has largely focused on Western societ-
ies, possibly because these areas have played a more active role in the production 
and consumption of such materials (Healy, 2004; Wortley & Smallbone, 2012). It 
has been suggested that the United States is the largest consumer and producer of 
child pornography, accounting for 54 percent of all child pornography (Enough is 
Enough, 2008; Sinclair & Sugar, 2005). Based on research by Cybertip.ca, Canada’s 
national tip line, the top five countries hosting child pornography websites in 2009 
were the United States (49.2 percent), Russia (20.4 percent), Canada (9 percent), 
Japan (4.3 percent), and South Korea (3.6 percent) (Benzeluk, 2009). It is diffi-
cult to be certain about the exact statistics, not only because child pornography 
production is illegal but also because most is produced by nonprofessionals in 
private locations. These productions are then distributed through decentralized 
routes, making tracking even more difficult. For example, investigators may arrest 
a child pornography offender in the United States for possession and distribution 
of images that were initially created in Eastern Europe or Asia.
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■■ G E N E R A L  T H E M E S  I N  C H I L D  P O R N O G R A P H Y

Some investigators and researchers claim there is an increasing demand for more 
violent and sadistic forms of child pornography (Benzeluk, 2009; Davidson, 2011; 
Hughes, 2001; Internet Watch Foundation, 2007, 2008). In addition to this, investi-
gators and researchers have reported trends in child pornography depicting younger 
victims (Bunzeluk, 2009; Davidson, 2011; Internet Watch Foundation, 2007, 2008; 
Quayle & Sinclair, 2012; Sinclair & Sugar, 2005; Taylor & Quayle, 2003).

The mandate of Cybertip is to accept and assess tips from citizens pertaining 
to online sexual exploitation and to liaise with law enforcement about potential 
investigations. One review of Cybertip files indicated that 93 percent of reports of 
confirmed child pornography depicted children under the age of 8 years (Cybertip, 
2008). Similar data were presented by the Internet Watch Foundation (2010), 
based in the United Kingdom, which noted that 73  percent of victims of child 
pornography were under the age of 10 and two thirds of material depicts pen-
etrative acts. A more extreme example of child pornography depicting younger 
victims includes a recent trend in accessing medical ultrasound photos of fetuses 
with other forms of child pornography (Jonsson & Svedin, 2012). The extreme 
nature of this material illustrates that for some individuals, accessing child por-
nography is not motivated by sexual purposes but rather in collecting unusual or 
extreme materials. The difficulty lies in distinguishing images accessed for sexual 
purposes and images accessed for nonsexual purposes, as illustrated by the ultra-
sound example (Jonsson & Svedin, 2012).

Consumers and collectors seek a range of online material, including single still 
photos or photos that are part of a broader series of the same victim over time. In 
addition to photographs, videos, animations, and written stories describing abuse 
of children are also highly sought after. Webcams have also become popular so 
that people can interact via live video-feeds in real time. Inevitably this has led to 
live sexual interactions via webcam, including ones involving children. Most are 
likely amateur sites, but some commercial webcam child pornography sites have 
been described (Hughes, 2002; Klain, Davies, & Hicks, 2001; Sinclair & Sugar, 
2005; Wortley & Smallbone, 2012).

Quayle and Jones (2011) conducted research on the victim characteristics in 
child pornography based on materials seized in police investigations throughout 
the United Kingdom. Although a range of ethnicities was represented in the mate-
rial, Caucasian children outnumbered nonwhite children ten to one. Asian chil-
dren were the second most frequent victim ethnicity. Girls outnumbered boys by 
four to one. The most common age group of children depicted in the material 
was prepubescent (designated in this study as children under age 10). The authors 
noted a comparative absence of African or African-American children in the child 
pornography they reviewed. This surprising finding argues against the widely held 
myth that children in child pornography are more likely to come from disadvan-
taged or Third World backgrounds.
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The most common collections among child pornography offenders in the 
United Kingdom consisted of Caucasian girls under the age of 10. These find-
ings are consistent with other studies of child pornography victim characteris-
tics (Baartz, 2008; Benzeluk, 2009, Carr, 2004; Sinclair & Sugar, 2005; Wolak, 
Finkelhor, & Mitchell, 2005). Anecdotal information obtained through interviews 
with child pornography collectors indicates that their preferences focus on thin 
children with fair skin who have no secondary sexual characteristics and have 
their genitalia clearly visible in the material (Taylor & Quayle, 2003). Of course, 
this finding is not surprising since child pornography is legally defined as depict-
ing children with those developmental characteristics because these interests are 
common in men with pedophilia.

■■ D E T E R M I N I N G  T H E  D E F I N I T I O N A L  C R I T E R I A 

F O R  C H I L D  P O R N O G R A P H Y

Despite universal social condemnation of child pornography as morally rep-
rehensible, legislative responses vary significantly. Even the question of what 
constitutes child pornography is disputed. One reason for this lack of consensus 
is that domestic laws and the rationale for legal enforcement on which they 
are based do not easily translate into internationally accepted standards and 
regulations (Gillespie, 2010, 2011). In addition, standards and tolerance can 
change over time and between jurisdictions depending on different moral, cul-
tural, social, political, legal, or religious factors (Grant et al., 1997; Healy, 2004; 
O’Donnell & Milner, 2007).

While it may seem impossible to create a single universally accepted legal def-
inition, attempts to identify areas and characteristics of consensus will provide 
greater clarity to the breadth of the problem and promote international coopera-
tion (Gillespie, 2011; O’Donnell & Milner, 2007). To understand the parameters 
in defining child pornography, it is helpful to examine some of the definitional 
properties. When examining the international variation in the definition of child 
pornography it is important to begin by examining the definition of what consti-
tutes a “child”.

Age of a “Child”

In some cultures the transition to adulthood is marked not by chronological 
age but by rites of passage. Such rituals may include puberty, marriage, or death 
of the head of the family. Other cultures rely on the legal concept of adulthood 
as determined in jurisdictional legislature, usually on the basis of chronological 
age (Sinclair & Sugar, 2005).

In Western cultures, concerns have arisen regarding whether the definition 
of a “child” should be based on chronological age or on degree of physical or 
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social maturity (Gillespie, 2011). In Canada the current age of consent for sex-
ual activity is 16. The age of consent to participate in the production of pornog-
raphy is 18. Because it is not always known how old a person in a pornographic 
image is, some jurisdictions use legislation that is based on the apparent age of 
the child depicted in images as opposed to the actual age (Gillespie, 2011; Grant 
et al., 1997). However, issues arise concerning the difference between pornog-
raphy that uses 18-year-old women who are selected and presented to appear 
as age 13, and pornography that uses 13-year-old girls selected and presented 
to appear 18. One solution, which some jurisdictions have adopted, is to define 
children in pornography as people who are either under age 18 or appear to be 
under age 18.

A primary international legislative ruling on this issue is the Optional Protocol 
to the United Nations Convention on the Rights of the Child. This legislation 
defines a child as a human being under the age of 18 years (unless under local 
jurisdictional law a child is defined as younger) (Akdeniz, 2008; Gillespie, 2010). 
While some commentators argue that 18 is an arbitrary age cutoff for the pur-
poses of child pornography, it remains the current consensus among most North 
American and European countries (Gillespie, 2010; Jenkins, 2001).

In Europe, distinctions in child pornography classification are often made 
depending upon the chronological age of the child depicted. While European 
countries broadly define children as being under the age of 18, sexualized depic-
tions of children under 14 are classified as “child pornography” and sexualized 
depictions of children 15 to 17 are described as “juvenile pornography” (Cattaneo 
et al., 2012). In Australia, legislation defines a child as an individual who is (or is 
depicted to be) under the age of 16 (Krone, 2004). Having clear parameters of the 
age cutoff for child pornography is critical because it determines the legality of the 
material (Grant et al., 1997; Sinclair & Sugar, 2005).

The determination of the age of a child is also difficult in countries that have 
different age distinctions for consent to sexual activity and for consent to partici-
pate in pornography. Even within a country, different legal jurisdictions can have 
varying ages of consent for sexual activity. Canada, for example, has a federal age 
of 16 to consent to vaginal sex but age 18 to consent to anal sex; in the United 
States, the age of consent for vaginal sex is determined by state legislation and 
ranges from 14 to 18. Larger variation in the age of consent exists internationally1 
(AVERT, 2011). For example, boys in Namibia are able to consent to sexual activity 
at age 7, girls at age 12. In other locations, such as Austria or Turkey, there is no 
specific stipulation on the age of consent (O’Donnell & Milner, 2007).

The varying definitions of a child in reference to pornography and the legal 
cutoff ages for consent to sexual activity complicate the situation (Carr & Hilton, 
2011; Gillespie, 2011; Sinclair & Sugar, 2005). For example, in some U.S. jurisdic-
tions, a 15-year-old is deemed legally able to consent to sexual relations with an 
adult. However, the adult could be prosecuted for the creation of child pornogra-
phy if he or she creates a permanent recording (such as videos or pictures) of the 
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activities because the person is under the age of 18 and is therefore deemed unable 
to consent to being photographed or videotaped.

From an investigative standpoint, one problem that police experience is the 
ability to accurately determine whether or not the individual being depicted in 
confiscated material is indeed a child. When the victim is prepubescent, determin-
ing that the victim meets the age criteria for a child is quite obvious. However, for 
postpubescent children (for example, 13 to 17 years old), reliably and accurately 
determining age becomes more challenging (Jonsson & Svedin, 2012; Taylor & 
Quayle, 2003).

Victim identification investigators have noted that how the child is positioned 
and which body parts are exposed can have a significant impact on accurate 
determination of the child’s true age. Many children depicted in child pornogra-
phy are never identified; subsequently, physical characteristics become the only 
way to estimate their age (Wells, Finkelhor, Wolak, & Mitchell, 2007). Wolak, 
Mitchell, and Finkelhor (2003) found that images of pubescent children are much 
less likely to result in legal charges and convictions than images of prepubescent 
children.

Defining “Child Pornography”

Given the challenges involved in establishing consensus on the definition of a 
child, no universal standard currently exists upon which to judge the legality of 
the material. While global information sharing allows for immense benefits, the 
dangers associated with largely unrestricted exchange of certain materials has 
created a new set of problems for law enforcement agencies and customs agents 
on an international scale (Gillespie, 2011; Healy, 2004; Wortley & Smallbone, 
2012). Not only has policing the content shared over the Internet become 
increasingly difficult, but there is not always a consensus regarding whether the 
material meets the legal requirements to constitute child pornography between 
different jurisdictions.

Jurisdictional issues become especially problematic when an offender is found 
possessing child pornography in one country and it is determined that the images 
were created by an unknown offender in another country with a different legal 
definition of child pornography. Under international law, the state that holds juris-
diction is the location where the offense itself was actually committed (Arnaldo, 
2001). Given the international scope of child pornography and ease with which it 
can be traded online, identifying the location where the material was created can 
be difficult (Gillespie, 2011).

Despite legislative variation, some international bodies have been able to 
reach a consensus on common definitions of child pornography. Such legislation 
focuses on visual depictions rather than written material (Gillespie, 2011; Healy, 
2004; Sinclair & Sugar, 2005). One example is the International Criminal Police 
Organization (Interpol) working group, which defines child pornography as “the 
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visual depiction of the sexual exploitation of a child, focusing on the child’s sexual 
behavior or genitals” (Interpol Recommendations on Offenses against Minors, as 
cited in Healy, 2004, p. 1). As of 2010, Interpol’s definition now also includes writ-
ten and audio material (Carr & Hilton, 2011; Gillespie, 2010).

Whether for international, national, or state legislative definitions, certain 
overarching factors are considered when determining key components in the defi-
nition of child pornography. Once the determination has been made about what 
constitutes a child, definitional properties that are examined include the behaviors 
depicted in the material, whether the material depicts real or simulated behaviors, 
and the intended effect of the material (Carr & Hilton, 2011; Gillespie, 2011; Grant 
et al., 1997).

The type of behavior depicted in the images affects how narrow or broad the 
definitions are. For example, legislation that seeks to establish a narrow legal 
definition for child pornography would only include depictions of children who 
are engaging in sexually explicit activities. Conversely, other countries may have 
broader definitions of what constitutes child pornography that include more 
“erotic” types of images and do not require sexually explicit activity to meet the 
criteria (Gillespie, 2011; Grant et al., 1997).

A primary argument against the use of child pornography is the victimization 
of the child depicted in the material. Critics have highlighted the importance of 
identifying whether definitions include only “real” behaviors or if imagined or 
simulated behavior should be included within the definition. “Pseudo” child 
pornography refers to virtually or digitally created images that are “morphed” 
or blended images of nude children or of adults and children sexually engaged 
(Gillespie, 2011). Given current technological options readily available to anyone 
with access to a computer, it is possible to create material that would be arousing 
to a person with a sexual interest in children that does not actually require a child’s 
involvement.

Programs can create “pseudo” images by digitally altering or enhancing pho-
tographs in a manner that creates the appearance of sexualized images of chil-
dren (Carr & Hilton, 2011; Gillespie, 2011). One example may be a nonsexualized 
image of a fully clothed child that has been digitally altered by cutting the pho-
tographed head of the child from one photo and superimposing it onto another 
photo of a nude child’s body. Another example may include a photo of a man and 
a child, both fully clothed, that has been altered so it appears that the child has his 
or her hand on the groin of the adult. Some of the images can be altered so success-
fully that it is difficult to determine if the product is real or digitally created (Grant 
et al., 1997; Sinclair & Sugar, 2005).

A similar concept arises concerning the possession of anime or hentai. These 
are Japanese comics or animations depicting childlike characters with exagger-
ated sexual characteristics. They often behave in a sexually suggestive manner 
or are depicted as engaged in sexual activity (Gillespie, 2011; Ito, 2005; McNicol, 
2004; Poitras, 2010). Anime may have scenes that illustrate sexual situations and 
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depict nudity, even though the materials are intended for child audiences. Hentai, 
however, refers specifically to more “perverse” material that can become explicit 
enough to be considered pornographic. Such material often portrays characters 
that appear prepubescent and includes sex involving animals (McLelland, 2005). 
A Canadian analysis of cartoons and drawings determined to meet the legal cri-
teria for child pornography indicated that 75.2 percent of the material depicted 
sexual assaults against children. Ninety-three percent of the images depicted chil-
dren who appeared to be less than 12 years of age; 69.2 percent were girls and 
21.8 percent were boys (Benzeluk, 2009).

Some argue that obscene fictional images that portray children as sexual objects 
reinforces deviant sexual interest in children and may contribute to in-person sex-
ual offenses against children (Gillespie, 2011; McLelland, 2005). In Japan these 
materials are not illegal to create or possess even if they include drawings depict-
ing sexually explicit images of children. Japanese authors make these materials 
readily available in comic book shops throughout the country and they can easily 
be purchased on the Internet (Purdy, 2005). Of interest is the fact that the rates 
of sex crimes in Japan dropped when these materials were legalized (Diamond & 
Uchiyama, 1999).

New Zealand, the United Kingdom, Austria, Sweden, Canada, and the 
Netherlands are examples of countries that have made hentai material illegal 
(Camero & Yambot, 2009). In these countries, since these images depict the 
sexual activity of a child, they have been deemed to fit the definition of child 
pornography.

Another consideration in determining the legal criteria for child pornog-
raphy pertains to the intended effect of the material. In some instances mildly 
erotic depictions of children have appeared in artwork or advertisements (Grant 
et al., 1997). It has been argued that few individuals would find explicit child 
abuse material tasteful; however, some materials depicting nude or seminude 
children can be considered to have artistic merit. Since what is regarded as 
erotic is subjective depending on the context, an image that is judged as sexu-
ally immoral and victimizing in nature in one context can be seen by another 
as a tasteful expression of art (Gillespie, 2011). This issue is still considered in 
some jurisdictions.

A recent example of this issue involves a 2008 exhibit by an acclaimed Australian 
photographer, Bill Henson. The invitation to Henson’s gallery opening in Sydney 
reportedly featured a photo of a young male “bare-chested and glistening with 
sweat, looking pensively away from the camera” (Taylor, 2012). Henson’s show 
included several photographs of young models in various stages of undress. The 
police responded to complaints from the public and the press regarding the legal-
ity of his materials. His artwork was seized in a police raid just prior to the show’s 
opening. In 2010, following this controversy, the New South Wales government 
adapted its child pornography legislation to remove the potential defense of “artis-
tic purpose” (Taylor, 2012).
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■■ L E G I S L A T I V E  A P P R O A C H E S  T O  C H I L D 

P O R N O G R A P H Y

Law enforcement agencies worldwide are presented with unique challenges 
in combating the issue of child pornography. Such obstacles include the 
cross-jurisdictional nature of child pornography on the Internet, inadequate 
and inconsistent application of legislation, constantly evolving technology, and 
the vast number of users and material on the Internet (Carr & Hilton, 2011; 
Wortley & Smallbone, 2012). Most countries have enacted legislation prohibit-
ing the use of child pornography. Despite considerable thought into how to 
define the age of a child and child pornography, individual cases do not neces-
sarily conform to the circumstances anticipated by the lawmakers. Therefore, 
legislation has evolved as significant cases in Canada and the United States have 
required modifications, amendments, and new legislation.

American Legislative Approaches

Beginning in 1978, the United States introduced several legislative amendments 
aimed to censor both legal pornography and child pornography. The evolu-
tion of child pornography legislation in the United States is summarized in 
Table  10.1. This section will provide a more comprehensive overview of two 
influential pieces of legislation:  the Child Pornography Protection Act and the 
PROTECT Act.

The Child Pornography Protection Act (CPPA) (1996) was the first law in 
the United States that prohibited virtual depictions of child pornography. It was 
enacted to keep up with changing technology and the increased availability of 
Internet child pornography. The CPPA was also the first act in the United States to 
introduce mandatory prison sentences of 15 years for production of child pornog-
raphy and five years for possession of child pornography. It included the provision 
that computer-generated images warranted prohibition, even if no real children 
were used. Harm done to children was no longer the sole focal point; instead, it 
became the assertion that child pornography is “obscene” or “immoral,” thus justi-
fying the prohibition of virtual images without child contact (Akdeniz, 2008; Bird, 
2011; Gillespie, 2011).

Not long after the enactment of the CPPA, it was challenged by the American 
Civil Liberties Union (ACLU) because of concerns about the criminalization of 
child pornography produced without the involvement of a real child. The ACLU 
argued that the CPPA went beyond protecting real children by including materials 
that depicted “pseudo,” digital, or illustrated children, and therefore it was uncon-
stitutional. The ACLU’s argument was rejected on the grounds that digital images 
could be used to entice children into abuse.

Echoing the ACLU’s concerns, the Free Speech Coalition (FSC) also argued 
that the legislation was unconstitutional. The FSC’s primary concern was that the 



TABLE  10.1. Significant American Legislation in Addressing Child Pornography
Year Name of Legislation Significant Amendments Landmark Cases

1970 President’s 
Commission on 
Obscenity and 
Pornography

Legalization of all pornography on the 
basis of research

Defeated by Senate

1978 Protection of Children 
against Sexual 
Exploitation Act

Age cutoff for a child changed to 16 years Miller v. California (1973) 
Ruling established that material can be judged obscene if, taken as a whole and judged by 
community standards, it appeals to the “prurient interest” in sex, depicts sexual conduct 
in a patently offensive manner, and lacks serious literary, artistic, political, and scientific 
value. The decision reiterated that obscenity was not protected by the First Amendment 
and established the Miller test for determining what constituted obscene material.
New York v. Ferber (1982) 
Ruling upheld the constitutionality of a state statute that prohibited anyone from 
knowingly producing, promoting, directing, exhibiting, or selling any material showing 
a “sexual performance” by a child under the age of 16. It found that images of children 
need not meet the legal definition of obscenity to be prohibited as the state’s interest in 
protecting children trumps the First Amendment.

1984 Amended 1978 Act Age cutoff for a child changed to 
18 years; mandatory minimum sentences 
increased; child pornography legality no 
longer subject to obscenity standards

United States v.  Jacobson (1992)
Ruling pertained to issue of entrapment by government. A narrowly divided court 
overturned the conviction for receiving child pornography through the mail, ruling that 
postal inspectors had implanted a desire to do so through repeated written entreaties.

1986 Child Sexual Abuse 
and Pornography Act

Prohibition of transporting minors for 
the purposes of pornography and the 
production of child pornography for 
advertisements

United States v. Osborne (1991)
Supreme Court ruling held that prohibiting the possession of child pornography, even 
in the privacy of one’s home, “passes muster under the First Amendment.” Furthermore, 
the ruling held that “undercover operations provide a means by which participants in 
the clandestine child pornography industry can be detected.”
Osborne v. Ohio  (1990)
The intent of the law was to protect victims of child pornography by attempting to 
destroy the market. The Court held that it was “reasonable for the State to conclude that 
it will decrease the production of child pornography if it penalizes those who possess 
and view the product, thereby decreasing demand.” Extended legislation for the mere 
possession of child pornography.

(continued)



Year Name of Legislation Significant Amendments Landmark Cases

1988 Child Protection 
and Obscenity 
Enforcement Act

Introduction of computer prohibition 
for possession and distribution of child 
pornography; mandated that all those 
overseeing any artistic materials (films, 
art, or otherwise) keep records of all ages 
of models involved in the production; 
new prohibition against the sale and 
purchase of children for the purposes of 
child pornography

American Library Association v. Thornburgh (1989)The American Library Association 
challenged the Act on the grounds that recordkeeping of all models was too tedious for 
those who had no direct input in the production of any materials and was not effective 
in preventing child pornography. Ruling held that recordkeeping would only be enforced 
to those directly involved in the process of photographing models, and only to underage 
models.

1996 Telecommunications 
Act

Federal prosecution for obscenity over the 
Internet; overturned in 1997

United States v. Maxwell (1995)
Privacy of Internet content once it has been sent to another user was a major focus of 
this case. Under the Fourth Amendment, a person can expect privacy until his or her 
online content is transmitted to another individual. In a legal sense, the more open 
materials are, the less private they become.

1996 Child Pornography 
Protection Act 
(CPPA)

Child pornography now includes any 
visual depictions of a minor engaged in 
sexual conduct, or materials that allude to 
depictions of sexual conduct with a child.

ACLUFree Speech Coalition v. Reno  (1999)
Ruling held that the CPPA was unconstitutional to the extent that it proscribed computer 
images that do not involve the use of real children in their production or dissemination.
Ashcroft v. Free Speech Coalition  (2002)
Ruling overturned the CPPA due to overbroad provisions because they abridged “the 
freedom to engage in a substantial amount of lawful speech.”

2008 PROTECT Act
(previously briefly 
referred to as the 
Child Obscenity 
and Pornography 
Prevention Bill)

Law to incorporate more than child 
pornography and to address all 
amendments and legal concerns

United States v. Williams (2008)
Ruled that one component of the PROTECT Act, the “pandering provision,” violated the 
First Amendment. It further held that the law was unconstitutionally vague in that it did 
not adequately and specifically describe what sort of speech was criminally actionable. 
The Supreme Court reversed the Eleventh Circuit Court’s ruling in May 2008 and 
upheld this portion of the act.
United States v.  Irving (2006) 
The case took place after the recent legislative challenges related to constitutionality, and 
it was misunderstood that the burden of proof was on the prosecution to prove that real 
children were harmed in the production of the material. On appeal, ruling held that the 
defendant was guilty of possession of cartoon images of child pornography.
United States v. Whorley (2005) It was argued that since no real children were involved 
in anime, no harm was done to children. The judge upheld the guilty verdict on the 
grounds that the material met the criteria for obscenity.

TABLE  10.1. Continued
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act was a violation of the First Amendment freedom of speech because the lan-
guage used to define the legislation was too broad and ambiguous and therefore 
could potentially censor material with artistic merit or scientific value (Akdeniz, 
2008; Bird, 2011; Davidson, 2011; Gillespie, 2011). Free Speech Coalition v. Reno 
ruled that the language used in the legislation was not too vague as to confuse 
artistic merit or scientific value, and that the legislation allowed for differentia-
tion of these cases from child pornography. However, when appealed to the Ninth 
Circuit, the FSC’s concerns were held to be legitimate and the CPPA was found 
to be an invalid piece of legislation (Akdeniz, 2008; Bird, 2011; Wastler, 2010). 
The case was brought before the U.S. Supreme Court by Attorney-General John 
Ashcroft. In Ashcroft v. Free Speech Coalition, it was ruled again that the govern-
ment did not show a link between child pornography and harm to actual children 
and that the ambiguity of the legislation’s wording created problems in identifying 
which material is considered illegal (Akdeniz, 2008).

While this ruling had many opponents, including Mr. Ashcroft himself, it was 
the impetus for the next piece of legislation (Bird, 2011; Davidson, 2011; Gillespie, 
2010; Kimpel, 2010; Wastler, 2010): the 2002 Child Obscenity and Pornography 
Prevention Bill (COPP). This bill aimed at refining the definition of child pornog-
raphy to avoid controversy over virtual images. A goal was to encourage prosecu-
tion of offenders regardless of whether the images they accessed were of virtual or 
real children (Akdeniz, 2008; Bird, 2011; Davidson, 2011).

Another aspect of online child pornography that had largely been overlooked in 
previous legislation concerned those offenders who had intentions to sell or offer 
children online. COPP emphasized prosecution for these offenders regardless of 
whether the selling or offering actually took place, downplaying the importance 
of intent. It also added a provision to encourage voluntary reporting of suspected 
child pornography cases. Lastly, it created an FBI database intended to identify 
victims depicted in child pornography (Akdeniz, 2008). COPP was not initially 
passed by the Senate but was reintroduced with amendments in 2003 as the 
PROTECT Act (Prosecutorial Remedies and Other Tools to end the Exploitation 
of Children Today) (Akdeniz, 2008; Bird, 2011; Schell et al., 2007).

The PROTECT Act of 2003 included the reintroduction of the Miller test as 
a valid tool to determine if the material met legal criteria for obscenity in child 
pornography cases (Berkowitz, 2009; Bird, 2011; Kimpel, 2010). Material that is 
deemed obscene using the Miller test is not protected under the First Amendment. 
It must meet all three of the following criteria:

1. Would the average person, applying contemporary community standards, 
find the work, taken as a whole, appealing to prurient interests?

2. Does the work depict/describe, in a patently offensive way, sexual conduct 
or excretory functions, specially defined by applicable state law?

3. Does the work, take as a whole, lack serious literary, artistic, political, or 
scientific value? (SLAPS test) (Berkowitz, 2009)
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The problem inherent in the Miller test is its subjectivity, as the determination 
of obscenity will depend on the jurisdiction in which the case is heard (Berkowitz, 
2009). The use of the Miller test was exempted under the previous CPPA legisla-
tion, as it was deemed unnecessary due to the ruling that child pornography auto-
matically met the definition of “obscene” by virtue of the content (Berkowitz, 2009; 
Bird, 2011; Kimpel, 2010).

While it could be argued that the reintroduction of the Miller test could create 
more confusion than was necessary, the PROTECT Act did seek to clarify pre-
vious legislative problems with the definition of child pornography. Table  10.2 
summarizes major amendments to the 2002 COPP, defined as the PROTECT Act. 
This material has been more comprehensively reviewed elsewhere (Akdeniz, 2008; 
Berkowitz, 2009; Bird, 2011).

Since 2003, several cases have been brought forth challenging the amendments 
made by the PROTECT Act. One such case is United States v. Williams. Williams 
was charged with pandering under the 2003 legislation. He had been accused of 
trading pictures with an individual online for the purposes of chatting, but one 
of the pictures showed him and his daughter, fully clothed. The Court ruled that 
while the government’s intentions are to protect children, the pandering provi-
sions were bordering on infringement of Williams’ freedom of speech. Williams’ 
pandering conviction was overturned (Akdeniz, 2008).

Several issues arose as a result of Williams’ affirmative defense amendment. One 
such case was United States v. Irving (2006), in which the defendant was convicted of 
possession of 76 video files of child pornography as well as other sexual abuse charges. 
On appeal, it was argued that since the controversy surrounding the FSC’s challenges 
of unconstitutionality against the CPPA, it was the responsibility of the prosecution to 
prove that the images depicted actual child abuse by offering additional evidence as 
proof. This argument was rejected by the Second Circuit Court following the assertion 
that while it may be difficult to differentiate real from virtual images, the government 
is not obligated to offer any specific type of proof as evidence for or against real images. 
In this case, without proof of evidence, the conviction was upheld (Bird, 2011).

The case of United States v. Whorley (2005) further illustrates the difficulties the 
government faces when prosecuting individuals based on virtual images of child 
pornography. Whorley was found guilty of possession of 20 Japanese anime com-
ics that included drawings of children engaged in sexual acts, as well as sending 
and receiving emails detailing fantasies about child molestation. On appeal, the 
defendant argued that the legislation under which he was charged (the PROTECT 
Act) was unconstitutional because it included cartoon images as illegal materi-
als. The Fourth Circuit Court ruled that even though the law did not require the 
depiction of a real child, the inclusion of the obscene provision, reintroduced since 
its abolishment in the CPPA of 1996, constituted an exception. The inclusion of 
the obscene provision was enough to make the act constitutional, as the statute 
operates under the premise of prohibiting obscene speech, and not just prohibit-
ing child pornography. One Circuit judge believed Whorley had a valid argument 
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and challenged the obscenity provision on its inability to consider the issue of 
freedom of speech by the individual. Despite this, Whorley was convicted on all 
counts of possession and of sending and receiving child pornography materials. 
He appealed to the U.S. Supreme Court in 2010, but it was denied (Bird, 2011).

Since United States v. Whorley, other cases have raised similar constitutional con-
cerns. In United States v. Ryan, it was argued that since virtual children are not real 
children, possession of this type of material is a victimless crime. Similarly, in United 
States v. Mees, it was argued that drawings of children have no age, and therefore age 
could not be determined on a nonexistent child. In both cases, the obscenity provision 
was upheld and was instrumental in ascertaining the constitutionality of the legislation 
(Bird, 2011). Many cases are currently before the courts with issues similar to those 
described in United States v. Irving, United States v. Whorley, United States v. Ryan, and 
United States v. Mees (Bird, 2011). It is apparent that U.S. lawmakers are trying to bal-
ance the commonly challenged arguments concerning freedom of speech, harm to 
children, and society’s views of child pornography as “morally reprehensible.”

Canadian Legislative Approaches

In contrast to early U.S.  approaches, the first significant Canadian legislation 
specifically addressing the problem of child pornography was not enacted until 

TABLE  10.2. PROTECT Act Amendments from the COPP Bill
Defining child 
pornography

The definition of sexually explicit conduct was changed to include 
computer-generated images. Visual depictions were changed to include 
underdeveloped films and videotapes and digital images that are 
indistinguishable. This category also included two new paragraphs 
that defined “graphic” and “indistinguishable” in the context of child 
pornography.

Child pornography 
offenses

Certain activities relating to material constituting or containing child 
pornography including mailing, shipping, reproducing, and distributing 
were added as acceptable actions for which to charge and prosecute a 
defendant.

Pandering offenses Pandering offenses were added, meaning that an individual who 
knowingly advertises, promotes, presents, distributes, or solicits through 
the mail could be subject to charges and prosecution.

Selling, distribution, 
and possession 
offenses

Longer prison terms were added for these offenses; however, shorter 
prison terms remained practical, depending upon the defendant’s level of 
involvement in the offense.

Distribution of child 
pornography to minors

A provision was added that any individual who knowingly distributes 
child pornography to minors could be subject to charges and prosecution.

Affirmative defenses A provision was added stipulating that the burden of proof must be 
shifted to the defendant to prove the person depicted in the material was 
not a minor.

Obscene visual 
representation of 
sexual abuse of 
children

A provision that a person who knowingly depicts, creates, distributes, 
draws, paints, or sculpts a child engaged in sexual explicit conduct and 
is obscene and lacks serious or artistic merit should be subject to charges 
and prosecution.
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1993. Prior to 1993, legal concerns about child pornography were sparse, while 
the level of obscenity in sexualized materials was the subject of frequent discus-
sion. It was not until 1985 that child pornography offenses were first expanded 
in the Criminal Code (Casavant & Robertson, 2007; Gillespie, 2011). The pro-
gression of child pornography legislation within Canada is summarized in 
Table 10.3.

The three most influential pieces of legislation to date are Bill C-128, Bill C-15a, 
and Bill C-2. It wasn’t until Bill C-128: An Act to amend the Criminal Code and the 
Customs Tariff (child pornography and corrupting morals), under section 163.1 of 
the Canadian Criminal Code (CCC), that Canadian law specifically targeted child 
pornography offenses. It sought to prevent harm to children by prohibiting all 
forms of child pornography, including both written and visual materials (Akdeniz, 
2008; Casavant & Robertson, 2007; Gillespie, 2011).

At the time of its enactment, this was the only legislation in Canada that used 
the term “pornography”; all previous legislation concerning sexualized material 
used the term “obscene” under the CCC obscenity standards. This legislative focus 
on obscenity is similar to the American Miller test (Casavant & Robertson, 2007). 
Section 163 of the CCC outlines the definition of obscene since Regina v. Butler, by 
which sexualized material is evaluated:

[B] y its nature the conduct at issue cases harm or presents a significant risk of 
harm to individuals or society in a way that undermines or threatens to undermine 
a value reflected in and thus formally endorsed through the Constitution or simi-
lar fundamental laws by (a)  confronting members of the public with conduct that 
significantly interferes with their autonomy and liberty, (b)  predisposing others to 
anti-social behavior, or (c)  physically or psychologically harming persons involved 
in the conduct.

(S. 163 CCC as referenced in Casavant & Robertson, 2007)

One of the most controversial cases that arose directly after the inception of Bill 
C-128 was Regina v. Langer. Langer was a Toronto-based artist charged in 1993 for 
displaying artwork depicting children engaged in various sexual acts at his gallery. 
The charges were dropped the following year, but a forfeiture order was sought for 
the destruction of Langer’s art. In response to the forfeiture order, Langer’s art was 
ruled legal because the judge ruled the materials had “artistic merit” despite being 
“shocking and disturbing.” The prosecutor also failed to convince the judge that 
the material in question posed a “reasonable risk of harm to children,” which was 
the major focus of Bill C-128. This case highlighted the problems associated with 
determining the artistic merit of art that could be considered child pornography 
(Casavant & Robertson, 2007; Gillespie, 2011; Schell et al., 2007).

Although Bill C-128 was crafted primarily to protect children, the 1999 land-
mark case of Regina v. Sharpe identified key problems with enforcement. Sharpe 
was charged with two counts of illegal possession and two counts of possession 
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TABLE  10.3. Significant Canadian Legislation in Addressing Child Pornography

Year
Name of Legislation or 
Committee Significant Amendments Landmark Cases

1983 Fraser Committee Formation of committee for the 
legal discussion on pornography 
and prostitution

1984 Committee on Sexual 
Offenses against 
Children and Youth 
(Bagdley Committee)

Recommendations were made 
by the Bagdley Committee for 
new child pornography offenses 
prohibiting production and sale 
of  such materials.

1985 Royal Assent of Bill 
C-38: An Act to 
amend the Criminal 
Code and the 
Customs Tariff (child 
pornography and 
corrupting morals)

Inclusion of obscenity standards 
for evaluation of pornographic 
materials; recommendation of 
pornography law reform by the 
Fraser Committee

Regina v. Butler (1992)
Ruling upheld constitutionality 
of obscenity standards in 
legislation, regardless of 
freedom of speech concerns.

1993 Royal Assent of Bill 
C-128: An Act to 
amend the Criminal 
Code and the Customs 
Tariff (and corrupting 
morals)

New child pornography laws; 
addition of “artistic merit”  
defense

Regina v. Langer (1995)
Langer was acquitted of 
charges due to “artistic merit.”
Regina v. Sharpe  (2001)
This case involved the creation 
of child pornography materials 
for personal use and obtaining 
child pornography materials 
for sale and distribution. 
The case was brought to the 
Supreme Court of Canada 
and Sharpe was found guilty 
of sale and possession of the 
materials; however, he was 
acquitted of the production of 
written materials.

2002 Royal Assent of Bill 
C-15A: An Act to 
amend the Criminal 
Code and other Acts

New amendments included 
adding provisions to include 
prohibition of online child 
pornography and Internet 
luring and making it an offense 
to “knowingly” access child 
pornography.

2005 Royal Assent of Bill 
C-2: An Act to amend 
the Criminal Code 
(Protection of Children 
and other Vulnerable 
Persons) and the 
Canadian Evidence Act

New legislation incorporating 
previously failed laws (Bill C-20 
and Bill C-12) with special 
focus on protecting children and 
vulnerable persons;
legislation replaced “artistic 
merit” with “legitimate purpose” 
in child pornography cases; new 
category of offense “voyeurism,” 
prohibiting secretly videotaping 
a minor for sexual purposes; 
inclusion of advertising for 
child pornography as an offense; 
increase of mandatory minimum 
sentences for child pornography 
offenses.

Regina v. Beattie (2005)
Ruling held that a case of 
material describing sexual 
activity between child and 
adults did not encourage 
sexual abuse of children 
nor did it advocate for it 
to be pursued. There was 
no evidence to suggest the 
material was distributed, and 
the case was dismissed.
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for the purposes of distribution and sale. The material in question involved 
self-created photographs and written material. The ruling, heard by the British 
Columbia Supreme Court, was found to be unconstitutional. It was argued that 
since the law was in place to protect children, Sharpe should not have been 
charged, since there was no evidence to suggest he had actually harmed a child 
(Akdeniz, 2008; Casavant & Robertson, 2007; Doyle & Lacombe, 2000; Persky & 
Dixon, 2001; Schell et al., 2007). Controversy arose about the invasiveness neces-
sary to prove guilt in cases where the defendant had not directly harmed a child. 
Further, it was questioned whether the Supreme Court of Canada needed proof 
that the depictions harmed children when the creator was using them only for per-
sonal use (Akdeniz, 2008; Casavant & Robertson, 2007; Doyle & Lacombe, 2000; 
Persky & Dixon, 2001; Schell et al., 2007).

The charges against Sharpe for possession were dismissed on the rationale 
that the invasiveness necessary to prove guilt was unconstitutional; however, 
the charges for possession for the purposes of distribution and sale were upheld. 
The defense argued that strict possession in the absence of performing any other 
actions with the material was not a criminal act in a free democratic society. The 
Crown argued that accessing and possessing child pornography is itself an incen-
tive to the “market” of such materials, and concerns regarding invasiveness neces-
sary to prove guilt should not be an excuse. The Supreme Court ruling outlined 
several associations between possession of child pornography and harm to chil-
dren: it promotes sexual fantasies of children, it encourages cognitive distortions 
by those in possession of it, it is used in victim grooming, and children are sexually 
abused in the production of such material (Akdeniz, 2008; Casavant & Robertson, 
2007; Doyle & Lacombe, 2000; Persky & Dixon, 2001; Schell et al., 2007).

During the retrial, the defense argued that Sharpe’s written material had artis-
tic merit and did not encourage the commission of sex crimes against children. 
Sharpe was found not guilty of possession of the written material due to “artistic 
merit,” and he was found guilty only of possession of the photographs, since there 
was no evidence to suggest that he did not distribute the material (Akdeniz, 2008; 
Casavant & Robertson, 2007).

As a result of the findings in the Sharpe case, Bill C-15A: Child Pornography 
and Luring Children over the Internet was introduced as an act to amend the 
CCC. It was given Royal Assent in June 2002. This bill introduced offenses such 
as accessing child pornography and “communicating with a child for sexual pur-
poses via a computer.” There were also amendments to the CCC making any child 
pornography-related charges an automatically indictable offense with prison 
terms from five to 10 years (Akdeniz, 2008; Casavant & Robertson, 2007; Doyle 
& Lacombe, 2000; Persky & Dixon, 2001). Bill C-15A emphasized the concept of 
“intent” as critical for prosecution. For example, if a defendant accidentally came 
across child pornography material while browsing the Internet, it could not be 
assumed that he had intent to search for that material (Akdeniz, 2008; Casavant & 
Robertson, 2007; Mackay, 2005).
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In 2005 Bill C-2: An Act to Amend the Criminal Code (Protection of Children 
and Other Vulnerable Persons) was introduced to remedy the perceived deficien-
cies of Bill C-15A. This amendment was enacted in response to confusion in child 
pornography laws after the Sharpe case. The revision clarified the definition of 
materials to include any written material, visual representation, or audio record-
ing. Mandatory minimum sentences for those convicted of child pornography 
charges were also added to Bill C-2. These changes mark the first time that Canada 
ratified the United Nations Protocol on the Rights of the Child by endorsing and 
agreeing upon their definition of child pornography. The concept of intent was 
kept in Bill C-2 and added as an aggravating factor to child pornography charges 
(Akdeniz, 2008; Carr & Hilton, 2011; Casavant & Robertson, 2007; Gillespie, 2011; 
Mackay, 2005). Although Bill C-2 abolished the “merit of art” defense, which was 
controversial in previous legislation, the defense could still technically be used in 
cases where the material was instrumental in the administration of natural sci-
ences or social justice. This includes any material depicting nude children for non-
sexual purposes. Further, the defense could be used if no risk to individuals under 
the age of 18 could be identified (Akdeniz, 2008; Casavant & Robertson, 2007; 
Mackay, 2005).

Commonalities between the U.S. and Canada’s child pornography legislation 
have focused on identifying what material type and characteristics constitute child 
pornography. Both countries have faced questions about the criminalization of 
personal written material and the extent to which such material is harmful to chil-
dren. Indeed, most prosecutions for child pornography charges in Canada, the 
United Kingdom, and the United States are based on photos or videos depicting 
nude children or sexual acts with children; prosecutions based strictly on personal 
written material remain relatively rare (Akdeniz, 2008; Gillespie, 2011).

■■ E X A M I N I N G  M A T E R I A L  T H R O U G H  

A   C L I N I C A L   L E N S

The primary difference in the clinical as compared to the legal conceptualization 
of child pornography is a focus on the capacity to invoke sexualized feelings or 
fantasies. Determining criteria using this perspective can be difficult in legal con-
texts where an objective definition is preferred. The range of materials that can be 
arousing to an individual with a sexual interest in children can be extensive. Such 
materials can include visual depictions (i.e., family photo albums or children’s 
clothing catalogs), written literature (i.e., sexualized or erotic stories involving 
children), or even physical materials (i.e., articles of children’s clothing or a toy). 
Such material may not meet legislative definitions of child pornography but may 
still play a significant role in eliciting sexual feelings toward children.

Research conducted by Lanning (1992) made a significant early contribution 
to understanding the clinical role with the distinction between child pornography 
and “child erotica.” He argued that separate from the sexual explicitness of child 
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pornography, child erotica refers more broadly to any child-related material that 
serves a sexual purpose for the individual possessing it. The importance of this 
distinction is to highlight potential sexual meaning in a wider range of materials, 
not all of which exhibit the sexual explicitness seen in child pornography. When 
looking at materials found in child pornography offenders’ collections, typically a 
range of materials may include clothed children, nudity, erotic posing, and explicit 
materials of the sexual assault of a child.

Such materials can be placed on a continuum of deliberate and explicit sexual 
harm to the child. Materials in a collection can fall anywhere on this continuum. 
Collections may include seemingly innocent, nonsexualized material, such as a 
scrapbook of pictures from the children’s pajama section of a department-store 
catalog, to materials depicting explicit and sexually aggressive assaults on a child. 
Even if an individual’s collection does not necessarily meet the legal definition 
of child pornography, it may still be problematic from a clinical perspective as it 
may reinforce his deviant sexual desires and fantasies. In some cases it has been 
predicted that the sexualized use of such materials may facilitate a contact sexual 
offense (Healy, 2004; Lanning, 2001; Sinclair & Sugar, 2005; Wells et  al., 2007; 
Wortley & Smallbone, 2012).

By examining collections on this continuum, the approach provides informa-
tion on the legality of the materials in the collection while also providing a broader 
clinical understanding of the preferred material type and specific child characteris-
tics of interest to the collector (Taylor & Quayle, 2003; Wells et al., 2007; Wortley & 
Smallbone, 2012). This emphasizes a psychological approach to understanding the 
range of materials that are attractive or arousing to an adult with a sexual interest 
in children, many of which would not meet the legal criteria for child pornography.

Such a continuum permits the construction of a graded system by which to 
understand the range of materials that people with a sexual interest in children 
may possess. Research conducted by a team from the COPINE (Combating 
Pedophile Information Networks in Europe) Project set forth a grading system 
of materials found in collections of individuals with a sexual interest in children 
(Taylor, Holland, & Quayle, 2001). This 10-point scale is still used and referred to 
throughout Europe and North America.

Within the COPINE classification system, Indicative material, at the first level 
of the scale, includes nonerotic, nonsexualized images depicting children in 
their underwear or bathing suits. Typically this material comes from commercial 
sources or family photo albums. Although such images on their own do not elicit 
concern, the context or organization of the material may indicate problematic 
interests. Nudist and Erotica are COPINE categories that include images of nude 
or seminude children in legitimate settings or play areas seen by many as a safe 
environment (i.e., a child in a bathtub).

The COPINE posing categories (Erotic Posing, Explicit Posing, and Explicit 
Erotic Posing) include deliberately posed images that range from being sugges-
tive of sexuality to a pose emphasizing the genital area. Explicit Sexual Activity 
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includes images of a child or children (in the absence of an adult) participating 
in self-touching, mutual masturbation, and oral and penetrative sex. Assault 
includes images of children being subject to sexual assault through digital touch-
ing by an adult. Gross Assault refers to more obscene images of sexual assault on 
a child by an adult that includes mutual masturbation, oral sex, and penetrative 
sex. Sadistic/Bestiality images include children being tied, bound, or beaten and 
animals involved in sexual behavior with children. Sadistic images can occur with 
or without acts of bestiality (Benzeluk, 2009; Taylor et al., 2001).

The COPINE categorization attempts to combine materials that would meet 
legal definitions of child pornography with materials that may be clinically sig-
nificant. Some of the materials in these categorizations would not in and of them-
selves be indicative of inappropriate sexual interest; rather, it is the context in 
which these materials are organized and stored that may lead to concern about 
their use for sexual stimulation. The intention of child pornography legislation is 
not to penalize nonabusive parents who simply have photos of their children in 
the bath or playing in the nude, but to criminalize the production and possession 
of materials depicting sexual abuse or nude photos of children in which the pos-
sessor would have no legitimate reason for possessing such materials (Taylor & 
Quayle, 2003; Wortley & Smallbone, 2012). A problem with this approach is that 
most sex offenders against children are well known to the victim and may have 
an excuse for possessing the images, such as being the child’s parent (Benzeluk, 
2009; Freeman-Longo, 1996; Greenfield, 1997; Wortley & Smallbone, 2012).

In most jurisdictions materials that would fall into Nudist, Erotica, or Erotic 
Posing categories would not meet legal criteria for the definition of child pornog-
raphy. However, they may be considered by clinicians to be significant or prob-
lematic in nature (Taylor et al., 2001). Investigators should be trained to include 
borderline material in their considerations (Benzeluk, 2009; Lanning, 1992, 2001). 
For example, if the only photos found are pictures in a family photo album of a 
child in a bathtub that is known to everyone in the family, there is less cause for 
concern. However, if the same photos are located in a neighbor’s home, stored 
in a location with other child pornography, or as part of a homemade collage of 
children from department-store flyer photos, this would raise concerns about the 
intended purpose and use of such materials. Materials suggestive of a sexual inter-
est in children that do not meet the legal criteria for child pornography are often 
used as corroborating evidence during a trial (Healy, 2004).

“Pedophilia” is a clinical term that refers to an individual with a persistent sex-
ual interest in children. The following are the criteria for pedophilia as set out in 
the American Psychiatric Association’s proposed Diagnostic and Statistical Manual 
of Mental Disorders (DSM-V):

A. Over a period of at least 6 months, recurrent, intense sexually arousing fan-
tasies, sexual urges, or behaviors involving sexual activity with a prepubes-
cent child or children (generally age 13 years or younger).
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B. The individual has acted on these sexual urges, or the sexual urges or fanta-
sies cause marked distress or interpersonal difficulty.

C. The individual is at least age 16 years and at least 5 years older than the child 
or children in Criterion A. (APA, 2013)

Materials depicting nude children or children involved in overt sexual acts, 
legally identified as child pornography, have also been suggested to play a 
vital role in sexual fantasy and can be used for sexual gratification by men or 
women with pedophilia (Benzeluk, 2009; Gillespie, 2011; Lanning, 1992, 2001; 
Seto, Maric, & Barbaree, 2001; Wortley & Smallbone, 2012). Seto, Cantor, and 
Blanchard (2006) investigated whether the use of child pornography is a valid 
indicator of pedophilia by assessing the child pornography interests of a group of 
sexual offenders. The sample included a group of child pornography offenders, a 
group of men charged with sex offenses against children (with no known child 
pornography offenses), a group of men charged with sex offenses against adults, 
and “general sexology patients.” Participants underwent penile tumescence test-
ing to determine arousal patterns across a normal–pathological spectrum based 
on a series of images and/or audiotapes. Results were interpreted as showing that 
child pornography offenders were more likely to show a pedophilic pattern of 
sexual arousal than were all other groups. In this study, men with child pornog-
raphy offenses were almost three times more likely to be identified as pedophilic 
based on their phallometric responses than sexual offenders with child victims 
but no child pornography offenses. The authors of this study concluded that a 
history of child pornography offending is a valid indicator of pedophilia. The 
same authors offered an explanation for their results by pointing out the risk of 
relying on in-person child sexual abuse, since not all those who offend against 
children meet the clinical criteria for a diagnosis of pedophilia. Conversely, when 
men choose the type of pornography they are going to view, it is usually consis-
tent with their sexual interests. Therefore, child pornography offenders would 
be expected to have a higher phallometric pedophile index than men who only 
have a history of sexual offenses against children. This reasoning is supported 
by research by Quayle and Taylor (2002) that included interviews with 13 child 
pornography offenders. Participants acknowledged that the material they down-
loaded was consistent with the content in their sexual fantasies and that the por-
nography was obtained to enhance sexual arousal.

■■ C O N C L U S I O N S

The Internet and technological advances have created a new and anonymous 
way for offenders to produce, view, store, and distribute child pornography. 
The number of criminal investigations into online child sexual exploitation has 
exploded over the past two decades. The increasing number of individuals who 
possess and distribute child pornography has raised concern regarding the use 
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of the Internet by individuals who have a sexual interest in children and the law 
enforcement challenges associated with combating these offenses.

In this chapter we have shown the need to pay careful attention to the defini-
tion of child pornography, the definition of a “child,” and the context in which the 
questions are considered. There are difficulties surrounding the legal definition 
of child pornography compared to material that would be deemed clinically sig-
nificant. Many of the problems with defining child pornography are rooted within 
cross-jurisdictional enforcement, determination of what constitutes a “child,” and 
the separation between age of consent for sexual activity versus participation in 
the production of child pornography.

One positive aspect of the increasing popularity of child pornography is that 
child pornography arrests appear to bring men and women with pedophilia to 
attention at a stage when they are fantasizing about sexual interactions with chil-
dren but perhaps before they have acted on their fantasies. A  second positive 
aspect is that child pornography may provide a substitute to hands-on offending. 
While neither possibility excuses the production of child pornography, both sug-
gest important areas for investigation and future research.
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 11 Parenting Through 
the Digital Revolution

■■ A N D R E W  B .  C L A R K

Effective parenting of preteens and teenagers has never been easy, and the advent 
of the digital age presents parents with a novel set of challenges. The current gen-
eration of children has grown up with a great deal of their social lives, explora-
tion of the world, and developing sexuality played out on the Internet, and many 
parents struggle to maintain an authoritative presence in what is often a unfamil-
iar and rapidly changing domain. As parents attempt to strike the often-delicate 
balance between protecting and guiding their children on the one hand, and 
allowing appropriate freedom and autonomy on the other, they need tools and 
skills to extend their sphere of influence into their children’s digital  lives.

Parents’ worries in regard to the Internet are not different in kind from those 
worries that preceded the digital age, but the unique aspects of the Internet do 
heighten certain risks. In addition, children’s relative comfort and facility with navi-
gating the online world can make it easier for them to engage in poorly supervised 
behaviors, beyond the oversight of responsible adults. For many parents, trying to 
navigate the Internet will always feel a bit like speaking a foreign language badly, 
and they may end up feeling disempowered in the face of their children’s native ease 
with the medium. The recent rapid rise of mobile devices such as smartphones and 
tablets means that Internet access for youth is no longer restricted to the family’s 
home computer but rather can occur wherever the child happens to be.

Given these challenges, this chapter will consider a range of dilemmas par-
ents may face as they seek to understand, advise, and supervise their adolescent 
children within the current digital age. This includes an overview of the sexually 
related online behaviors in which teens engage, the importance of parents’ devel-
oping a basic digital literacy, the merits and limitations of monitoring software, 
and the research base on fostering healthy communication with adolescents about 
sex and sexuality, both online and offline. The chapter emphasizes the ongoing 
central role of certain basic parenting strategies in the digital age—for example, 
being aware of and knowledgeable about their children’s activities, protecting 
them from risk, and communicating guidance and family values.

■■ I N T E R N E T - R E L A T E D  S E X U A L   R I S K

The Internet-related risks that parents worry about can be divided into three 
categories:  inappropriate exposure to pornographic material, inappropriate 
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online sexual communication with peers (including sexual harassment and bul-
lying), and vulnerability to predators.

With the advent of the Internet, many of the practical impediments protect-
ing teenagers and children from exposure to pornographic images have disap-
peared—an individual is no longer required to physically go into a store or order 
material through the mail to access pornographic images. It can be exceptionally 
easy for a curious adolescent to access a wide range of sexually violent or sadis-
tic pornographic images over the Internet, and disturbingly common for children 
of any age to inadvertently stumble upon pornography during innocent Internet 
browsing. In a large survey of youth ages 10 to 17, about one third reported having 
had an unwanted exposure to Internet pornography within the past year (Wolak, 
Mitchell, & Finkelhor, 2007). There is concern that such exposure, whether inad-
vertent or deliberate, may be psychologically harmful to children and teenagers 
of any age, and some evidence that exposure to sexual content in the media as a 
whole can influence sexual attitudes and speed up the initiation of sexual behavior 
for some adolescents (Brown, L’Engle, Pardun, Guo, Kenneavy, & Jackson, 2006; 
Villani, 2001).

The technology available to teenagers with mobile phones makes it possible for 
them to easily create and publish a sexualized digital image of themselves. What 
many teens do not appreciate is that even though the image may have been pro-
duced in the context of a close personal relationship, or in the privacy of one’s own 
bedroom, it can then be widely disseminated and can never be fully erased. Many 
teens may not understand that such images usually violate legal statutes around 
child pornography, and they may not have the judgment to anticipate the potential 
impact of the misuse of such images. Clay Calvert discusses this matter from a 
legal perspective in greater detail in Chapter 5.

The Internet has, for some teenagers, become a forum for teasing, mocking, 
and bullying of others, sometimes with a sexualized dimension. It is possible that 
the illusion of anonymity that the Internet provides, and the youth’s experience of 
a lack of adult oversight, acts to foster such maladaptive behaviors.

As children and teenagers have come to spend more and more time online, 
child predators have followed them, using social networking as a medium through 
which to pose themselves, develop emotionally engaged online relationships, and 
then seek to obtain pornographic images or arrange real-world encounters. The 
dangers of predatory pedophiles have received a great deal of media attention 
over the past several years, arousing deep fears for many families. At the same 
time, researchers in the field point out that there is no systematic evidence that 
children are at an increased risk of danger through Internet-related contacts than 
they had been previously, and that the great majority of pedophilic exploitation 
overall is committed by individuals who are well known to the family. In regards 
to the youth who are involved, the Harvard University Berkman Center Safety 
and Technical Task Force (2008) concluded, after a comprehensive literature 
review, that most cases of sexual solicitation of minors over the Internet involved 
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postpubescent youth who were aware that they were meeting an adult male for 
the purpose of engaging in sexual activity. Nevertheless, the Internet does provide 
predatory adults with new opportunities for seeking out vulnerable children (see, 
for example, Chapter 9), along with new opportunities for teenagers to exercise 
poor judgment around their sexual behaviors.

■■ H E A L T H Y  A S P E C T S  O F  I N T E R N E T  S E X U A L I T Y

As children’s lives and social interactions have moved online to a significant 
degree, the Internet has become a major medium for teenagers to express 
and explore their sexuality in a normative manner. Chatting and flirting with 
opposite-sex peers, communicating perceptions, opinions, and experiences 
about peers, and seeking information from peers around sexual matters are 
all time-honored early-teen activities that have moved in recent years, to some 
extent, from the square dance to the mall to the chat  rooms.

The Internet is a broad and deep (and sometimes unreliable) ocean of informa-
tion, and many children and teenagers turn to it for education regarding sexual 
matters. For many teenagers it provides a stigma-free opportunity to ask poten-
tially embarrassing questions about sexual topics, perhaps especially in situations 
where teens feel uncomfortable speaking openly with their parents. Parents can 
play an important role in helping their children become critical consumers of 
information, discerning authoritative and trustworthy sources of information.

For older teens, Internet-based dating has become an increasingly common 
method of meeting individuals for potential romantic partners, and Internet-based 
friendships can develop romantic dimensions even in the absence of significant 
real-world interactions. Teenagers who are somewhat unconventional, whether 
through appearance or affliction or sexual orientation, may find the Internet a 
much more hospitable and welcoming forum to explore their romantic interests 
than, say, their high-school cafeteria.

For some parents, the child’s exposure to certain sexualized images or material 
online can be seen as part of normal psychosexual development. Teenage boys 
in particular use the Internet to view sexually explicit images; in one large study 
38 percent of 16- and 17-year-old boys, but only 8 percent of same-age girls, had 
used the Internet for this purpose over the past year (Wolak et al., 2007). For many 
parents of older teens, especially those who are close to moving out of the house, 
blanket restrictions on online viewing come to seem less useful (and perhaps less 
possible) than tolerating limited access in the context of a discussion of the family’s 
values and sensibilities.

Although the dangers posed by the Internet to children are novel and unique in 
certain ways, the fundamental strategies for parents in helping to keep their chil-
dren safe remain unchanged. Educate yourself regarding your children’s lives and 
activities online; protect your children by setting appropriate limits; monitor your 
child’s Internet activity; and communicate with your child about what occurs.
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■■ T A L K I N G  T O  C H I L D R E N  A B O U T  O F F L I N E 

S E X U A L  A C T I V I T Y

Conversations with children and teenagers about Internet-based sexual behav-
iors are embedded in, and very much a part of, the larger conversations that 
parents have with their children about sex. In families where such broader con-
versations are fraught, sparse, or nonexistent, it may be difficult to create satis-
fying communication regarding the more unfamiliar world of Internet sexuality.

The experience of talking to their children about sexuality has been awkward 
and difficult for many parents, even before the development of the Internet. 
Indeed, the caricature of the anxious, clumsy parent having the “Big Talk” with 
their often-perplexed child has become a comedic staple and captures some of the 
difficulty parents have in initiating a genuine dialog with their child about such a 
potentially charged topic. The development of the Internet, adding another (often 
unfamiliar) dimension in which children seek to explore and express their sexu-
ality, may be seen as a further challenge to parents who may already feel mysti-
fied and somewhat helpless about how to communicate and influence their child’s 
burgeoning sexuality. Parents who struggle around discussing real-world sexuality 
with their children are unlikely to find their conversations about Internet-based 
sexual matters to be significantly more satisfying or effective.

A growing body of research suggests that parental communication with chil-
dren about sexual matters can have a significant impact on the choices they make, 
such as early sexual activity, high-risk sexual behaviors, multiple sexual partners, 
and condom use (Parkes, Henderson, Wright, & Nixon; 2011; Weinman, Small, 
Buzi, & Smith 2008). Indeed, in a national survey of teenagers, parents were over-
whelmingly identified as having the most influence over their decisions about sex, 
compared with peers and the media (Albert, 2012). A majority of teenage boys, 
and a substantial majority of teenage girls, wish they had waited longer before 
having sex; at the same time, 87 percent of teenagers said it would be easier for 
them to delay sex if they could have more open conversations with their parents 
about the topic.

There is good reason to fear that many teenagers are not receiving adequate 
guidance from their parents about sexual matters. In national surveys of ado-
lescents, only one in ten reported having discussed sex with their parents before 
engaging in sexual behaviors. Asked to grade their parents on their “understand-
ing of teen sex,” only a third of teenagers gave them grades of average or better, and 
about 30 percent of older teenagers report never having had a conversation with a 
parent about sexual matters (Albert, 2012).

Research indicates that the most effective conversations between parent and 
child about sexual matters occur early and often (Martino, Elliot, Corona, Kanouse, 
& Schuster, 2008). For younger children, this may involve discussions about their 
bodies, gender differences, and zones of privacy, as well as the topic of appropriate 
and inappropriate touching. The birth of a new child or pet can provide natural 
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opportunities for age-appropriate discussions of reproductive matters. Parents can 
begin discussing, in age-appropriate ways, issues related to relationships, intimacy, 
and commitment with even very young children.

For school-age children, who may be receiving a great deal of both information 
and misinformation from peers and the media, parents can began to address more 
overtly sexual matters and can continue to reinforce family values dealing with 
healthy and responsible relationships and sexual behaviors. School-age children 
are often confused and sometimes distressed by the sexual information to which 
they are exposed and are prone to making erroneous and sometimes bizarre inter-
pretations of the fragmentary pieces of information they have at hand. Parents 
who broach sexual topics with their children at this stage, and who develop expec-
tations of openness and frankness in their discussions, lay the groundwork for a 
more mutually satisfying mode of communication when the storms and silences 
of adolescence begin to appear.

For many parents, their children’s rapidly developing sexuality takes them 
unawares, and they underestimate the amount of sexual knowledge that their 
child has accumulated, as well as the possibility that their child has begun to 
engage in some form of sexual activity. National surveys of teenagers conducted 
by the Centers for Disease Control and Prevention indicate that about one third of 
ninth-grade children and two thirds of twelfth-graders had had sexual intercourse, 
with about one third of high-school students being sexually active at any given 
time (National Campaign to Prevent Teen and Unplanned Pregnancy, Fast Facts, 
2012). For parents of preteens, the challenge is not simply to accurately discern 
where they are at in regards to sexuality, but to anticipate where they will soon 
be, so that the parents can help in some ways to equip their children when they 
are faced with novel and often-bewildering sexual opportunities (Beckett, Elliot, 
Martino, Corona, Klein, & Schuster 2009). Parents can engage in “anticipatory 
guidance” with their preteens, helping them to envision and think through expect-
able challenging scenarios.

Parents are sometimes concerned that frank discussions of sexuality may offer 
an implicit message of approval to their child, and that the sexually aware teen 
is more likely to become the sexually active teen. There are few research data to 
support this concern; on the contrary, teenagers who have good communication 
with their parents about sexual matters are actually less likely to engage in early 
sexual activity (Levine, 2011). There is an active debate around abstinence-only 
sexual education versus a more comprehensive reproductive education approach, 
but in both cases the scope of concern encompasses a broad range of topics that 
go far beyond the mechanics of sex, and provide rich opportunities for parents 
to communicate foundational family values dealing with relationships, intimacy, 
and trust.

While parents are generally good at talking to teenagers about factual aspects 
of sexual behaviors, such as the risk of sexually transmitted diseases or the need 
for contraception, there is a range of more delicate and potentially awkward topics 
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that often prove more challenging—these include masturbation, orgasms, proper 
condom use, and the parents’ own sexual experiences as teenagers. Perhaps sur-
prisingly, an overwhelming majority of teenagers indicate in surveys that they 
would like to talk to their parents more about relationships rather than simply 
being told about risks and contraceptive techniques. While the prospect of dis-
cussing a topic such as masturbation with one’s child may seem daunting or even 
terrifying to many parents, it may be much easier to do if it is just one of a long 
series of sexually frank discussions that have been ongoing for years, rather than a 
de novo introduction of a previously avoided topic.

Skillful parenting often involves knowing when to delegate responsibilities, and 
many couples find that one or the other has more facility or standing to engage in 
conversations about sex with their children. Parents sometimes lean on trusted oth-
ers in the family circle, such as a favorite uncle or godparent, to help provide their 
child with knowledge, resources, and useful relationships about sexual matters.

Recurrent conversations between parents and teenagers are likely to help par-
ents overcome the awkwardness of “the Big Talk,” allow opportunities for a range 
of topics and questions to be addressed, and demonstrate the parent’s interest and 
commitment. (Martino et al., 2008) Although most parents feel awkward at some 
point in talking with their child about sex, recurrent conversations allow for that 
discomfort to dissipate and help in developing more relaxed and bilateral com-
munication. While there may be a certain amount of specific information that the 
parent wishes to communicate to the child, these conversations are also opportu-
nities for the parent to learn from the child about the things that worry or puzzle 
him or her, and about the child’s struggles in developing and navigating intimate 
relationships.

■■ P A R E N T  E D U C A T I O N  A N D  D I G I T A L  L I T E R A C Y

For many parents, the digital world will always feel like something of a for-
eign place, and their children’s facility and familiarity with digital activities and 
resources create a barrier to the parents’ ability to understand and influence 
the child’s Internet activities. Therefore, parents must achieve some basic level 
of digital literacy in the service of helping to guide and protect their children 
online.

Parents can access a wide array of trustworthy Internet-based resources to 
help them learn more about Internet-based activities, and Internet safety in par-
ticular. These include parent resource or Internet safety sites from the American 
Library Association (2008), the Federal Communications Commission (2013) 
the Federal Bureau of Investigation (U.S. Department of Justice, 2012)  and the 
nonprofit groups GetNetWise and Common Sense Media. As might be expected, 
these sites often represent groups with a range of perspectives and perceived sense 
of Internet danger. In addition, many school districts provide information about 
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Internet safety for children, either on their own websites or through local discus-
sion groups and talks.

Professionals who are involved in helping parents develop their Internet super-
visory skills can enhance their own effectiveness by becoming familiar with a few 
parent education sites, viewing the sites together with the parent in the room, and 
then providing the parent with the link to that site. Such facilitated guidance is 
likely to be more effective for many parents than simply providing them a listing 
of resources.

Another approach to enhancing digital literacy is for a parent to become an 
active participant in Internet-based social activities, such as by creating his or her 
own profile on social networking sites. Many parents ask their children to “friend” 
them on Facebook, or otherwise allow them the same degree of access as their 
peers, so they can intermittently monitor the child’s online activity. As in the real 
world, however, the prudent parent may not choose to comment aloud on all that 
he or she hears or sees.

In a similar vein, asking children to take a parent on a tour of their favorite 
Internet sites can be an opportunity for parents to learn both some of the nuts 
and bolts of digital literacy and a great deal about their child’s experiences online. 
With the child in the role of expert, and a parent’s attitude of curiosity and engaged 
interest, a “guided tour” of the child’s digital world can be an exceptionally rich 
opportunity for a parent to learn about the child’s life online.

■■ R E S T R I C T I N G  C H I L D R E N ’ S  O N L I N E  A C T I V I T I E S

Parents may be well advised to develop the habit of placing time restrictions on 
their child’s Internet use and overall media exposure from an early age. In addi-
tion, many children find that being online just before bedtime interferes with 
their ability to fall asleep. Allowing children to have a computer in their own 
bedroom or, increasingly, allowing a child to have an Internet-enabled phone, 
allows them a significantly greater degree of autonomy in their Internet explo-
rations; these transition points provide opportunities for parents to discuss, 
educate, and set limits with their children.

For younger children who are interested in the Internet, there are a range 
of Web browsers geared to children of specific ages that limit access to all but 
age-appropriate material. Acting much like a digital fenced-in playground, these 
services offer a significant degree of protection against both sexually inappropriate 
material and rampant commercialism.

Most social media sites such as Facebook and MySpace have set 13  years 
as the minimum age for teenagers to set up an account, mirroring the restric-
tions set by Congress in the Children’s Online Privacy Protection Act (COPPA). 
Studies indicate that many younger children have social networking accounts, 
but this requires them to dissemble about their actual age when signing up. 
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There are many social media sites for preadolescent and younger children, 
such as Club Penguin and Disney, that have more restrictive privacy protection 
and that require parental permission to join. However, parents should care-
fully assess the level of commercialism their children will be exposed to on 
these for-profit sites. The American Academy of Pediatrics recommends that 
the minimum age requirement for social networking sites be respected, due to 
both safety concerns for younger children on these sites and the message com-
municated by parents who allow their child to falsify their online information 
(American Academy of Pediatrics, 2011b).

When setting up a social networking account such as Facebook, a child has an 
opportunity to choose privacy settings that place meaningful restrictions on how 
much information he or she reveals. Parents can negotiate with their children over 
this question and in doing so help to minimize the associated risk. Privacy set-
tings address the question of who is allowed access to online postings (friends only 
vs. the general public, for example) and whether a child’s location can be posted 
(probably never a good idea), as well as allowing notification whenever a child is 
“tagged” on someone else’s page.

■■ M O N I T O R I N G  A S  A  F O R M  O F  P A R E N T A L  A C T I V I T Y

A large body of research shows an association between parental knowledge of 
children’s activities and a lower incidence of behavior problems (Dishion & 
McMahon, 1998). It had long been thought that parents obtained this infor-
mation from high levels of active monitoring, and on this basis parents have 
been encouraged to exercise active surveillance of their child’s activities (Liau, 
Khoo, & Ang, 2008). However, more recent research has called this conclusion 
into question, suggesting that parents gain the most knowledge of their chil-
dren from child disclosure, and that a parenting style that encourages children 
to share openly with their parents is the most effective method (Kerr & Statin, 
2000; Racz & McMahon, 2011).

Parental Monitoring of Media

Research on parents’ attempts to protect children from harmful media exposure 
(such as television and movies) has focused on several strategies commonly 
used by families. For younger children, in particular, the strategy of cocooning 
(also known as restrictive mediation) explicitly limits exposure to certain objec-
tionable material. The strategy of prearming (also known as active mediation) 
involves parent–child discussions regarding exposure to questionable content, 
with a goal of both communicating family values and helping the child become 
a critical thinker when it comes to the media. Finally, parents of older teenag-
ers often use a degree of deference (deliberately choosing not to intervene) in 



11. Parenting Through the Digital Revolution ■ 255

an active attempt to demonstrate trust in their adolescents (Padilla-Walker & 
Coyne, 2011). Parents who use cocooning (i.e., restriction) as a primary mode 
of control for older adolescents have been found to be less connected to their 
children, more likely to engender resentment from their children, and less suc-
cessful in the long run (Nathanson, 2002). However, parents who use a com-
bination of cocooning (often for younger children) and prearming (as children 
become teenagers) find it to be a generally successful strategy and feel more 
connected to their children.

Much of the research on parental monitoring has been done on the medium 
of children’s viewing of television and movies, which is an inherently pas-
sive experience. Early research into children’s use of the Internet has begun 
to emphasize the opportunities for children’s participatory learning, and for 
parents to learn from and engage with their children and teens online, mak-
ing parental monitoring a less hierarchical and more interactive experience for 
parents (Clark, 2011).

In a study of parental monitoring approaches and website restriction, Lwin, 
Stanaland, and Miyazaki (2008) found that older teenagers whose parents 
employed restriction as a primary mode of monitoring had a rebellious “boomer-
ang” response to website-based restrictions, expressing the intent to circumvent 
them in some ways. Teens whose parents were more active and collaborative in 
their mediation strategies disclosed the least amount of personal information 
online in those studies (Lwin et al., 2008). Similarly, in looking at a group of chil-
dren ages 10 to 16, Byrne and Lee (2011) found that the children’s openness to 
parental restrictions on Internet use was enhanced in situations when the children 
felt they could talk openly with their parents about difficulties that they encoun-
tered online.

A recent survey from the Kaiser Family Foundation (2010) found a substan-
tial increase in the amount of time youth spend in entertainment media, up to a 
remarkable 53 hours a week (much of which time is spent multitasking). Most of 
this increase was attributed to the rapid rise in ownership rates of cellphones and 
other mobile devices. Although only 30 percent of youth said they had rules at 
home limiting their media use, those who did noted a markedly decreased number 
of hours spent each day consuming media of whatever sort, affirming the powerful 
effect parents can have on their children’s media use.

Monitoring Children’s Online Activities

Many families, especially those with younger children, choose to establish a 
family computer that remains in a shared area of the house in order to provide 
a degree of “over the shoulder” monitoring. However, the increasingly popu-
larity of cellphones and personal tablets, and children’s ready access to peers’ 
Internet-enabled devices, limits the efficacy of this approach for many older 
children.
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Given the substantial interest of families in effectively monitoring their children’s 
Internet activities, there are a number of popular, mainstream, and user-friendly 
services that can be very effective (but never infallible) in blocking access to certain 
sites, monitoring children’s activities, calculating total time online, and alerting par-
ents to violations. These include, among others, Norton Online Family, Net Nanny, 
Microsoft Live Family Safety, and Apple Parental Controls. Installing this sort of 
software and determining the restrictions to be applied offer opportunities for par-
ents to discuss with children their expectations and standards for Internet use.

Family safety software can be largely effective in reducing the risk that a child 
will be inadvertently exposed to pornographic images and can monitor and enforce 
limits on the amount of time a child spends online. It can also provide a parent 
with a complete history of the child’s Internet activities—all computers have this 
capacity, but surveys show that many teenagers erase their history on a regular 
basis. After choosing a family safety service, parents need to educate themselves 
about its functional capabilities, choose the limits to set, discuss expectations with 
their children, and then monitor the service on a regular basis. As their children 
grow, the parents and child will likely wish to renegotiate the terms of their under-
standing in regard to these services.

A recent survey by the National Center for Missing and Exploited Children found 
that only about 20 percent of families used parental control on Internet-enabled 
devices, although a majority of parents monitor their children’s online activities in 
some ways. The Pew Internet and American Life Project (2011) found, however, 
that about 60 percent of parents used some form of parental control. Most parents 
in the Pew survey favored frank discussions with their children over technical 
tools as the most effective approach to monitoring Internet activities. Research 
regarding parental monitoring of teenagers’ Internet activities suggests similarly 
that simple surveillance may be somewhat ineffectual, but that children who com-
municated to their parents about disturbing Internet experiences were less likely 
to engage in high-risk Internet behavior (Liau et al., 2008).

In recent years, with the explosion of handheld and portable Internet-enabled 
devices, more and more parents have begun using monitoring software for their 
children’s cellphones. These applications can monitor children’s text messages (and 
even translate “teen-speak” abbreviations for parents), scour popular social media 
sites, and scan for inappropriate language. For teenagers who drive and who own a 
cellular phone, it is possible for a parent to be alerted whenever the teen is texting 
while driving or is speeding.

For many parents, establishing their own profile on social media sites is the 
most effective way to come to understand the technology (and gives an oppor-
tunity to allow their children to be the experts). Some parents insist that their 
children “friend” them so they can actively monitor the children’s activities online. 
Before allowing a child or teenager to register on a social networking site, a parent 
may wish to explore the site in some depth, looking at the nature of the profiles 
posted and the social norms that seem to be present.
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Parents of older teens often choose to actively monitor the child’s online activi-
ties but try to strike a balance between allowing them an appropriate degree of 
latitude and privacy and remaining alert to possible dangerous situations. Parents 
of older teens often realize that their child is likely to be leaving home shortly, so 
their goal is not so much to provide a blanket protection from possible harm as to 
prepare the child to become a reasonably responsible young adult.

In monitoring children’s Internet behaviors, the technological tools available to 
parents are, no matter how sophisticated, secondary in importance to the atten-
tion, communication, and guidance provided by the parents in regard to these 
concerns. Ideally, family safety software can serve as a vehicle for meaningful dis-
cussions between parent and child about Internet safety and norms.

■■ E D U C A T I N G  A N D  C O M M U N I C A T I N G 

W I T H   C H I L D R E N

Providing a child with an Internet-enabled device is akin in some ways to 
providing a teenager with a car—it allows for unparalleled opportunities for 
experience and exploration but brings with it significant risks. Both instances 
call for a substantial degree of orientation, education, and practice, and in both 
situations it is likely that mistakes will be made.

In educating their children about the risks of the Internet, parents seek to 
provide the information necessary for their children to be forewarned and fore-
armed, and to establish mutual lines of communication on these topics. As noted 
above, children who feel comfortable talking to their parents about sexual matters 
in general are the most likely to be willing to speak to their parents about any 
Internet-related sexual concerns.

Just as children are warned about “stranger danger” in the real world, they need 
to be informed about the risks of predators and imposters on line. Often these indi-
viduals take the time to gradually develop online relationships with their poten-
tial victims before introducing any sexual component into the interaction (Wolak, 
Finklehor, Mitchell, & Ybarra, 2008). Teens can be instructed that such individuals 
tend to prey on teenagers’ interest in romance, risk taking, and adventure, using 
flattery and sympathy as tools to engage their interest. In talking with children 
and teenagers about the risk of sexual solicitation, it may be useful to point out 
that while about one in seven youth have received unwanted sexual solicitation, 
the great majority of the initiators of such unwanted contact were other teenagers. 
Helping teenagers think through how best to respond to their peers and acquain-
tances is therefore an essential element of online safety.

Teenagers who are willing to talk about sex online with people they do not 
know (or do not know well), teens who post sexually provocative material on their 
sites, and teens who are alienated from their parents are at significantly increased 
risk (Mitchell, Finkelhor, & Wolak, 2007). Teenagers can be informed that the risk 
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of sexual exploitation rises dramatically when the online contact move offline, 
either via telephone, regular mail, or actual personal contact. Teenagers may ben-
efit from education about the definitions and criminal consequences of sending or 
possessing child pornography. Finally, children and teenagers should be encour-
aged to report to responsible adults any unwanted sexualized solicitation and to 
save the interaction for possible investigation.

Wolak and colleagues (2008) point out that most Internet-related sexual crimes 
fit a model of statutory rape, in which the adult offender develops an intimate 
relationship with and then openly seduces an underage teenager. In these cases 
parental restrictions on Internet use may have limited impact, and the youth who 
are most vulnerable may be those who are least open to influence from their par-
ents. Youth thought to be at high risk include those with a pattern of risky online 
behavior, and they may benefit from interventions that focus on their interactive 
patterns online and the nature of their online relationships. May such teens do not 
regard their online activities as problematic, and for them parents and clinicians 
may need to combine actual restrictions and encouragement of more positive peer 
interactions with a more patient “stages of change” model of skill development.

The American Academy of Child and Adolescent Psychiatry, along with the 
American Academy of Pediatrics, recommend that parents have explicit discus-
sions with their children about the public and enduring nature of information sent 
out over the Internet. For younger children this may involve emphasizing the need 
to keep identifying information such as full name and address, date of birth, or 
social security number to themselves.

Children of all ages need to hear from their parents about the inappropriateness 
of receiving sexual messages, and the dangers in sending such messages, as well as 
the illegal nature of such activity.

Older adolescents and even young adults need to be reminded that their Internet 
persona is open for scrutiny by potential employers and schools (American 
Academy of Child and Adolescent Psychiatry, 2012; American Academy of 
Pediatrics, 2011a). In all cases parents must attempt to disabuse the child of the 
illusion of privacy that the Internet sometimes creates.

■■ S I G N S  O F  C O N C E R N

The Berkman Center report (2008) points out that the online risks faced by 
children and teens have more to do with their own psychosocial makeup and 
family dynamics than the specific media or technology itself. Teenagers who 
lack emotionally secure relationships with peers or other adults, who have a 
history of high-risk behaviors, or who are struggling in other aspects of their 
lives are all at an increased risk of engaging in risky or inappropriate Internet 
behaviors. Having a group of healthy friends is a powerful protective factor, 
and parents can actively try to support and facilitate such friendships. Similarly, 
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having close relationships with stable adults, such as coaches, ministers, or 
extended family, offers a degree of protection from a child being drawn into 
inappropriate Internet activities.

■■ R E S O U R C E S  F O R  F A M I L I E S

Before the Internet, many parents learned to leverage their influence by 
actively collaborating with other parents in the community, particularly 
the parents of their children’s friends. This teamwork helped parents both 
to share valuable information (often to verify what they may have heard 
from their own child) and to establish shared social norms such as curfews. 
Parents who collaborate can reap myriad benefits in regards to their chil-
dren’s digital lives as well, such as establishing shared norms for Internet use 
times, the kinds of sites on which their children are allowed, and expecta-
tions about the use of digital devices during homework times. In addition, 
parents can agree to jointly oversee the online behavior of their children’s 
friends and report back to the parent if such behavior becomes problematic 
(Willard,  2007).

■■ E N H A N C I N G  P R O F E S S I O N A L  C O M P E T E N C E

Professional organization such as the American Academy of Pediatrics encour-
age their members to increase their knowledge of digital technology so they 
can serve as better-educated references, can provide more informed anticipa-
tory guidance, and can better discern and diagnosis Internet-related issues as 
they arise. Given the prominent role that the online world plays in the lives of 
children and teens, professionals who work with young people need to become 
familiar with Internet-related issues and technology as an essential component 
of continuing professional education.

■■ S U M M A R Y

As the world of our children and teenagers has shifted increasingly to the digi-
tal realm, the challenges facing parents have become more complex and daunt-
ing. Extending parental oversight and authority into the online world requires 
a meaningful degree of digital literacy and an awareness of tools and resources 
adapted to the rapidly shifting technologies available. At the same time, famil-
iar principles of effective parenting such as learning to engage in substantive 
conversations about sex, restricting and monitoring children’s behaviors, allow-
ing an appropriate degree of freedom and privacy, and talking about difficult 
subjects continue to serve as basic organizing themes of effective parenting in 
this regard.
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 12 Teens, Sex, and 
Technology: Implications 
for Educational Systems 
and Practice

■■  A N D R E W  J .  H A R R I S  

A N D  J U D I T H  D A V I D S O N

In recent years, policymakers and practitioners have grappled with mounting 
concerns related to teenagers’ self-production and distribution of sexually explicit 
visual content via cellphone, online social media, and other digital communica-
tion technology—a diverse group of behaviors commonly referred to as “sexting.” 
While concern over teen sexting has been particularly pronounced in the United 
States, growing attention to the issue has emerged in many other countries, sug-
gesting an increasingly global phenomenon (Agustina & Gómez-Durán, 2012).

As schools, juvenile justice systems, and state legislatures have sought to develop 
appropriate responses, surveys of youth have begun to shed light on the prevalence, 
nature, and correlates of these behaviors. This research has provided a useful con-
text for understanding the scope of the policy and practice challenges but has not 
fully elicited youths’ perspectives on the sexting issue or examined it in the context 
of youths’ social and developmental experience. Further, little is known about the 
attitudes and beliefs of parents, educators, and other concerned adults regarding 
these issues and how those attitudes and beliefs align with those of youth. Gaining 
such a comparative perspective may help to highlight communication barriers and 
inform the development of viable interventions to improve youth safety.

This chapter draws from the results from a multistate, mixed-method study 
investigating youths’ and adults’ perspectives on teen sexting behavior, its motiva-
tions and consequences, and the parameters of effective responses. Over a period 
of approximately 18  months, our research team collected and analyzed focus 
group data gathered from youth, parents, and school-based professionals in three 
states—one in New England, one in the Midwest, and one in the Southeast. The 
youth focus groups encompassed 123 youth representing nine high schools; the 
parent groups included 92 caregivers representing the same nine schools; and 
the school personnel included a diverse group of 110 educational administra-
tors, teachers, guidance counselors, school resource officers, school health pro-
fessionals, and others. Following data analysis, the research team convened a 
multisite stakeholder forum—consisting of educational and justice practitioners, 
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policymakers, and youth—to discuss the results and generate policy and practice 
recommendations.

We begin the chapter with a brief overview of the literature to date concerning 
the prevalence and correlates of youth sexting behaviors and place those findings 
into the context of adolescent development in the digital age. Following a discus-
sion of the study’s sampling, data collection, and analysis process, we present the 
dominant themes emerging from our research. We conclude with a discussion of 
how these results may be placed into the broader context of educational practice, 
drawing from the stakeholder forum conducted during the latter stage of the study.

■■ B A C K G R O U N D :   E M E R G E N C E  O F  T H E  

“ T E E N   S E X T I N G  P R O B L E M ”

Concern over teen “sexting” is a fairly recent phenomenon. Although the legal 
and policy issues surrounding “self-produced child pornography” had begun to 
surface among legal scholars as early as 2007 (Leary, 2010), attention to teen sex-
ting in the United States may be largely traced to the December 2008 release of 
a survey by the National Campaign to Prevent Teen and Unplanned Pregnancy 
(NCPTUP). This survey, which received widespread media coverage through-
out 2009, indicated that approximately 20  percent of teens reported transmitting 
or receiving sexually explicit images of themselves or peers via their cellphones 
(National Campaign to Prevent Teen and Unplanned Pregnancy, 2008). The sur-
vey’s confluence with national news stories such as the July 2008 suicide of an 
Ohio teen following the dissemination of compromising pictures she had sent to 
a former boyfriend (Kranz, 2009)  and the child pornography prosecution of six 
teenagers in Pennsylvania (Brunker, 2009)  prompted a surge in sexting-related 
stories and commentary on television, newspaper editorial pages, talk radio, 
blogs, and Internet message boards.

Amidst this expanded media attention, some commentators questioned the 
significance and extent of the “sexting problem.” Some asserted that survey data 
collected via Internet surveys or cellphone interviews may have overestimated the 
magnitude of the behavior by “self-selecting” technology-focused youth (Bialik, 
2009). Others suggested that the media’s response to the NCPTUP survey results 
was misguided and that alternative assessments had failed to identify sexting as a 
widespread practice (Berton, 2009). In evaluating political responses to the issue, 
some commentators suggested that concerns over sexting were largely driven 
by generalized adult alarm over the changing modes and norms of teen sexual 
expression in the information age (Levine, 2009; Lithwick, 2009).

■■ E M E R G I N G  R E S E A R C H  O N  T E E N  S E X T I N G

While much of the initial discourse surrounding teen sexting was based pri-
marily on speculation and limited data, recent years have produced expanded 
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empirical investigation of the phenomenon, leading to a greater understanding 
of sexting behaviors’ scope, dynamics, and correlates. During 2009, additional 
survey-generated data concerning the incidence, prevalence, and correlates of 
teen sexting behavior were released by several organizations, including the Pew 
Research Center (Lenhart, 2009), Cox Communications (2009), and MTV in 
conjunction with the Associated Press (2009). Throughout 2010 to 2012, several 
studies began to emerge in peer-reviewed research journals, including analyses 
of sexting cases coming to the attention of law enforcement (Wolak, Finkelhor, 
& Mitchell, 2012)  and several surveys assessing the prevalence and/or corre-
lates of sexting behaviors among teens and young adults (Mitchell, Finkelhor, 
Jones, & Wolak, 2012; Dake, Price, Maziarz, & Ward, 2012; Dowdell, Burgess, 
& Flores, 2011; Strassberg et al., 2012; Temple et al., 2012)).

Definitional and Measurement Issues

Before exploring the prevalence and correlates of teen sexting behavior, it is 
important to first place these results in context.

The first point of note is that the “sexting” label has been applied to a broad 
range of behaviors and contexts, not only within popular discourse, but also 
within the growing body of survey research. The 2009 Pew study, for example, 
asked respondents to describe scenarios and comment on why teens might engage 
in these behaviors. Descriptions included the exchange of sexually suggestive text 
messages, images sent as part of “joking around,” images sent in the context of 
flirting and courtship, and cases that involved clear harassment or intent to embar-
rass or harm. This broad range of behaviors—typically conflated in the context of 
media accounts—suggest that the “sexting” label may have limited practical utility 
and that it is generally more useful to discuss this phenomenon in terms of specific 
behaviors and motivations.

The diversity of behaviors commonly assigned the “sexting” label is under-
scored by an analysis of approximately 500 sexting cases that had come to the 
attention of law enforcement (Wolak, Finkelhor, & Mitchell, 2012). In develop-
ing a typology stemming from these findings, Wolak and colleagues distinguished 
between “aggravated” cases and those they deemed “experimental” cases. Within 
the aggravated category, they included cases that involved adults, as well as those 
where there was either an explicit intent to harm or reckless behaviors. Among 
experimental cases, which encompassed a majority of the cases in their sample, 
Wolak and colleagues described a wide range of circumstances consistent with 
developmentally normal, albeit often irresponsible, adolescent behaviors (Wolak, 
Finkelhor, & Mitchell, 2012).

While this study represented a unique sample consisting of cases severe enough 
to warrant police involvement, the diversity of circumstances under which sexting 
behaviors may occur has been supported by the survey literature. The Pew survey 
data suggest that youth who had engaged in these behaviors reported a wide range 
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of motivations, including gaining the attention of a romantic interest and jok-
ing around. These and similar findings suggest that interpretation of any sexting 
prevalence figures must carefully account for the manner in which the behaviors 
are commonly framed by in the context of media reports, policy discourse, and 
research.

Beyond the variety of diversity of covered behaviors, comparing prevalence 
estimates must also account for differences in survey sampling frames and meth-
ods. Many surveys have included non-minor teens and in some cases young adults 
within their samples, or may have oversampled minor youth at the higher end of 
the age spectrum (16 and 17 years old). Based on what we know about the effect 
of age on the likelihood of engaging in these and other sexual behaviors, it should 
be noted that such a sampling strategy is likely to obscure important distinctions 
within the teen population. Additionally, the various surveys have been adminis-
tered through a variety of means, including Internet surveys, phone surveys, and 
school-based surveys. Each of these approaches is likely to produce its own form of 
methodological limitations and concerns. While it would be erroneous to assume 
that one approach is superior to another, awareness of these differences in sam-
pling and potential response bias does help to explain some of the varying results.

Prevalence and Incidence Estimates

Given this definitional ambiguity and methodological variation, it is not sur-
prising that estimates of teen engagement in sexting behaviors have varied 
considerably. Here, we briefly summarize the research to date regarding the 
prevalence of these behaviors and attempt to place these results into some 
general context. To do so, we include separate assessments of the prevalence 
statistics concerning three sets of activities commonly associated with sexting—
producing and sending images of oneself, receiving such images, and transmit-
ting or sharing these images with others.

Creating and sending images—The original 2009 NCPTUP survey reported 
that 20  percent of teens had sent or posted nude or partially nude images of 
themselves via Internet or cellphone. Studies from school-based samples con-
fined to specific jurisdictions have produced somewhat higher estimates. A sur-
vey of 948 Texas high-school students suggested that 28 percent had engaged 
in the behavior (Temple et al., 2012), and another school-based study in Utah 
placed the figure at 18 percent (Strassberg, McKinnon, Sustaíta, & Rullo, 2012). 
Neither of these studies found statistically significant differences between boys 
and girls engaging in the behavior, although within both samples the rates for 
boys were slightly higher. Studies using national samples have generally produced 
significantly lower estimates—the Pew study from 2009, based on a phone-based 
sample of 800 youth, indicated that 4 percent of teens aged 12 to 17 reported 
sending nude or partially nude sexually suggestive pictures; and Mitchell and 
colleagues, in a 2011 study of 1,560 Internet users aged 10 to 17, suggested that 
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the prevalence of these behaviors may be somewhat lower than that indicated 
by other surveys, estimating that 2.5  percent of teens indicated that they had 
appeared in and/or created an image, 1.8 percent had self-produced the image, 
and 1.3 percent had appeared in or created “images showing breasts, genitals, or 
someone’s bottom” (Mitchell, Finkelhor, Jones, & Wolak, 2012). In reconciling 
these varying results, it should be noted that the Texas and Utah high-school 
surveys primarily consisted of youth aged 15 and older, while the two national 
surveys also included younger youths.

Receiving images—Compared to the numbers of youth who have reported 
creating and/or appearing in digital sexual images of themselves, the propor-
tion reporting having received such images is two to four times higher. The Pew 
study suggested that 15 percent reported receiving such an image (compared to 
4 percent who had reported creating and sending); the Cox Communication sur-
vey reported that 17 percent had received sexts (vs. 9 percent creating/sending); 
the school surveys out of Utah reported that nearly 50 percent of all boys and 
31  percent of girls had been receivers; and the study by Mitchell and colleagues 
indicated that 7.1 percent (5.9 percent with nudity) reported receiving a sexual 
image, compared to the 2.5 percent (1.8 percent with nudity) who reported creat-
ing or appearing in such an image (Mitchell et al., 2012).

Being asked to send an image—Among the surveys that have evaluated teen 
sexting behavior, only a limited number have asked youth about their experiences 
of being asked to send an image of themselves. These experiences, however, may 
represent salient dimensions of the dynamics of sexting, particularly related to 
subtly coercive gender dynamics that may be associated with these activities. This 
experience seems to be far more common among girls than boys—the study by 
Temple and colleagues, evaluating the experiences of Texas high school students, 
suggested that more than two thirds (68 percent) of girls and 42 percent of boys 
had been asked to send a sexting image—a statistically significant difference. 
Further, 27 percent of girls reported being bothered by receiving such a request, 
compared to only 3 percent of boys. Beyond gender effects, the study also found 
that Hispanic and African-American youth were more likely than white youth to 
send an image upon receiving a request (Temple et al., 2012).

Forwarding and sharing images—Although initial image creation may be 
thought of as the most troubling within the spectrum of sexting behaviors, the 
activity of forwarding or sharing may be viewed as the least socially condoned and 
potentially the most harmful. Whereas sending and receiving activity may often 
occur within the confines of one-on-one relationships, forwarding and sharing 
implicitly involves one or more third parties and may typically occur without the 
consent or knowledge of the image’s original sender. This not only suggests a nexus 
between sexting and bullying behavior but also feeds into potential legal issues 
surrounding the distribution of illegal pornographic material. In terms of reported 
prevalence, forwarding behavior seems to occupy a middle ground between cre-
ating/sending and receiving. The Utah high school study, for example, indicated 
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that 27 percent of boys and 21 percent of girls have forwarded pictures to others 
(Strassberg et al., 2012).

Correlates and Risk Factors

While much media and policy discourse tends to focus on the overall inci-
dence and prevalence of sexting behaviors, focusing on such aggregate mea-
sures may obscure important sources of variation in these behaviors across the 
teen population. Notably, data have shown that the probability and nature of 
sexting involvement varies considerably among teens and is associated with a 
range of demographic and psychosocial characteristics. Understanding these 
types of interactions represents a vital link in generating effective responses and 
solutions.

Age effects—Studies have fairly consistently established a positive correla-
tion between age and various forms of sexting experience, with older teens more 
likely to have engaged in these behaviors than younger teens (Mitchell et al., 2012; 
Strassberg et al., 2012; Temple et al., 2012). While it is therefore likely that sex-
ting activity increases with age, these results should be cautiously interpreted for 
two main reasons. First, surveys have generally framed their questions in terms of 
lifetime prevalence (e.g., “Have you ever. . . . .”) rather than period-based measures 
(e.g., “During the past month/year, have you . . . ”). Accordingly, it is not surpris-
ing that the cumulative experiences of older teens will yield higher numbers than 
those for younger ones. Although the age effects are significant enough to warrant 
attention, it remains possible that these effects may not be as pronounced as shown 
in the data. Secondly, as discussed in our interview data that will be presented in 
the next section, the motivational and behavioral dynamics for sexting behaviors 
among younger teens seem to differ significantly from those observed within older 
teen populations.

Gender differences—Studies have been mixed in their assessment of the dif-
ferences between genders in terms of overall engagement in sexting behaviors. 
Examining rates of creating and sending images, some studies have shown signifi-
cantly higher proportions of girls engaging in the behavior (Cox Communications, 
2009, Englander, 2012), while others have shown no significant gender differences 
(Strassberg et al., 2012; Temple et al., 2012). Studies have been fairly consistent, 
however, in establishing that certain important gender differences exist in terms of 
underlying motivations, social conditions, and attitudes toward the behavior. For 
example, the study by Temple and colleagues found that girls were significantly 
more likely than boys to have been asked to send an image of themselves, and 
moreover, that they were nine times more likely to be bothered by such a request. 
Hence, while the overall rates of engaging in certain types of sexting behavior may 
ultimately be similar for males and females, it is reasonable to assume that the 
dynamics of these behaviors are likely to be substantially different across genders—
a theme that will be explored in the next section’s presentation of interview data.
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Risky behaviors—Even prior to the emergence of sexting as a distinct issue of 
concern, a substantial body of literature examining technology-facilitated risky 
teen behaviors suggested a strong association between “online” risks and behaviors 
and “offline” risks and behaviors (Palfrey, 2008). Consistent with this, research 
conducted to date has been fairly consistent in establishing that youth who engage 
in sexting behaviors are more likely to be sexually active and more likely to show 
indications of depression, suicidality, substance abuse, and general mental health 
symptoms.

A survey of teens in several school districts in a Midwestern state found con-
nections between reported sexting and sexually risky behaviors (i.e., unprotected 
sex, anal intercourse), mental health symptoms such as depression and suicidality, 
substance use and abuse, and academic difficulties (Dake & Price, 2012). These 
findings are consistent with other survey research on teens and young adults that 
has identified correlations between sexting and mental health symptoms (AP/
MTV, 2009)  and between sexting and general sexual activity (Rice et  al., 2012; 
Temple et al., 2012). Several studies have shown a relationship between sexting 
and rates of sexual activity and sexually risky behaviors, particularly among 
girls (Baumgartner, Sumter, Peter, & Valkenburg, 2012; Temple et  al., 2012). 
Additionally, a study of California teens found that knowing someone who had 
engaged in sexting behaviors was strongly associated with the individual’s own 
behavior, consistent with broader public health literature showing that behavior 
among adolescents is strongly tied to perceptions of normative behavior among 
peers (Rice et al., 2012).

■■ S E X T I N G  I N  A  D E V E L O P M E N T A L 

R I S K   F R A M E W O R K

A critical reading of the survey literature suggests that sexting may often occur 
within the bounds of normative adolescent social relationships and, for some 
youth, may reflect developmental immaturity in which immediate gratification 
is prioritized over concerns about long-term consequences. From a social van-
tage, it is also important to view these behaviors as embedded within a broader 
framework of youth norms and culture, including differing generational views 
of privacy and the manner in which teens view communication technology as 
an integral part of their social lives (Lenhart, Ling, Campbell, & Purcell, 2010; 
Marwick, Murgia-Diaz, & Palfrey, 2010).

Yet while much of the “sexting problem” may be attributable to these types of 
social and developmental factors, certain aspects of the issue command the atten-
tion of practitioners and policymakers. Notably, those who work directly with 
youth in educational and juvenile justice settings recognize the behaviors’ poten-
tial linkages to various forms of peer-based aggression such as cyber-bullying, dat-
ing violence, coercion, and sexual exploitation. This is consistent with research 
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cited above suggesting that the potential for risky online behaviors is not equally 
distributed among teens, and the “psychosocial makeup of and family dynamics 
surrounding particular minors are better predictors of risk than the use of specific 
media or technologies” (Palfrey, 2008).

■■ F O C U S  O F  C U R R E N T   S T U D Y

The growing number of youth surveys that have been conducted since the 
original NCPTUP report have thus provided an emerging picture of the gen-
eral prevalence of certain behaviors, the distribution of these behaviors across 
age and gender, common sexting scenarios, and general motivations. The sur-
vey research has also yielded useful data concerning teen knowledge, attitudes, 
and beliefs about sexting and its consequences. Yet these studies have been 
limited in their ability to fully capture and reflect the “youth voice” that is 
vital to understanding sexting behaviors and to framing attempts to effectively 
address sexting within appropriate social, behavioral, attitudinal, and sub-
cultural contexts. Additionally, none of the research studies has gathered the 
views of parents, educators, and other concerned adults and compared those 
views to those of youth—a vital point of comparison for purposes of crafting 
effective responses.

To address this gap in the research, a multidisciplinary team from the fields 
of criminal justice, psychology, public policy, and educational research—includ-
ing the current authors—collected questionnaire data and conducted focus 
groups with 123 youth (55 boys and 68 girls), 92 parents, and 110 educators and 
other school-based professionals across three states and a range of communi-
ties between March 2011 and March 2012. The project was designed to under-
stand and compare youth and adult perspectives on sexting and related issues 
and to inform the development of effective, proportional, and properly targeted 
responses.

The project’s primary goal was to develop recommendations that can inform 
law and policy, system responses to sexting incidents, and prevention initiatives 
involving youth, schools, communities, and families. As part of this process, the 
research team convened a policy and practice integration forum in fall 2012 to 
enlist a select group of youth, parents, policymakers, and practitioners to help 
translate the study findings into actionable guidelines and recommendations.

The following findings stem from the analysis and synthesis of the focus group 
data from all three phases of data collection. The findings presented here aim to 
depict the general themes that emerged from the three phases of data collection, 
with an emphasis on comparing the views of the main stakeholder groups—youth, 
parents, and school-based professionals. Following the presentation of these find-
ings, the final section of this chapter draws upon the outcomes of the 2012 forum 
to summarize the challenges involved in addressing this issue and to present a 
series of principles for balanced and informed responses.
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■■ S E X T I N G :   T E E N ,  P A R E N T , 

A N D   P R A C T I T I O N E R   P E R S P E C T I V E S

Role of Technology in the Lives of Youths

All three groups of participants—youths, parents, and practitioners—recognized 
the pervasive role of technology in the social lives of young people. The groups, 
however, diverged in their attitudes toward this trend. Understandably, discus-
sion of problems related to youths’ use of technology was framed by each group’s 
experiences, concerns, and worldviews. The youths spoke mostly in positive terms, 
viewing technology as a social facilitator and a necessity. In the words of two teens:

“It’s really important to me. I  remember one time, I  had to go without a phone for 
like . . . it felt, forever, and it was just like the worst time of my life . . . ”

“Every time I  think about it, [I]  . . . kind of die a little bit inside . . . It’s like, oh, I  got 
a text message . . . I  get, like, withdrawal from not having my cell phone all the time. 
And then if [I don’t] have it, I  feel my leg vibrate.”

Parents and practitioners were mixed in their views about technology and 
voiced more negative opinions than the youths about technology itself and its 
effect on teens’ lives and communication. One parent stated:

“[these are] just the social norms established right now. So they’ll be at the din-
ner table texting. They’ll be at a function texting. I  mean, they just don’t have the 
self-control to put it away and kind of manage  that.”

These general sentiments about the centrality of technology in teens’ lives were 
echoed in many comments by school practitioners, including this one:

“I have worked at a school where the policy was if you’re caught with a cell phone or 
some type of technology, you either get suspended for two days, or the technology 
device has to be confiscated for two days. And probably more often than not, way 
more than 50 percent, the students were willing to take the two-day suspension and 
keep their device.”

Some practitioners suggested (and many youth anecdotes confirmed) the idea 
that technology may serve to magnify the intensity of certain social interac-
tions, leading to certain problems such as cyber-bullying. For example:

“what I  found really interesting is the fighting over the cell phone . . . their level of 
communication that’s needed in relationships to get through any conflict is not there 
because now they’re using the technology to argue with each other, and to fight. 
A  student will say ‘he was yelling at me.’ How did you know he was yelling at you? 
[laughter] You know? So they already know, you know the tone in the text . . . So now 
their conflict resolution is all done via texting, they would rather text than confront 
the person face to  face.”



12. Teens, Sex, and Technology ■ 271

Defining “Sexting” and Patterns of Behavior

Consistent with the definitional issues explored in the prior section, all three 
sets of participants in our focus groups—youth, parents, and practitioners—
struggled to describe exactly what “sexting” is. As one teen put  it,

“Sexting . . . I  don’t know . . . it’s kind of vague to me . . . I’ve heard a lot about it on TV 
and news and stuff. It kind of went through a trend for a while . . . everybody was 
talking about all these charges . . . I guess I don’t really have a definition. I don’t really 
know. Inappropriate things being texted or sent via text message?”

These sentiments were echoed by our adult groups:

Parent: “when I  sent out information about this [focus group], there were people say-
ing, what is that? And I’d have to go into the details . . . I  ended up including a blurb, 
because I had people saying, what’s sexting? And I’d say, you know, think of sex and tex-
ting . . . there were people who didn’t know about it, who learned from me what it was.”

School Practitioner:  “I think for me the obvious examples are easy to find . . . the pic-
tures . . . Where I  fall down a little bit is appropriate versus inappropriate . . . exactly what 
is that definition? Does it go down to certain words? Does that cover flirting and what 
is over the line with flirting? So it gets a little bit confusing in those areas for me.”

In terms of specific patterns of behavior, teen participants spoke of a wide 
range of scenarios, including those involving sending, receiving, and for-
warding pictures within a wide range of contexts, including experimentation, 
joking around, romance and courtship, and (less frequently) aggression/
intent to harm. Youth in our groups also commonly raised the transmission 
of sexually explicit text messages, with some suggesting that such messages 
may often be more disturbing and problematic than the transmission of pic-
tures. In general, parents and practitioners spoke of a narrower spectrum 
of behaviors than those cited by youth, generally those involving negative 
consequences.

How Common Is It?

As a cluster of behaviors, both youths and practitioners appeared to agree that 
sexting is an emerging part of teens’ social landscape. These quotations provide 
a lens into these sentiments:

Youth Participant:  “I think it’s a lot more common than people think. Because I  hear 
about it a lot . . . but I  don’t know, it’s just not frowned upon. It’s weird because it’s not 
like shocking when you hear that any more. That’s what I’m realizing right now. I’m not 
judging anyone . . . I’m not weirded out, I  don’t feel uncomfortable. I’m kind of freaked 
out because it’s not frowned upon.”
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Practitioner 1: “As a middle-school counselor, I  think 50  percent of the kids 
might’ve been exposed to it, but it’s probably frequent for about 25  percent, 20  per-
cent of the kids are getting it all the  time.”

Practitioner 2: “I think that it’s out there. I  think it’s happening. But I don’t think 
it’s as much as people think is happening.”

Practitioners felt that sexting behaviors were “common” but seemed primarily 
focused on the cases that have come to their attention, which typically involved 
particularly problematic behaviors or situations.

Parents were less certain about the prevalence of sexting behaviors, and their 
opinions were more based on what they had heard through the media and other 
second-hand sources than on first-hand knowledge and personal experiences. 
Notably, parents in our groups varied in their level of attunement to their teens’ 
possible exposure to the behavior. These two quotations, taken from the same 
focus group in the same community, represent the differing senses that parents 
have about how common the behavior is:

Parent 1: “When I got the thing to come here, I thought, I don’t have any input for this, 
because I’ve never, ever heard of this happening, other than an instance in the paper 
and an instance with an administrator at the school. But I  do wonder how prevalent 
that is. I have not heard of it going on at all.”

Parent 2: “I have daughters in high school, so I have a junior and I have a freshman, 
and we have a lot of kids that come around. It’s actually amazing—you guys would 
really be shocked at how many people and how many kids are doing this. These 
kids are very readily talking about it . . . [a] s parents, you’ve got to talk to each other. 
Because when one of the kids said, `Oh, I did this,’ . . . I’m immediately on the phone 
with my friends, saying, `Yeah, you need to stop this now.’ We as parents actually talk 
without the kids knowing. Because if they know that we’re talking, then they won’t 
open up. So we actually back door, literally, to each other, very secretively. I  hate to 
say that, but we really do. We’ll meet somewhere for lunch or whatever, and we all 
literally catch up on what’s happening. The moms kind of collectively know what’s 
going on, but I am shocked at how often this is happening in the kids.”

Motivators and Reasons for Sexting

Consistent with the diverse spectrum of behaviors that may be subsumed under 
the “sexting” label, participants in our focus groups cited a broad range of 
motivational factors. In the process of coding and analyzing data in this area, 
we identified several motivational categories:

•	 Social motivators, including peer group dynamics, gender roles and expec-
tations, courtship and dating rituals

•	 Cognitive and/or emotional motivators, including those related to self-  
image, need for attention, risk-seeking personality traits, and mental health
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•	 Developmental motivators, highlighting adolescent traits such as experi-
mentation, feelings of invulnerability, or impulsivity

•	 Environmental motivators, including influences of family and community, 
the media, and popular culture.

The varying emphasis that each of our participant groups—youth, parents, 
and practitioners—placed upon each of these motivational categories pro-
vides a critical lens through which to view the diversity of perspectives on the 
sexting  issue.

Youth Perspectives

Among these factors, youths tended to focus primarily on social and cogni-
tive/emotional motivators and to a lesser extent on environmental influences, 
including media and popular culture. To the extent that developmental fac-
tors were indeed referenced, they were typically raised in the context of 
older teens talking about the relative impulsivity and poor judgment of 
younger  teens.

Evaluating the various motivators of sexting behavior, the research team spent 
considerable time seeking a viable and meaningful typology to explain teens’ 
motivational influences. Based on this assessment, our data suggest that youths’ 
descriptions of the motivations for sexting may be placed along a spectrum con-
sisting of three general categories, illustrated in Figure 12.1.

At one end of the spectrum is the category we refer to as “mutual interest.” In 
these scenarios, teens spoke of the private exchange of messages or images within 
the context of a trusting relationship. Considering that teenagers are engaged in 
active exploration of intimacy and intimate connection, behavior in this category 
may be framed as a convergence of normal teenage exploration of intimacy and 
the emergence of digital technology.

At the other end of the spectrum is the category designated as “intent to harm,” 
representing scenarios in which teens spoke of behaviors that were deliberately 

Mutual Trust Self Interest Intent to Harm
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trusting
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. Attention
seeking

. Adults
involved

.
Explicit peer-
based
aggression

.Bragging
rights

.
Subtle
coercion

.
Joking around.

Figure 12.1 Motivational Continuum of Sexting Behaviors.
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and overtly manipulative and harmful, including transmitting or sharing images 
with the specific purpose of inflicting harm on another person.

Between these two extremes was a category of behaviors that seemed occupy a 
prominent place in the world of teens. This involved scenarios that occupy the “gray 
area” of being neither overtly harmful nor carried out in the context of unequivo-
cal trust and privacy. This encompassed a range of motivators for sexting behavior, 
such as gaining status among the peer group, attracting attention, or seeking to 
take a relationship to another level. While these motivators and scenarios varied 
considerably, it seemed that the common thread linking them together was the 
phenomenon of self-interest. In some way, all of these scenarios involved engaging 
in the various forms of sexting behaviors (i.e., sending, receiving, forwarding, or 
sharing) in pursuit of some instrumental purpose related to one’s individual needs.

Of note, the boundaries between these categories tend to be quite porous. For 
example, one party in a relationship may attribute behavior to mutual interest and 
trust, while the other party is acting purely out of self-interest. Similarly, youth 
may often act in harmful ways without being fully aware of the consequences of 
their behaviors on others.

To the extent that youth recognize developmental factors, they do so by dif-
ferentiating between the motivators of sexting for younger (middle-school) teens 
(e.g., experimentation, an alternative to sex, and immature and “stupid” behavior) 
and the motivators for older teens, which are more often discussed in terms of dat-
ing, courtship, intimacy, and adjuncts to sexual relationships (e.g., “a ‘gift’ for my 
boyfriend” or a way to quickly identify willing sexual partners). In this way, older 
teens often describe these behaviors as part of their transition out of childhood 
and into young adulthood.

Parent Perspectives

As a group, parents we spoke to tended to focus less on social motivators and 
more on cognitive/emotional (with an emphasis on negative pathological traits), 
developmental factors, and popular culture. This sequence of quotations from 
parents reflects these general themes:

“It’s a hormonal thing.”

“They don’t really think things through.”

“They don’t see the consequences of their acts because once it is out, they really 
freak out.”

“A sense of invulnerability”

As reflected in these quotes, parents tended to attribute the behavior to imma-
turity and generally did not view teen behavior as a mature form of intimate 
expression. However, some parents—albeit a minority—recognized that sexting 
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might just be a new way of engaging in typical teen courtship/sexuality. These 
quotes from two fathers reflect this general sentiment:

“I would agree with number two that I think they think it’s no big deal. It’s just another 
way of communicating. Just as we may have, as youth, explored sexuality in very differ-
ent ways, it’s just another medium to that, no big deal.”

“If two kids want to send a picture of themselves to each other, you know, it’s not 
something I  would encourage, it’s not something I  think they should do, but if 
they’re going to do that, how is that different than two kids in the backseat of a ‘57 
Chevrolet? You know, or in the back of a buggy out behind the barn, you know, in 
1899. You know, it’s been around for a long time. If the real issue comes from the 
potential long-term harm of it, and that’s what other people—the bullying of it with 
a sexual context—is the problem that a lot of people have alluded to, and that—and/
or the people making money in the child pornography kind of stuff where it gets for-
warded on. And so again, you know, doing it is not as big an issue as—I don’t want 
to say profiting off of doing it, but manipulating or continuing or, again, forwarding 
it. And that’s where the problem is.”

Practitioner Perspectives

Practitioners shared a similar range of concerns regarding motivations with 
parents (and as mentioned earlier, practitioners were in many cases also par-
ents themselves), but in their professional roles they focused more on social 
and environmental issues than did parents. Practitioners also seemed somewhat 
more inclined than parents to place sexting into the context of teen psycho-
sexual development. As one educator stated, “They are sexual beings.”

As practitioners discussed behaviors that were closer to the continuum area of 
“intent to harm,” these kinds of comments arose: “It’s easy, it’s attention getting, 
they’re bored, it’s a way to bully, and I think some of them have low self-esteem 
and they don’t know any other way to communicate.” One practitioner spoke of 
teens “luring people in a way to punish them or get back to them. They think they 
can lure someone into the situation, and then use that to humiliate them publicly.”

Finally, this comment by a practitioner sums up the concerns both parents and 
practitioners shared about the environmental pressures teens face in our soci-
ety: “I think it’s just society in general, the sexualization of kids.”

Gender Issues

Whether exploring behaviors, motivators, or consequences, both youth and 
adult participants discussed sexting as a highly gendered phenomenon. There 
was a striking level of uniformity across the sample that for the most part:

•	 Boys	gain	status	through	sexting	whereas	girls	lose	status	through	sexting	
(even while thinking that they may gain status).
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•	 Boys	are	more	often	considered	to	be	“forwarders”	and	“requesters”	whereas	
girls are more often seen as “senders” and “instigators.”

•	 Boys	engage	in	these	behaviors	to	brag	and	gain	status;	girls	engage	in	these	
behaviors to gain attention, build trust, and enhance a relationship.

Members of all three groups held similar views about how males and females 
experienced the impact of sexting. (Our sample did not to our knowledge con-
tain gay, lesbian, bisexual, or transgendered individuals, and almost no mention 
was made of this group by participants.) The consensus was that boys were 
tolerated for engaging in this behavior, but girls stood to lose status that could 
be unredeemable if they were caught engaging in this behavior. The quotations 
in Table  12.1 are representative of the views participants expressed about the 
gendered differences facing males and females when sexting.

Despite these shared gendered characterizations of sexting behaviors, our par-
ticipants noted several exceptions to the “traditional” rules of gender dynamics. 
For example, youth shared scenarios involving “role reversals”—for instance, boys 
expressing concerns with their body image, girls asking boys to send them pic-
tures, and girls sharing boys’ pictures with their female friends. One girl stated:

“ I  feel like it might make the girl feel more confident, because when she sends it, 
and they’re like, oh, you look nice, or whatever, then that, like, makes her self-esteem 

TABLE  12.1. Perspectives on Gender Differences
Teens Teen 1 (female): “And people might call you names, like in the hallways. When 

they see you, they call you `slut’ or whatever. And they’ll just yell it, like right in 
your face.”
Teen 2 (female): “if you’re a guy . . . you do this . . . and you was the man. You 
getting backed up and all of this good stuff.”
Teen 3 (female): “Guys are usually more comfortable with themselves, so they 
would usually just send one to send them . . . guys usually have to ask girls to 
send them one . . . Guys usually just send it and they don’t really think about who 
will this go to. The girls actually think about like, `oh, who else will see this 
picture if I  send it to this person?’ ”
Teen (male): “Yeah, they [girls] get called a lot of mean names. Like, there are 
just reputations around school, and there have been, like, trash . . . if it were a guy, 
it would be a little bit more, `Oh, that’s, like, you’re a stud or you’re a player.’ ”

Parents Parent 1: “For boys it’s more like sex, booty-wise. So, you know, it’s more girls, 
there’s a competition.”
Parent 2:  “I think . . . too the girls today throw themselves more at the boys, and 
chase  them.”
Parent 3: “I see the girls as being the one who maybe starts it, but the boys are 
the ones who pass it around.”

Practitioners Practitioner 1: “I would say it’s not specific to a gender. I  think both genders 
engage in sexting.”
Practitioner 2:  “There seemed to be a double standard, that it was acceptable for 
the boys to ask for these and receive them. But the minute the word got out 
about the girls sending them, they were complete social pariahs. I mean, they 
were looked down upon for being `hos,’ and slutty, and how could they do this? 
Even though it wasn’t frequent, but it wasn’t infrequent.”
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go up or whatever, and like, saying how girls are, like, more self-conscious and what-
ever, that makes, like, that probably helps it out.”

In the words of another girl:

“Well, and if you hear about it, like if you’re a guy, like, and a group of guys, and, 
like, a guy got a picture from a girl, like, every guy wants to see it. Like, oh my 
God, like, I  love girls. [laughter] But then, like, if you’re in a group of girls, and, 
like, a guy sends a picture, everyone’s like, `ew, that’s disgusting.’ [laughter] Like, 
`ew, like, no one wants to see that.’ Like, I don’t know, it’s just, like, different views. 
Like, even the girl getting the picture from a guy, it’s, like, I  didn’t want that. Like, 
it’s gross. But then guys get it, and they’re, like, oh my God, yeah. [laughter] So, 
like, it’s just different. Like, girls don’t want to see guys, but guys want to see girls. 
I  mean some girls may want to see guys, whatever. But, I  mean, every person, like, 
from every, like, thing I’ve seen, I  know, like, girls are kind of, like, grossed out by 
getting guys’ pictures, and they never really ask for them. They just get them, it’s 
weird. [laughter]”

Parents and practitioners both expressed the sentiment that gender roles have 
changed from when they were young, with girls behaving more assertively 
(some said “aggressively”) than in prior generations, particularly in the con-
text of flirting and courtship. In the words of one mother from our parent 
groups:

“The one thing that amazes me about sexting is that the teenagers do not have any 
modesty, whether they’re walking around with their pants hanging down, or the 
girls, you know, pushed up and out everywhere, so to send a picture like that, it 
doesn’t faze them that there’s anything wrong with that. I  mean things that were so 
taboo when I  was their age, there’s no boundaries anymore. I  mean, they feel that 
it’s no big deal they have pictures like that out there, and circumstance I  just saw a 
few weeks ago, when I  was a teenager, if someone got pregnant, that was bad. On 
Facebook, in here, is this young girl, in full display, proud of her pregnancy, with the 
pictures, with the father, and her sisters, and it’s like it’s out there for teachers to see, 
the world to see. I  mean, she has very little, and I  just don’t understand that, yeah, 
where’s the parent, and there’s just no sense of modesty anymore. It’s not a big deal 
to be totally exposed, and it’s not frowned upon anymore.”

Comparing Teen and Adult Attitudes About Sexting

Young people suggested that sexting can be problematic under certain cir-
cumstances but expressed the sentiment that adults do not understand and 
often overreact. Teens also expressed strong views of the negative opinions 
they believe adults hold of youth. Many of the young people we spoke with 
complained that adults do not “get” this generation, are incredulous of teen 
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behavior, and have totally forgotten what it was like to be young. These three 
quotations illustrate these general youth sentiments:

Teen 1:  “I think they look down on it. Because they didn’t have that, back growing 
up . . . They don’t understand what it is like . . . It wasn’t [as] easy for them to do that than 
it is for us to do . . . so they don’t understand.”

Teen 2:  “I think parents are going to be real judgmental. Like right away, off the 
bat . . . but we’re like, whatever, like we’re their age, we understand . . . But parents, 
they’re just, like, oh my gosh, like, why’d they do that . . . and they might judge their 
parents . . . or not let you hang out with their kid.”

Teen 3:  “I just think once you become an adult, when you look back at all of that 
and, like, hear about, like, a freshman, like, sexting or something like that, you’ll just 
be, like, `oh, that’s immature.’ ”

While some teens expressed strong negative attitudes toward sexting (e.g., it’s 
dumb, wrong, no one should be doing it, etc.), there was not an overwhelmingly 
disapproving response from the majority of teens with whom we spoke. Based on 
our data, it would appear that youth accept sexting as a given in their digital world.

Adults, on the other hand, expressed a more nuanced attitude toward sexting 
behaviors. Parental attitudes were expressed in fairly negative terms—for instance, 
“it’s just wrong,” “it is porn,” “it’s inappropriate,” “weird,” “creepy,” and “something 
you don’t want to hear about.” A smaller number of parents took a more middle-of-
the-road position, wondering about how sexting might compare to other behav-
iors that existed before digital phones.

As a whole, school personnel also spoke of sexting in mostly negative terms, 
expressing similar sentiments (and using similar language) as the parents. Many, 
however, expressed a more ambivalent attitude, attempting to explain the behavior 
in the context of adolescent development.

These two quotations illustrate the ambivalent attitudes adults shared:

Parent: “Sometimes I wonder if a child knows, for instance, if they were sent something 
for them to forward it on. Like, if they didn’t initiate it, you know, kind of, would 
they consider that sexting? . . . I  mean, to me, you’re spreading the rumor, or the mes-
sage . . . I  mean, who’s responsible, I  mean, aware, do you take responsibility to stop 
it? . . . but I  wonder if the kids really think, `OK, if I  got this, I  didn’t start it, but, oh, 
wait a minute, like you said, isn’t this funny.’ Boys think, for instance, things are funny, 
or even the girls, and they just send it on to somebody else. You know, they didn’t initi-
ate it, but they can spread it. And I do consider that sexting.”

Practitioner: “I think that as adults, I  think our views are very different than that 
kid’s. And I  think everybody in here has made a good point that we understand the 
lasting impact that when you write something down, you know, what’s the old adage, if 
you don’t write it down, it didn’t happen. So if you write it down, it happened . . . I think 
it goes back to, my views on sexuality are probably different from my children, and the 
children that I work with, simply because I wasn’t as sexualized at that age.”
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In these statements made by adults, one can see the complexity with which 
adults view the issue of sexting, as compared to the youth perspective. They are 
aware that the world in which they grew up may differ considerably from that of 
their child, their children’s friends, or the young people with whom they work.

Many of the differences in teen and adult attitudes toward sexting may be 
viewed and understood in the context of the “here and now” orientation of youth 
and the “future-oriented” views held by adults. When asked about the differences 
between teen and adult attitudes toward sexting, parents and practitioners spoke 
of how teens lack a sense of consequences and accountability; that they think it is 
no big deal; and that teens think they are invincible.

Communication About Sexting

Youths indicated that they generally do not discuss sexting per se with their 
peers but rather talk in terms of specific normative behaviors (forwarding, 
sharing). They indicated that they rarely mention these things to adults.

Parents expressed concern that teens were not likely to approach school per-
sonnel with a problem like sexting, as illustrated by these remarks:

Parent 1:  “They aren’t going to their teachers, because . . . they think . . . the teacher’s 
going to tell the next person . . . I  think it’ll be all around the school and get back to a 
parent, and I will be real upset, real upset.”

Parent 2:  “I don’t think that the adult figures at school are seen as a go-to person 
anymore. I think that the kids are too busy, the adults are too busy, and there’s not an 
open line of communication on things that really matter, much less private aspects 
of their  life.”

In contrast, practitioners (in this case school personnel) believed youth would 
be more likely to speak with them about an issue like sexting than they were to 
speak with their parents. These two quotations express this perspective:

Practitioner 1:  “I think that even if they have a really good relationship with their par-
ents . . . I don’t think that they would talk about this. I  think they’d go through a coun-
selor . . . or to a teacher that they have a really tight relationship with.”

Practitioner 2:  “It’s kind of sad . . . I  don’t think they’re talking to their parents at all, 
but I run a lot of open discussion groups . . . and they bring up sex all the time . . . and 
they tell me, they tell me. So they want to talk about  it.”

Teens’ opinions differed remarkably from those of adults—they said they were 
not likely to speak to either parents or school personnel. Here are some quota-
tions that are representative of this divide between teen and adult:

Teen 1 (communication with parents):  “if any kid’s parents found out about it, they 
would, like, kill them, so I  don’t understand why they would even ever bring it up to 
them. Like, I don’t think I’ve ever had that conversation with my parents.”



280 ■ Adolescent Sexual Behavior in the Digital Age

Teen 2 (communication with school personnel):  “first, you have to be able to trust the 
teacher and make sure that . . . it’s a respected relationship, and then second, you’re going 
to want to make sure that the teacher’s cool, pretty laid-back . . . they are scared if the 
school found out what you were doing . . . that’s why they don’t want to talk to teachers.”

Teen 3 (communication with school personnel):  “I mean, teachers try to get  all close 
to me. I mean, it’s nice for a teacher to act like they care, and it’s nice and all of that 
good stuff, but, I mean, `uh-uh’ [laughter].”

Teen 4 (communication with parents or school personnel):  “if you slip up and say the 
wrong thing to a guidance counselor or somebody, they’ll tell either your parents or 
the police officer, when it’s not that big of a deal.”

Perceived Consequences

Youth and adults are both strongly aware that sexting can have negative con-
sequences that will put youth in danger, but the orientations expressed by 
youth and adults differed considerably. Teens spoke mostly of near-term social 
impacts such as the effects sexting might have on their reputation, peer rela-
tionships, and social standing. In this sense, the youth view reflected the “here 
and now” orientation that we consider to be part of the developmental stage in 
which teens can be found. Adults, on the other hand, spoke more of long-term 
life impacts. Their perspective reflected their future orientation more appropri-
ate to a more mature and experienced viewpoint.

Teen 1 (personal consequences): “[i] t’s just embarrassing . . . the embarrassment you 
would go through would be awful . . . you don’t think about all the people that could 
potentially receive this picture . . . you have to constantly wonder, has this person seen 
you before? Like, have they seen that picture? It just has to be really stressful and 
really embarrassing for you.”

Teen 2 (legal consequences): “[i] t definitely ruins your life because you have to put 
it on job applications and college. So that’s sort of legal . . . you’re a registered sex 
offender and that probably means that you can’t move to certain places because if 
you’re a sex offender you can’t live across from a school.”

From the personal perspective, teens fear embarrassment. From the legal per-
spective, teens project a range of problems they might encounter if they were 
caught sexting. In keeping with their developmental perspective, they view 
the legal consequences from a highly personal stance, imagining the problems 
identification might cause with daily living and future plans.

Not surprisingly, adults’ views of the consequences teens will face from sexting 
are more complex. This parent speaks to the personal and legal issues that teens 
might encounter if they are caught sexting:

“So you would think that a teenage child would understand that there are conse-
quences to this, but most girls don’t even understand that you ain’t ready for sex 
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until you’re at least 21. So their mind does not mature, because once you get that, 
you can’t take it back. So a lot of things that we think the kids understand, especially 
about laws, and the wrongness of whatever, a lot of teens don’t understand and you’d 
think they would, but they don’t. They don’t. Just like they don’t understand the con-
sequences. All they know is, if I have sex, I’ll get pregnant, but they don’t understand 
that once I  have sex with this person, and he don’t like me again in the morning, 
that’s going to hurt me worse than getting pregnant.”

In this statement, the parent describes how the youth view cannot yet encom-
pass what an adult can understand of the complexity of desire versus reality 
and the ways emotions can cloud or lead one astray. As this parent points out, 
the act of sex carries much more with it than the teen can yet comprehend.

Like parents, practitioners were aware of the divide that separated their views 
of consequences from those of youth. This practitioner expresses a developmental 
perspective in discussing the youth view of consequences to sexting:

“I think that teenagers have always felt invincible. You know, ‘nothing’s going to hap-
pen to me. I’m not going to get caught, it’s OK for me.’ It’s developmental. I  don’t 
think they’ve reached the age where they realize there are serious consequences 
down the road. You know, it’s their freedom. ‘It’s my choice. It’s my business.’ ”

Indeed, we did hear teens who insisted that they should be free to conduct 
their business as they wished and that they were able to make these decisions 
on their own. Their words sounded much as this practitioner stated.

Practitioners, however, do see young people in the daily light of school, where 
they frequently talk with them about civics and social life. Their conversations and 
experiences with teens have taught them that youth may have difficulty making 
sense of how legally damaging it could be to engage in sexting.

“Just had a conversation with kids the other day, and it seems like time after time 
after time, no matter how many times you seem to, I don’t know, talking to different 
kids every semester, but no matter how many times you bring out the legal ramifica-
tions, you get shocked looks in a classroom. You assume they know, because they’re 
seniors and talking about it in the school system for four years. But somehow it 
seems to be the shock factor every single time. So my answer is, for some reason, 
they don’t know, many of them don’t know.”

Members of all groups mentioned legal impacts such as possible prosecution 
for creating or distributing child pornography and possible sex offender regis-
tration status, but far fewer discussed other common types of juvenile justice 
interventions (e.g., diversion programs). Beliefs, understanding, and assump-
tions surrounding these areas varied considerably—for youth and parents, 
much of what they believe seems driven by media accounts rather than pri-
mary knowledge. For practitioners, understanding seems more refined and 
informed in part by direct experience. Given the lack of uniformity regarding 
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legal responses to sexting, it is not surprising that none of the groups demon-
strated a firm understanding of possible legal ramifications.

Policy and Practice Responses to Sexting

“I feel as though our textbooks and curriculums are almost moving too slow for the 
daily pace of  life.”

This statement from one of the teens participating in our focus groups struck to 
the core of the divide between youth and schooling, a divide that permeated all 
discussions. Youth, digital natives, lead rich and complex lives outside of school in 
which cellphones and texting, the Internet, social media, and many other forms of 
technology support them to find information, connect with friends, attend to fam-
ily members, and interact with civic issues, to name just a few of the things they 
do with digital technology. For many teens, however, entering school is similar to 
entering the halls of some quaint monastic center, where technology and com-
munication are restricted and carefully guarded. Many chafe at the digital restric-
tions, which in their mind are pervasive and far-reaching. Sexting seems like only 
one component of those restrictions that adults (digital immigrants) impose upon 
them as they struggle to control what they fear and do not understand.

That is not to say that teens want the danger, embarrassment, and legal prob-
lems sexting could bring. Indeed, they want to be safe and stay safe, and they know 
they need parents and other adults to help them to maintain good boundaries 
and ward off unexpected danger from the outside world. However, they want this 
safety to be delivered through respectful messages that accompany open conversa-
tion about the issue of sexting and with an attitude of trust toward young people. 
As one teen put it succinctly, “what a parent could do is be more open, talk to us 
more, try to see what is going on . . . don’t be so quick to judge, don’t be so quick to 
jump on our throat if you see half a thing go bad.”

Adults participating in our parent and practitioner focus groups, despite their 
differing perspectives on certain issues, generally agreed on several key principles 
regarding responses to teen sexting. First, both groups agreed that schools are lim-
ited in their capacity to effectively respond to the sexting issue in the absence of 
effective parental engagement.

Practitioner: “I’d say . . . it’s the primary role of the parent to parent. The role of the 
school is to educate. So I  think they have a valuable voice in all of that, but at the 
end of the day, it’s the parent’s job to raise your kid, and to . . . create consequences that 
outweigh the reward and get them to a place where they’re, “OK, the risk of this is not 
worth the consequence that I will face in my home if it comes to light.’ ”

Parent: “I think, you know, you have to assume responsibility, you have to assume an 
educational role, you have to be willing to perhaps do things that your kid isn’t going 
to like, you know, as a parent.”
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Second, parents and practitioners agreed in their concerns about the limits of 
legal responses. Adults who are parents or who work with youth in a professional 
capacity are deeply worried about the best ways to shape legal responses to the 
issue of sexting.

Parent:  “But I  don’t think legislation will change the behavior, personally. I  think it’s 
culture. The cultural force is far too big for legislation to stop that train, in my opinion.”
Practitioner: “I think one area that needs to be looked at is the law itself. I think that 
the legislature needs to take another look at it. What it was intended for originally, 
child pornography, is that what they really meant with kids in high school and junior 
high sending to each other? And I  don’t think it should be legalized, but I  think 
maybe there’s another alternative that can bring a different charge in that at least still 
people will bring it forward maybe more, gets to the court level, but it can be dealt 
with a little differently than a felony level that’s gonna be on someone’s record for 
the rest of their life, the way it is right now. So that’s something they need to kind of 
relook at it, that area.”

Finally, in discussing the best ways to address the sexting issue, adults in all of 
our focus groups consistently referenced the need for a multipronged approach. 
As one parent stated, “You’ve got to hit it from every angle, where you think 
you might get to them.” One school-based practitioner summed up these gen-
eral sentiments, stating:

“I don’t think there’s the silver bullet, it’s got to be . . . a combination of corporations, 
school districts, and government entities that get the word out there. And then as educa-
tors, the better we equip our kids to make good decisions, no matter what those deci-
sions are, I mean, the kids, you know, ultimately are going to make their own decisions.”

■■ I M P L I C A T I O N S  F O R  E D U C A T I O N A L 

P O L I C Y   A N D   P R A C T I C E

So where does this leave us? This final section of our chapter aims to set forth 
a series of considerations that can help guide educational system responses to 
growing concern over teen sexting—considerations guided by our research, the 
research of others, and the input of a wide range of stakeholders participating 
in our 2012 roundtables. Our discussion consists of two parts, the first fram-
ing some of the complex challenges that should be addressed as part of any 
comprehensive solution and the second setting forth some basic principles that 
might be employed in responding to those challenges.

Challenge #1—Establishing Narrative Clarity and Consistency

Our research findings, as well as the exchanges that took place in our stake-
holder roundtables, suggest that both teens and adults hold diverse views of 
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what the “sexting problem” really is. Beyond the definitional ambiguity dis-
cussed earlier in the chapter—the fact that the “sexting” label has tended to 
homogenize a rather diverse array of behaviors and circumstances—stakehold-
ers differ considerably in their views of exactly why these behaviors are a prob-
lem. Common narratives include generalized panic over teen expressions of 
their sexuality, concern over legal consequences, potential effects on a teen’s 
future life prospects, linkages to bullying and teen dating violence, and repu-
tational impacts stemming from the potentially viral nature of sexts that are 
transmitted beyond their intended recipients.

Related to this, there is wide divergence among professionals who deal with 
youth regarding the appropriate messages that should be sent to young people 
about the consequences of these behaviors. In some respects, one’s choice of nar-
rative represents a classic example of the adage “where you stand depends on 
where you sit.” For example, justice system actors such as prosecutors and school 
resource officers tend to stress messages to youth that emphasize legal ramifica-
tions of the behavior; school guidance professionals and health educators may 
favor approaches that emphasize future prospects or social dynamics; and school 
administrators may think in terms of implications for school discipline, incident 
response, and limiting liability.

Discourse surrounding the legal ramifications of sexting presents a particular 
set of challenges, with messages to youth in this area presenting somewhat of a 
double-edged sword. Although most agree that use of the legal system should 
be limited to the most egregious cases and should be used sparingly, it remains 
common for messages directed at youth to highlight the risks of justice involve-
ment. This divergence between actual practice (i.e., diverting youth from justice 
system involvement whenever possible) and the implicit message (i.e., serious 
legal repercussions await if you engage in this behavior) carries great potential 
for creating a “credibility gap” that could ultimately undermine efforts to address 
the problem.

Challenge #2—Engaging Families

There is little question that the efficacy of school-based interventions depends 
in part on the consistency of those interventions with messages received at 
home and in the community. A major challenge cited by educational practitio-
ners in our focus groups and our subsequent stakeholder forum concerned the 
challenges of engaging families in response to the sexting  issue.

How does one engage families with differing levels of commitment, time avail-
ability, geographic constraints, communication preferences, or value systems? No 
matter how homogeneous the educational setting might seem, there will always 
be divergence in family views about such fundamental issues such as adolescence, 
technology, and sexuality. These views may be influenced by a range of factors, 
including socioeconomics, cultural values, choice of parenting styles, and beliefs 
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about adolescence and the role of schools. Added to this is the paradox that fami-
lies of youths who are typically at the greatest risk of harm related to sexting behav-
iors may often be among those that are the most difficult for institutions to engage.

Ironically, in an age where new technologies are in the fore, schools may not 
have the access to or be as up to speed with technology as some younger parents. 
Thus, parents are texting but schools are emailing (a form many younger people 
have given up). Parents may live their lives on Facebook (like their teens), but 
schools, by administrative policy, may not be allowed to have a Facebook page 
to communicate critical information with them. It behooves educators to be bold 
and experimental when it comes to finding the best ways to communicate with the 
caregivers of today’s youth.

Educators are front-line experts in the communities in which they work and 
must draw upon this expertise to develop appropriate ways to connect with the 
families with whom they work. There is no one-size-fits-all approach. Most fami-
lies, regardless of their cultural differences, appreciate authenticity and sensitivity 
when they find it in their educational system. Hence, while a topic such as sexting 
may appear to be a difficult one to broach, most caregivers appreciate hearing from 
those in schools whom they know to be concerned about the safety and well-being 
of their teens.

Challenge #3—Coordinating Responses

As we learned from our many conversations with the different groups in our 
study, policy and practice responses to the issue of teen sexting contains many 
moving parts. Legislative frameworks, school technology policies, incidence 
response protocols, juvenile justice processes and interventions, primary pre-
vention initiatives, and community norms and values are just some of the many 
factors that feed into our response. While successful responses depend largely 
on how these systems and processes are prioritized, and on how effectively they 
are aligned with one another, each of these areas involves a different set of 
stakeholders with varying perspectives and concerns. In such an environment, 
unfounded fears and myths may easily assume a prominent position in guiding 
our responses.

What seems to be essential in sorting through issues related to policies, laws, 
and community expectations is distinguishing between the reactive mode that is 
endemic to responding to sexting incidents and the proactive mode that forms 
the basis for effective prevention and harm-reduction strategies. While there are 
undoubtedly points at which these two modes converge—for example, the use of 
catalyst events as opportunities for preventive interventions or taking action to 
mitigate the harm caused by an unfolding incident—it remains vital to remain 
focused on the paramount concern, which is to ensure the safety and well-being 
of youth.
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Challenge #4—Finding the Bandwidth

Another prominent theme emerging from our dialogs with school professionals 
involves the growing constraints on time and resources, often in response to leg-
islative and regulatory mandates. Schools are increasingly mandated to address a 
wide spectrum of issues related to curriculum, school safety, and discipline. They 
are also being asked to address issues such as bullying, teen dating violence, 
school discipline, bloodborne pathogens, and a multitude of other important 
concerns affecting the well-being of youth. Sexting is not the only item on the 
minds of educators. In truth, they have a lot of other things to deal with in the 
normal school day—instruction, curriculum, assessment—and all of these take 
time, too. So many asked us, When do you do it all? How does one add this in?

Certainly, if each of these social concerns was dealt with separately, there will 
be no way to prioritize and address any of them adequately. However, many of the 
social concerns that schools deal with are grounded in adolescent development 
and its many facets. Thus, a developmental approach that focuses on integrating 
attention to problems from the view of healthy adolescent growth will allow for 
conversations that are complementary rather than exclusive. The values and infor-
mation from discussions of bullying will have great resonance with discussions of 
sexting; discussions of intimacy and relationships can have connection to sexting 
and healthy sexual behavior.

Challenge #5—Defining Roles and Boundaries

In seeking understanding among the parties concerned with sexting, it is 
important to try to define roles and set boundaries for those involved. What 
roles must belong to families and caregivers? How do the roles and respon-
sibilities of caretakers differ from those of schools—teachers, administrators, 
and counselors? When should the justice system become involved? How should 
police and courts be engaged? What is appropriate and inappropriate for their 
participation?

Sexting is still in its infancy, so to speak, and is a problem with which we have 
limited experience. For that reason clarifying roles and defining boundaries for 
those concerned with it is a work in progress. Roles and boundaries are being 
questioned, challenged, and reworked. Unfortunately, this period of uncertainty 
can give rise to finger pointing and blame shifting. Parents wonder why teachers 
don’t do something about it, while teachers complain about parents who don’t 
keep a tighter hold on their young people. Police and legal authorities demand that 
the law be obeyed—but which law is not always clear.

Defining roles and boundaries is an issue that must be debated at local levels 
and at higher jurisdictional levels. It is not a conversation that should be avoided 
or allowed to take its own course.
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Principles for Effective Policy and Practice

Think Broadly About the “Sexting Problem”  
and Our Responses

Returning to the definitional challenges presented earlier, a central tenet of our 
responses should be a recognition of the fact that sexting is neither a clearly 
defined nor an isolated set of behaviors. First and foremost, this requires attun-
ement to the wide diversity of behaviors, circumstances, and motivations that 
may be associated with the “sexting”  label.

The sexting typology emerging from our research represents one of several pos-
sible ways of thinking about the problem and solutions. By distinguishing between 
cases involving mutual trust, those involving self-interest, and those involving 
intent to harm, and by framing these distinctions across a continuum, we have 
aimed to focus attention on the diverse range of interpersonal dynamics that may 
be in play. Other typologies, including those related to case characteristics (Wolak, 
Finkelhor, & Mitchell, 2012) and the content of sexting messages (Mitchell et al., 
2012), present alternative lenses through which to view the diversity of activities 
commonly subsumed under the “sexting” label. While the categorical boundaries 
of these typologies (ours and those of others) are at times porous and relative to 
one’s perspective, we believe that they provide a helpful means of parsing out cases 
for purposes of devising effective means of prevention and incident response.

Thinking broadly also means considering sexting behavior within its appropri-
ate developmental, social, and cultural context. Sexting is not an isolated behavior. 
In some cases, it may be thought of as a manifestation of normal teen developmen-
tal processes and inclinations, including normative risk taking, identity develop-
ment, and experimentation with boundaries and notions of intimacy. Certainly, 
the apparent prevalence of the behavior among adult populations suggests that 
labeling sexting as the primary domain of “impulsive teens” may be somewhat 
alarmist and misguided.

At the same time, there is reason to believe that engaging in sexting behaviors 
under certain contexts (e.g., repetitiveness, recklessness, extreme sexually explic-
itness, wanton disregard for others) suggests the presence of generalized behav-
ioral risk factors, including anxiety, depression, family dysfunction, delinquency, 
and problematic peer relations. These types of correlations, which have been well 
supported by survey research, suggest that sexting is just one of many possible 
outlets for risk-taking behaviors and that our attention should be focused on 
addressing these underlying risk factors rather than simply responding to the 
behavior.

A key to responding to sexting in all its manifestations is, as we have indicated 
before, maintaining a focus on healthy social and emotional health for young peo-
ple. It is easy in the flurry of the moment to become focused on rules and nega-
tive repercussions. Better responses, however, will be those that are responsive to 
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what will be in the best interests of young people’s social and emotional health—
that is, responses that are grounded in a thorough understanding of adolescent 
development.

Related to this is the tendency among many to over-focus on the technol-
ogy as the root of the “sexting problem.” While there is little doubt that mobile 
phones and social media present a particular array of challenges, an over-focus on 
technology may lead educators to create overly negative or restrictive technology 
policies that constrict a learning environment in which technology is also key to 
instruction and curriculum.

Develop Credible and Meaningful Messages

Lacking narrative clarity, communities struggle to present young people and 
their families with a clear and consistent message about the consequences of 
sexting. Confused about the legal enforcement (which law and how to use it), 
young people may quickly realize that the message is not credible and the con-
sequences can be all over the map in terms of the severity of the penalty. Unsure 
of the consequences or punishments that will be applied, adults worry about 
what to say and what to do in the face of a sexting incident. This is a scenario 
for chaos.

The message needs to be credible, and it needs to be backed up by meaningful 
consequences. By “meaningful” we mean that where harm has been perpetrated, 
there will be a clear and effective path of action to follow.

Limit Reliance on Legal Remedies

During our 2012 practitioner forums, some of the liveliest discussion concerned 
the role of the justice system in responding to sexting incidents. As expected, 
those who were charged with upholding the law, including prosecutors and 
school resource officers, tended to underscore and focus on the existing statu-
tory landscape, under which minors could be subject to prosecution for engag-
ing in these behaviors. Perhaps more surprisingly, however, these sentiments 
were echoed by some school officials, with many citing mandatory reporting 
laws that guided many of their internal disciplinary procedures.

In our view, this is a troubling scenario. Certainly, laws must be calibrated in a 
manner that protects youth from harm and holds accountable those who engage 
in intentionally harmful or deliberately reckless behaviors that cause such harm. 
Moreover, school officials should not be faulted for taking actions that are man-
dated by existing law, particularly when failing to do so might present risks or 
liabilities. At the same time, however, those charged with serving the needs of 
youth should be vocal advocates for ensuring that laws ostensibly designed to 
protect children do not also serve to criminalize adolescence.
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Turn the “Problem” into the Solution

Our roundtable discussions yielded significant ideas on how to more effec-
tively engage youth on their own terms. Suggestions fell into two broad catego-
ries:  leveraging peer dynamics and leveraging technology.

Leveraging peer dynamics, in this context, means encouraging and promoting 
normative change among youth related to harmful or potentially harmful sexting 
behaviors. This, in turn, requires shifting from a mode of edicts and threats to 
one of guidance and empowerment. In such a culture, teens would teach other 
teens through their behavior and words what was acceptable and what was not. 
Teens were vocal in telling us that teens would be willing to listen to teens when 
they were not open to listening to adults. Part and parcel to peer-based strategies, 
emphasis should be placed on empowering youth to talk about sexting and its 
related issues. Ultimately, the aim is to promote a normative shift among youth 
toward attitudes that emphasize respect, positive relationship development, and 
empowerment of bystanders.

Another way to safeguard teens from sexting’s more harmful manifestations 
is to leverage the technology itself. For better or worse, the lives and interactions 
of millennial youth are profoundly shaped by digital interactions. Schools have 
increasingly recognized this, as reflected in the tremendous growth and invest-
ment in technology-mediated teaching and learning strategies and infrastructure. 
The proliferation of school-based technology has created certain challenges for 
educational systems in terms of defining appropriate rules and boundaries, with 
issues such as sexting and online bullying serving as particular flashpoints and 
areas of concern. At the same time, however, the increased availability of technol-
ogy within educational settings, along with the expansion of tools that empower 
young people to create and express themselves within the digital arena, creates 
tremendous opportunities to promote communication, engagement, and dialog 
about these issues of concern.

Address the Issue on Multiple Fronts

Particularly given the range of mandates and competing priorities facing the 
majority of school systems today, we must develop comprehensive solutions 
that draw upon existing curricular and student wellness and safety initiatives. 
A  common error that those seeking to address the problem of sexting make is 
that they assign one area the task of solving the problem. This means that sex-
ting is addressed by the health class, or perhaps the school technologists, when 
actually the issues of sexting are the issues of digital technologies that span all 
areas of school responsibility.

A better approach is to task a broad area of school specialists with deliv-
ering the message on sexting and supporting a comprehensive approach, one 
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that is grounded in adolescent development and recognizes the expanded role 
of social media in our society. By doing this, young people have the opportunity 
to think about the issue of sexting from a variety of vantage points. In health 
and wellness classes they encounter it as part of discussions about relationships, 
social skills, boundaries, emotional health, sexuality, and intimacy. In the vari-
ous places where the school discusses technology issues, they encounter con-
cerns about sexting as part of talk about digital citizenship and technological 
awareness. Finally, guidance counselors and school nurses can serve as points 
of prevention and intervention. In this way, the school multiplies its capacity 
to address the problem and to ensure that young people will be kept safe from 
harmful sexting incidents.

Focus on Transitions

Finally, a critical strategy that emerged from all of our focus group partici-
pants, youth and adult, was the importance of acknowledging the developmen-
tal transitions that are taking place as young people enter, move through, and 
exit adolescence. In other words, how a middle-school student understands or 
engages in sexting will be different than a high-school student or a young col-
lege student. Each stage has its own perspectives that should be attended to 
in developing strategies to address sexting incidents. Developmentally targeted 
interventions will be an important means of increasing the impact of the mes-
sage adults want to deliver to young people.
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■■  L I W E I  L .  H U A ,  S C O T T  Y A P O ,  

A M Y  Y U L E ,  A N D  T R I S T A N  G O R R I N D O

■■ I N T R O D U C T I O N

The pervasive use of social media and texting has greatly influenced child 
and adolescent development today. Although insight and judgment develop 
throughout adolescence, this period of development is also characterized by an 
increase in novelty seeking, risk taking, and separation from parents (Johnson 
et al., 2009). With recent advances in technology, children and adolescents have 
expanded their ability to interact with the world and others around them. And 
while there are benefits and risks to this new avenue of social, emotional, and 
moral exploration, the opportunity for developmental missteps using technology 
carries added risk for adolescents.

■■ O V E R V I E W  O F  T E C H N O L O G Y   U S E

A survey conducted by Common Sense Media of 1,384 parents of children ages 
zero to eight years (May to June 2011) found that this group of children spends 
an average of about three hours a day on media, which for the purposes of 
this study included screen time, reading/being read to, and listening to music. 
Screen time ranged from a little less than an hour for children under two years 
old (although the recommended screen time for this age group is zero hours 
per the Council on Communications and Media) to a little more than two 
hours for children ages two to four years and almost three hours for children 
ages four to eight years. Most of this screen time consists of television:  about 
65  percent of children ages zero to eight years watch TV at least once a day, 
while only about 58 percent read or are read to at least once a day.

This same survey showed that among these children zero to eight years old, 
98 percent have at least one TV set in the home, 72 percent have a computer, and 
67 percent have a video game player. A shocking 42 percent of these children have a 
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television set in their rooms, 29 percent have a DVD/VCR player, 11 percent have a 
video game console player, and 4 percent have a computer. Twenty-nine percent have 
their own educational gaming device, 24 percent own a handheld gaming device, 
7 percent possess an iPod, and 2 percent have a cellphone. Use of computers begins 
at a young age: approximately 53 percent of children two to four years old have used 
a computer, and about 90 percent of children four to eight years old have used a 
computer at some point. On average, zero- to eight-year-olds use the computer 17 
minutes a day: eight minutes are spent playing video games; three minutes are spent 
watching videos; three minutes are spent on educational programs; two minutes 
are spent doing homework; and one minute is spent on other computer activities. 
Interestingly, 5 percent of children in this age range have visited social networking 
sites such as Facebook or MySpace, despite the minimum age requirement of 13.

In the 2010 Youth Pulse Study, an online study conducted by the Kauffman 
Foundation, 5,077 children/young adults from ages eight to 24 were interviewed. 
Of the 1,600 eight- to 12-year-olds interviewed, 79 percent are on the Internet at 
least an hour a day (average 1.9 hours daily). Eight- to 12-year-olds report an aver-
age of 2.4 hours of TV watching daily, and 59 percent report having a TV set in their 
rooms. About 78 percent of eight- to 12-year-olds report playing online games. Of 
13- to 17-year-olds, 88 percent spend at least an hour a day on the Internet (average 
of 3.5 hours), 65 percent visit social networking sites, and 52 percent play online 
games. About a quarter of eight- to 12-year-olds say they use Facebook (despite the 
minimum age requirement of 13), while about 71 percent of 13- to 17-year-olds 
visit the site (Pieters, 2010).

Common Sense Media conducted an online poll of 1,030 13- to 17-year-olds 
in February and March 2012 and found that 90 percent of teens use social media, 
75  percent have a profile on a social networking site, and 51  percent log on to 
a social networking site at least once daily. A  2009 Common Sense Media poll 
reported that 50 percent of teens log on to social networking sites more than once 
a day and 22 percent of teens 13 to 17 years old log on more than 10 times a day. 
At least 75 percent of teens have their own cellphones, 54 percent use them to text, 
and 25 percent use them for social media.

According to the Teens and Digital Citizenship Survey sponsored by the Pew 
Research Center’s Internet and American Life Project (polling 799 teenagers aged 12 
to 17), texting among teens has risen from about 50 text messages sent daily in 2009 to 
60 messages sent daily in 2011 (Lenhart, 2012). This same poll also found that 95 per-
cent of teens use the Internet, and 80 percent of these teens are on social networking 
sites. About 77 percent of teens own cellphones (23 percent own smartphones, while 
54 percent own regular cellphones); most teens state that they got their first cellphone 
when they were 12 or 13 years old. Of these teens, 74 percent have a desktop or a 
laptop computer. Daily means of communication preferred by teens are text (63 per-
cent), voice (39 percent), in-person socialization outside of school (35 percent), social 
networking sites (29 percent), instant messaging (22 percent), landlines (19 percent), 
and email (6 percent). Of online teens, 80 percent use social networking sites; of these 
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80 percent, 93 percent have a Facebook account, and 24 percent have an account on 
MySpace. The majority of teens who use social media (69 percent) say that peers are 
mostly kind to each other on social networking sites, while 20 percent say that most 
peers are not kind; however, 88 percent of these teens who use social media say they 
have witnessed peers being cruel to others on social networking sites (15 percent say 
they themselves have been victims of “online meanness”).

In the 2009 Cox Communications Teen Online and Wireless Safety Survey (655 
teens aged 13 to 18 polled), 91  percent of teens reported having their own email 
addresses, 72  percent reported having a social networking profile, and 22  percent 
reported having or using a webcam. Although rates vary according to survey, any-
where from 2 to 20 percent of teens have sent sext messages (Lenhart, 2012; Mitchell 
et al., 2012), and 4 to 30 percent have received them, with older teens being more likely 
to send/receive than younger teens and more teens in general receiving than send-
ing such messages (Cox Communications, 2009; Delmonico & Griffin, 2008; Lenhart, 
2009; Lounsbury et al., 2011; Mitchell et al., 2012; National Campaign to Prevent Teen 
and Unplanned Pregnancy & Cosmogirl.com, 2009). A  2005 survey showed that 
42 percent of youth Internet users had been exposed to online pornography in the 
past year, with 66 percent describing the exposure as “unwanted” (Wolak et al., 2007a).

The results from these surveys clearly demonstrate recent increased use of 
media in children and adolescents, as well as increased access to cellphones, com-
puters, and gaming consoles/handheld games.

■■ B E N E F I T S  A N D   R I S K S

Benefits for children/teens include increased means of maintaining relationships 
with friends and family near and far. They can also broaden their friendship 
base by either nurturing relationships with people they have met only once or 
twice or by forming new relationships with people they have never met in per-
son but who have similar interests. Activities such as blogging and use of social 
networking sites can afford an opportunity to express thoughts and feelings and 
enhance creativity (with blogs, podcasts, videos) that children and adolescents 
may be reluctant to express otherwise. Additionally, use of the Internet can 
also be a powerful educational tool, allowing access to health resources, such as 
information on medical illnesses, sexually transmitted infections, signs of mental 
illness, and effects of drug use. A recent Pew survey (Lenhart, 2009)  found that 
31  percent of online teens search for health, dieting, and physical fitness infor-
mation, while 17 percent search for drug use and sexual health information.

In contrast, risks of using the Internet and cellphones include exposure to sexts, 
pornography, and sexual predators; cyber-bullying; problematic Internet use/Internet 
addiction; and health issues, such as obesity and sleep deficit. Problematic Internet 
use, or “Internet addiction,” can be defined as excessive use of the Internet lead-
ing to a compulsion to use, withdrawal symptoms when unable to use the Internet, 
and negative social, psychological, and academic/occupational consequences 
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(Lee & Stapinski, 2012). Problematic online gaming, also a relatively new term, is 
defined as spending more time playing video games online than intended, resulting 
in negative consequences on school/work and social relationships and withdrawal 
symptoms when not able to game (Demetrovics et  al., 2008). Spending hours in 
front of a computer, whether in isolation or engaging in online interactive gaming, 
can lead to physical health consequences associated with a sedentary lifestyle, such 
as obesity, as well as sleep deprivation. Grades, work quality, and personal relation-
ships can also be negatively affected. Although the literature about how the use of 
this technology can affect mental health is still nascent, some studies suggest that 
excessive/problematic use of the Internet and cellphones correlates with mental 
health disorders, such as depression, anxiety, and substance use (Carli et al., 2012; 
Lee & Stapinski, 2012; Young & Rodgers, 1998). It is important to stress that avail-
able research is largely correlational; thus, determining causality is unclear.

Although there has been much outcry about how technology is abused and the 
dangerous repercussions of this abuse, there are also benefits to the use of technol-
ogy by children and adolescents, especially when used in moderation and with 
appropriate guidance by parents/guardians.

■■ I D E N T I F I C A T I O N  O F  P R O B L E M A T I C  I N T E R N E T 

B E H A V I O R S  U S I N G  R A T I N G   S C A L E S

A plethora of psychometric instruments have been developed to screen for prob-
lematic Internet use. The instruments differ in their length, focus, conceptual 
framework, the population in which they have been validated, and whether they 
are designed for online or offline use. To date, no consensus has emerged on which 
instruments to use for any given purpose, leaving researchers and clinicians with 
a veritable alphabet soup of rating scales to choose from, including the following:

•	 Chinese	(or	Chen)	Internet	Addiction	Scale	(CIAS)	(S.	Chen	et al., 2003)
•	 Compulsive	Internet	Use	Scale	(CIUS)	(Meerkerk	et al., 2009)
•	 Generalized	Problematic	Internet	Use	Scale	(GPIUS)	(Caplan, 2002)
•	 Internet	Addiction	Scale	(IAS)	(Nichols	&	Nicki, 2004)
•	 Internet	Addiction	Test	(IAT)	(Young, 1998)
•	 Internet-Related	Addictive	Behavior	Inventory	(IRABI)	(Brenner, 1997)
•	 Internet	Related	Problem	Scale	(IRPS)	(Armstrong	et al., 2000)
•	 Online	Cognition	Scale	(OCS)	(Davis	et al., 2002)
•	 Pathological	 Internet	Use	 Scale	 (PIUS)	 (Morahan-Martin	&	 Schumacher,	

2000)
•	 Problematic	Internet	Use	Questionnaire	(PIUQ)	(Demetrovics	et al., 2008)
•	 Use,	Abuse	and	Dependence	on	Internet	(UADI)	(Gnisci	et al., 2011)

There are also scales focusing on specific types of Internet use, for example the 
Problematic Online Game Use (POGU) scale (Kim & Kim, 2010).
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The Internet Addiction Test, developed by Dr.  Kimberly Young, was one of 
the first validated and reliable measures of addictive Internet use and is one of 
the most commonly used today. It is a 20-item questionnaire with “How often 
do you . . . ” scales related to various online behaviors. Each item is scored from 
0 (does not apply) to 5 (always). The total is then used to divide participants into 
three groups: average online users, individuals who experience occasional or fre-
quent problems secondary to frequent Internet use, and individuals whose use 
causes significant problems.

Despite an abundance of instruments, their use in practice appears to be limited 
to research on problematic Internet use in adolescents. One issue is that there is 
no standard definition for “Internet addiction” for adolescents and controversy as 
to whether the nomenclature of addiction appropriately describes these behaviors. 
Unlike in adults, where Internet addiction includes personal distress secondary 
to excessive online use, it is not completely applicable to the adolescent popu-
lation, where high media use is egosyntonic and normative to peers (Gorrindo 
et al., 2012). Moreno and colleagues (2011) conducted a literature survey of stud-
ies of Internet addiction in youth. They included all “English-language studies that 
(1) involved a US population, (2) focused on adolescents or college student par-
ticipants, and (3) assessed Internet addiction symptoms empirically through the 
use of a scale or set criteria” published through July 2010 (Moreno et al., 2011, 
p. 3). Of the 18 studies that met their criteria, only one used an existing rating scale 
for a purpose other than introducing or validating it: the remaining studies either 
adapted or modified a scale or used questions based on the DSM-IV criteria for 
substance abuse (Moreno et al., 2011).

Clinicians need to be aware of the potential weaknesses of these instru-
ments: they are self-reported measures that may be susceptible to lying or under-
reporting; many have been validated only on small, nonrepresentative samples; 
some patients may not understand all of the questions; different cutoffs are 
sometimes used to identify problematic behavior for the same scale; and some of 
the questions become out of date over time (Beard, 2005; Meerkerk et al., 2009; 
Widyanto et al., 2011). Most of these scales highlight frequency of Internet use 
rather than intensity of Internet use, even though the latter has been shown to be 
more correlated with adolescents and their likelihood of major depression symp-
toms (Ybarra et al., 2005). Not all the screens are validated by uniform measures, 
and there is still no consensus on which measures are “gold standards” for deter-
mining problematic use of the Internet/cellphones (although part of the problem 
is the lack of a consensus on the definition of problematic Internet use).

■■ C O M O R B I D I T I E S  A S S O C I A T E D  W I T H 

P R O B L E M A T I C  I N T E R N E T  B E H A V I O R S

A meta-analysis of published studies on patients with problematic Internet use 
reveals a high comorbidity of other psychiatric conditions (Aboujaoude, 2010). 
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However, none of the studies was designed to comment on the association 
between problematic Internet use and psychiatric comorbidities. In a general 
population study of adults, 41.4 percent of adults with problematic Internet use 
reported feelings of depression in the year prior to the study versus 15.8  per-
cent of the nonproblematic users. The study also noted that the problematic 
users had increased sleep disturbances, anxiety, and substance abuse compared 
to their counterparts (Aboujaoude, 2010). In adolescents, numerous studies 
have suggested an association between heavy Internet use and negative health 
consequences such as depression, ADHD, and increased alcohol use (Ko et  al., 
2009; Lam et  al., 2009). Other studies have linked excessive Internet use with 
truancy and academic troubles in young adults (Chen & Tzeng, 2010).

Given the levels of consumption of digital and online media among contem-
porary adolescents, adolescents can run into a number of problematic Internet 
behaviors that may harm their psychosocial well-being. Two dominant problems 
include cyber-bullying and sexting.

Cyber-bullying

There is no universally accepted definition of “cyber-bullying.” Studies have 
employed a variety of approaches to identify cyber-bullying and related forms 
of online harassment. These approaches have included a range of behaviors 
from bothering someone online to threatening him or her to posting text or 
images intended to harm or embarrass him or her (Finkelhor et  al., 2000; 
Moessner, 2007; Patchin & Hinduja, 2006). Studies using data from the Youth 
Internet Safety Survey have defined “online harassment” or “online bullying” as 
“an affirmative response to at least one of the following two questions:  (a)  ‘In 
the past year, did you ever feel worried or threatened because someone was 
bothering or harassing you online?’ (yes/no) and (b)  ‘In the past year, did any-
one ever use the Internet to threaten or embarrass you by posting or sending 
messages about you for other people to see?’ (yes/no)” (Mitchell et  al., 2007; 
Wolak et al., 2007b, p. 3).

These definitions distinguish cyber-bullying from “offline” bullying in impor-
tant respects. Bullying research typically requires three elements for bullying: “(1) 
aggressive acts, verbal included, made with harmful intent, (2)  repetition, and 
(3)  an imbalance of power between the perpetrator and target” (Wolak et  al., 
2007b). Importantly, in many studies the definition of cyber-bullying lacks the 
intent and repetition that are understood to be a key part of traditional bully-
ing. To capture these important criteria, others have suggested that cyber-bullying 
should be defined as willful, repetitive behavior occurring over electronic devices 
that causes harm to the target (Dooley et  al., 2009). A  study that attempted to 
identify repetitive online harassment inflicting harm estimated that between one 
fifth and one quarter of online harassment reported by youth could be consid-
ered cyber-bullying using this stricter definition (Wolak et al., 2007b). The Youth 
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Internet Safety Survey found that 55  percent of victims reported multiple inci-
dents of harassment within the previous year, although each incident may have 
had a different perpetrator.

Studies of adolescent bullying have found significant overlap between online 
and offline bullies and bullying. The majority of victims of cyber-bullying report 
being bullied offline, and similarly, most youths who admit to bullying others 
online admit to offline bullying as well (Raskauskas & Stoltz, 2007; Schneider, 
O’Donnell, Stueve, & Coulter, 2012). There may be differences in the actions of 
bullies and the effect on their victims. Unlike traditional bullying, cyber-bullying 
has the potential to be anonymous, to be experienced at any time and location, 
and to be instantly and easily shared with a large number of people. Also, material 
posted online can live “forever,” which can therefore prolong its consequences.

Surveys conducted in the United States, Europe, and Australia demonstrated 
that between 10 and 35  percent of teenagers report having been cyberbullied 
(Donnerstein, 2012). The wide range in these estimates arises from how cyber-
bullying was defined and how the questions were asked. Surveys that asked more 
broadly about Internet harassment tended to yield higher percentages compared 
to surveys with more specific questions or narrower definitions of cyber-bullying. 
Data from the three Youth Internet Safety Surveys, conducted in the United States 
in 1999/2000, 2005, and 2010, indicate that rates of online harassment almost dou-
bled from 2000 to 2010 from 6 to 11 percent (Jones, Mitchell, & Finkelhor, 2012).

Not surprisingly, adolescents engaging in more online activity are more likely 
to be victims of cyber-bullying (Wolak et al., 2007b; Ybarra, 2004). Adolescents 
who have social network accounts are also more likely to be victims of online 
harassment (Lenhart, 2007). Cyber-bullying victimization is correlated with a 
variety of demographic characteristics: adolescents are more likely to be bullied 
online if they are female, younger, or identify as non-heterosexual (Schneider 
et al., 2012). This is generally consistent with the patterns observed in traditional 
bullying, although gender has not been found to be correlated with being bullied. 
Of note, the reported rate of cyber-bullying does not decline with age as quickly as 
in traditional bullying (Schneider et al., 2012).

In one study, almost one third of adolescents reported being a cyberbully 
(Ybarra, Diener-West, & Leaf, 2007). Victims of cyber-bullying appear to be more 
likely to report bullying others online than non-victims, although it is unclear 
whether this relationship is driven by the intensity of Internet use (Wolak et al., 
2007b). Males and females appear equally likely to be cyberbullies (Wolak et al., 
2007b; Ybarra, 2004). Youth cyberbullies are more likely than non-bullies to 
report behavioral problems, such as rule-breaking and aggression, and physical 
and sexual abuse (Mitchell et al., 2007; Ybarra et al., 2007).

Like traditional bullying, cyber-bullying and online harassment are associ-
ated with a variety of psychopathology and problematic behaviors, including 
low self-esteem, depression, suicidal ideation, delinquency, and substance use 
(Mitchell et al., 2007; Prinstein et al., 2001).
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With respect to problematic behaviors, an online study conducted in 2004 
and 2005 of over 1,000 mostly American youths found that victims of cyber- 
bullying were more likely to report substance abuse, truancy, cheating, aggression, 
and shoplifting (Hinduja & Patchin, 2007). A study of data from the first Youth 
Internet Safety Survey, conducted in 1999 and 2000, found that online harass-
ment is correlated with delinquency and substance use, but showed that these 
correlations are largely explained by demographics (e.g., sex, age, and household 
income) and measures of “life adversity” (death of a family member, moving to a 
new home, parental divorce or separation, and parental unemployment) (Mitchell 
et al., 2007).

Studies have consistently shown significant correlations between cyber- bullying 
and psychopathology varying from low self-esteem to depressive symptoms to sui-
cidal ideation and even suicide attempts. The results are generally consistent with 
research on traditional bullying. Both perpetrators and victims of cyber-bullying 
have been shown to have significantly lower self-esteem than non-perpetrators 
and victims (Patchin & Hinduja, 2010). Adolescent victims of online harassment 
are about three times more likely to report depressive symptoms than non-victims 
(Ybarra, 2004). The relationship between depressive symptoms and Internet 
harassment appears to be stronger for males than females, with evidence that 
depressed males, but not females, are more likely to be the target of online harass-
ment (Ybarra, 2004).

A 2007 survey of almost 2,000 middle-school students in a single large 
U.S.  school district found online harassment to be significantly correlated with 
suicidal ideation (Patchin & Hinduja, 2010). This is consistent with the extensive 
literature linking traditional bullying to increased suicidal ideation. The study 
found that victims of cyber-bullying were about twice as likely to have attempted 
suicide as students who were neither perpetrators nor victims of cyber-bullies. 
This is similar to the increased rate of attempted suicide among victims of tradi-
tional bullying (Hinduja & Patchin, 2010).

Comparing across studies, there is evidence that the psychological impact 
of cyber-bullying may increase with age. A  2008 census of more than 20,000 
Massachusetts high-school students found that victims of both cyber-bullying 
and traditional bullying demonstrated an increased likelihood of depressive 
symptoms, suicidal ideation, self-injury, and suicide attempts (Schneider et al., 
2012). In contrast to the finding by Hinduja and Patchin of a doubling of suicide 
risk among middle-school cyber-bullying victims, the authors of this study of 
high-school students reported that “compared with nonvictims, victims of both 
cyber and school bullying were more than 4 times as likely to report depres-
sive symptoms, suicidal ideation, and self-injury, and more than 5 times as likely 
to report a suicide attempt and a suicide attempt requiring medical treatment” 
(Schneider et al., 2012, p. 4).

There are many challenges to interpreting these reported correlations. For 
example, the relationship between reported rates of online harassment and 
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depression are complicated by potential differences in how youth with depressive 
symptoms experience online interactions:  they may be more likely to interpret 
interactions negatively. In support of this hypothesis, Finkelhor and colleagues 
(2000) reported that youth with depressive symptoms are about 50 percent more 
likely to report emotional distress from Internet harassment. Additionally, as noted 
above, existing studies of Internet activities and psychosocial problems are almost 
all cross-sectional, making causal interpretations of the observed correlations 
speculative. Further confounding interpretation is the extent to which reported 
correlations can be explained by demographics and related behaviors or outcomes. 
For example, there is evidence in at least one study that no significant correlation 
between depressive symptoms and online harassment exists once demographics, 
life adversity, and offline victimization rates (including but not limited to tradi-
tional bullying) are controlled for (Mitchell et al., 2007). The topic of cybersexual 
harassment is discussed in more detail in Chapter 7.

Although a formal definition of cyber-bullying has yet to be determined, there 
are clear consequences of both being bothered/threatened/humiliated online and 
bothering/threatening/humiliating, including resulting psychopathology that may 
include depression and/or suicidal behavior. However, again, the data presented so 
far demonstrate correlation and not causality.

Sexting

Sexting, a combination of “sex” and “texting,” has been defined straightfor-
wardly as “the practice of electronically sending sexually explicit images or 
messages from one person to another” (Temple et  al., 2012). Researchers have 
also proposed the term “youth-produced sexual images” (Wolak & Finkelhor, 
2011, p. 1) since the term “sexting,” derived from the popular press, lacks speci-
ficity and may include sexual images sent by or to adults, a situation associ-
ated with different case dynamics. For practical reasons, it may be important in 
some situations to distinguish between the degree of explicitness (e.g., sexually 
suggestive clothed photos vs. photos showing genitalia) and the source of the 
image or message (e.g., sending commercial photos vs. photos of oneself).

As with other Internet behaviors, sexting may be viewed as the modern pre-
sentation of longstanding behaviors such as a sexually explicit love letter or a nude 
Polaroid. Adolescence is a period of heightened interest in one’s own develop-
ing sexuality. During this stage of their development, it is typical for adolescents 
to demonstrate a proclivity toward impulsivity, grandiosity, and risk-taking and 
to place increasing emphasis on peer relationships. This combination creates the 
potential for some very dangerous situations for today’s youth (Sadhu, 2012). 
Clinicians have yet to reach consensus as to whether sexting is part of typical sex-
ual development in a new Internet era or if it is a more deviant type of behavior.

The difference is that in this digital era, every adolescent with a cellphone is now 
a potential producer and distributor of child pornography, and the repercussions 



302 ■ Adolescent Sexual Behavior in the Digital Age

of this dangerous activity can have lasting effects as teens transition into adult-
hood. Calvert explicates the legal dimensions of youth-produced sexual images 
in Chapter 5.

Advances in technology have made it easier to copy material and widely dis-
tribute it on the Internet and have expanded the availability of this content online. 
This is problematic because not only can sexting be detrimental to a youth’s psy-
chological well-being, it can have serious legal consequences as well. In many 
states, individuals who send or receive nude photographs of minors (including 
themselves) run the risk of legal charges such as possession or distribution of child 
pornography (Lewin, 2010). These crimes often carry severe penalties, which 
include registering as a sex offender.

Reported rates of sexting have varied greatly across recent studies of U.S. ado-
lescents. The National Campaign to Prevent Teen and Unplanned Pregnancy was 
one of the first organizations to conduct a study on youth and sexting, although it 
was not peer-reviewed. Using an online survey of 653 teens (ages 13 to 19), they 
found that 22 percent of girls and 18 percent of boys admitted to having sent or 
posted online a nude or seminude picture or video of themselves, and 31 percent 
reported having such a picture or video from someone else (National Campaign 
to Prevent Teen and Unplanned Pregnancy, 2008). It is noteworthy that this sur-
vey included young adults aged 18 and 19. In a longitudinal study of seven high 
schools in Texas with a larger sample, Temple and colleagues (2012) found that 
28 percent of participants reported having sent a nude photograph of themselves 
via text or email.

However, other studies have shown sexting to be less common. A  study by 
the Pew Research Center found that only 15  percent of adolescents age 12 to 
17 years reported ever receiving a sext and only 4 percent reported having sent one 
(Lenhart, 2009). In a recent national study where sexting was defined as sharing 
naked images, researchers found that only 1.3 percent of youths age 10 to 17 years 
had created or were the subject of a sext and only 5.9 percent had received one 
(Mitchell et  al., 2012). These differences may be due to differences in the ado-
lescents sampled or the questions asked, for example whether non-naked images 
were considered sexts.

Motivations associated with sexting vary, including whether it occurs within an 
existing or hoped-for relationship (Lenhart, 2009). Studies generally find that the 
incidence of sexting increases with age, perhaps due at least in part to increased 
access to cellphones (Rice et al., 2012; Strassberg et al., 2013). There appears to be 
little correlation between sex, race, and propensity to sext. The most significant 
predictor of sexting appears to be knowing someone else who does so (Rice et al., 
2012). Adolescents with parents who had a high-school education or less were 
more likely to have requested a sext (Temple et al., 2012).

Unlike cyber-bullying, there is little research on the correlation between sexting 
and psychopathology or problematic behavior. There have been some high-profile 
cases in the media about the alleged involvement of sexting in the suicides of a 
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number of teens, but this is not a common occurrence (Meyer, 2009). There has 
been no published research studying the amount of sexting done by patients with 
depression. Although sexting is not indicative of a major mood disorder, it may 
be secondary to underlying depressive symptoms (Sadhu, 2012). A study of data 
from the third Youth Internet Safety Survey found that between 20 and 25 per-
cent of senders and receivers of sexts reported “feeling very or extremely upset, 
embarrassed, or afraid as a result” (Mitchell et al., 2012). This study also found 
that 28 percent of senders and receivers of texts “either reported incidents to an 
authority or an authority found out some way.” Another potential risk for adoles-
cents who engage in sexting is cyber-bullying, because receivers of the material 
can blackmail the original senders.

Not surprisingly, sexting is highly correlated with being sexually active. In a 
study of U.S.  high-school students, researchers demonstrated that “participants 
who had sent sexually explicit cell phone messages or photos were statistically 
significantly more likely to have ever engaged in sexual intercourse and exhibited a 
trend toward unprotected sex during their last sexual encounter” (Rice et al., 2012, 
p. 5). A study of seven high schools in Texas similarly found that participants who 
had engaged in sexting were statistically significantly more likely to have started 
dating and having sexual intercourse than their peers who did not sext (Temple 
et al., 2012). This study also found that for adolescent girls, sexting was associ-
ated with risky sexual behaviors such as having multiple sexual partners and using 
alcohol and drugs before having sexual activity. This association was not present 
for adolescent boys.

The existing studies of sexting are cross-sectional, making it difficult to deter-
mine how sexting affects sexual behaviors. There is a concern that sexting might 
have important implications for how adolescents think about sex and what behav-
iors they consider normal. It has been hypothesized that repeated exposure to 
sexts may lead adolescents to view sex as “glamorous” and to underestimate the 
associated risks (Moreno et al., 2009). Teens who are exposed to images of sexual 
practices, even if they do not appear directly harmed by viewing them, may nev-
ertheless be more inclined to participate in similar activities themselves (Brown 
et  al., 2009). When adolescents repeatedly post sexual messages or images of 
themselves, they may begin to engage in a form of self-objectification, thinking 
of their bodies as an object of others’ desires (Rice et al., 2012). At a minimum, a 
significant correlation between sexting and risky sexual practices would suggest 
that sexting could be a valuable indicator for clinicians and parents of other sexual 
behaviors in adolescents.

As stated above, opinion remains unclear at this time whether sexting has 
become part of normative developing sexual behavior in adolescents. It is also 
unclear what the true prevalence of this behavior is, which also makes this 
question difficult to answer. What is clear is that there can be very serious and 
dangerous consequences to sexting, including victimization; there are also cor-
relations with increased sexual/sexualized behavior and psychopathology.
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■■ V I G N E T T E S

Rebecca

Rebecca is a 17-year-old junior who presents with her mother for psychiatric eval-
uation. She reports a happy childhood with no significant worries until she began 
struggling with low self-esteem in middle school. She felt isolated and reports 
having no friends throughout the eighth grade. During ninth grade she began 
receiving attention from a boy, Jake, primarily via text messaging. During one of 
their interactions she sent an image of her whole naked body. She reports initially 
regretting sending the pictures but for the most part had no concerns about the 
incident since no one else knew about them at the time. Later, she began sending 
similar naked photos of herself to Jake and his male friends. One of these male 
friends soon began blackmailing Rebecca with threats that if she did not do tasks 
for him, such as completing his homework, he would either distribute the photos 
to their peers or would tell the school administration about them. Rebecca then 
told her guidance counselor at her school about the situation. Her counselor was 
supportive, had the boy delete the pictures from his phone, and told her parents 
about the incident.

Rebecca’s parents were concerned about her behavior and switched her to a dif-
ferent school in tenth grade. After switching schools, Rebecca reports that she missed 
the boys and started sending naked photos of herself to them again, this time with 
increased frequency. She reports that she knew it was wrong at the time but was 
unable to resist sending them because she worried that they would be upset with her 
if she stopped. Over time, the boys began calling her names and treating her cruelly 
over the content of the photos.

Throughout the fall of tenth grade Rebecca began to feel increasingly sad and 
depressed. She felt like she was unable to express her sadness to her family and began 
superficially cutting herself. She also had difficulty falling asleep, decreased energy, 
feelings of guilt, and anhedonia but denies having had changes in appetite or suicidal 
ideation. In the winter of that year, her parents found out about her self-injurious 
behavior and continued sexting habits after one of Rebecca’s friends expressed con-
cern to her parents. Subsequently, Rebecca began working with a therapist and 
reports that her mood improved during that time, she stopped sexting images of her-
self, and her self-injurious behavior decreased.

As the following school year concluded, Rebecca ended her therapy and went away 
with her family for summer break. She reports that her feelings of persistent sadness 
and anhedonia returned. She had minimal contact with her friends and began hav-
ing increased difficulty falling asleep, feelings of guilt, and decreased energy. She soon 
began to have feelings of not wanting to be alive but denied any suicide plans. While 
feeling upset she again began sending nude pictures of herself to the boys she had been 
in contact with previously. Her parents soon found out and followed up by denying 
her access to all her digital devices. She reports that she knows sexting is wrong but 
struggles to say “no” to boys when they request pictures because she fears upsetting 
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them. She denies a history of sexual activity. She continues to report worsening mood 
and passive suicidal ideation.

This case is an example of an adolescent who struggles with problematic use 
of electronic media in the form of sexting. For Rebecca, the act of sending nude 
images of herself electronically could be categorized as an impulsive behavior and/
or a maladaptive attempt to recruit attention/soothing from male peers. Her case 
highlights the association of depressive symptoms in adolescents who engage in 
sexting and also the ways in which the misuse of social media can suggest offline 
developmental vulnerabilities too (see Chapter 4). However, it is unclear whether 
her mood disorder motivated her to seek unhealthy attention from her male peers 
or whether her symptoms were a result of her sexting. It also demonstrates the 
opportunity for bullying to occur when a private picture is made available to oth-
ers. Once Rebecca’s parents identified her problem, they limited her access to cel-
lular devices to help prevent future incidents.

Dan

Dan is a 14-year-old freshman with a history of ADHD (inattentive type) and 
depression who reports for an urgent check-in to the clinic after a rumor began 
circulating that he was going to take a gun to school. It is unclear who started 
the rumor, but it spread to the community via a text that was posted on Twitter 
and subsequently re-tweeted over the course of a few hours. Eventually his school’s 
administration became aware of the rumor and contacted Dan’s parents and the 
police. The police investigated the situation and felt the allegation was inaccurate 
and cleared Dan of any wrongdoing.

Dan’s parents report that he was very upset and angry about the incident. They 
report that later that evening he was irritable and tearful, subsequently engaging in 
self-injurious behavior by superficially cutting his forearm. He reports that he had 
been experiencing a cycle of shame, worry, embarrassment, and anger. He was fix-
ated on trying to understand why this had happened to him and what he had done 
wrong. For a brief period of time, Dan considered overdosing on his mother’s medi-
cation in hopes of “ending all of this.” In time, Dan began to cope with his emotions 
by playing basketball and drawing while his parents concurrently restricted his elec-
tronic media use. Dan is able to calmly discuss the situation and voices understand-
ing of both his parents’ and the school’s perspectives.

Dan’s case highlights how cyber-bullying can be more intrusive and devastating 
than traditional bullying in that it can take place at any time of the day, occur off 
school grounds, be anonymous, and be communicated to a wide audience. Dan 
already had a history of depressive symptoms, but it can be concluded that cyber-
bullying contributed to his decompensation. This case also highlights how impor-
tant it is for schools to monitor for cyber-bullying and educate their students about 
its consequences.
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■■ T R E A T M E N T

Psychoeducation

Whether cyber-bullying, sexting, and other problematic Internet behaviors are 
deemed “pathological” or peer-normative, whether they are due to Internet 
addiction or a manifestation of an underlying psychiatric disorder, or whether 
they result from a combination of all these things, psychoeducation for both 
adolescents and parents is critical (Hua, 2012). Treatment providers must keep 
up to date with the ever-changing trends of technology use so they can provide 
a better understanding to children/adolescents and their caretakers of what is 
peer-normative. However, in addition to being able to normalize/reassure par-
ents about use, mental health providers must also assess the functioning of the 
child/adolescent because these “normal trends” are only guidelines; not every 
child does well with the same exposure to this technology. Complete abstinence 
from use of social media and cellphones is unfeasible. Parents/guardians must 
be counseled on the fact that the more parents are open to discussing use of 
technology, the more likely their children will be to approach their parents with 
questions/concerns and to let their parents know about potentially dangerous 
situations as they occur (e.g., cyber-bullying, receiving sext messages, predation 
by strangers, and pornography). Children and adolescents should also realize 
that being able to use the computer and cellphone is a privilege that is earned 
with a trusting relationship between them and their parents.

In addition, mental health providers should be able to provide guidance on how 
to set reasonable limits for use of the Internet/cellphones: keep the computer in 
a public part of the home, use programs to restrict access to dangerous/question-
able websites (especially for younger children), check privacy settings on social 
networking sites, be aware of what is being posted to online profiles, “friend” their 
children on social networking websites, and adhere to age restrictions of these 
websites (usually 13). Also important are setting appropriate time limits on the 
computer, limiting cellphone text plans to a certain number of texts per month 
(possibly also restricting the people to whom the child may text), and having the 
child/adolescent “turn in” phones/laptops at a reasonable bedtime for charging in 
a separate room.

Discussing the risks and consequences of posting too much information on 
the Internet or revealing sext messages or photos is also important to discuss with 
both the child and the parent. Adolescents may not realize that once posted/sent, 
these messages/pictures/blogs remain in cyberspace forever and can be searched 
(and found), affecting potential college/job placements (McBride, 2011; O’Keeffe 
et al., 2011). Sext messages and other inappropriate or bullying texts can easily be 
retrieved from wireless carriers and shown to school principals; they can also be 
easily forwarded to peers, unintentionally or with the purpose of ridiculing/bully-
ing the original sender. It is very important for children and parents to know that 
child pornography charges can result from sending pictures of naked/seminaked 
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children or adolescents under 18 via cellphone or Internet, even if the images are 
of oneself. Such a legal consequence can have far-reaching effects on the child’s 
self-esteem and future.

Due to the anonymity that the Internet often allows, children and adolescents 
may write or post messages that they might not be as tempted to offline. Therefore, 
they should be reminded of the people at the receiving end of their messages/
posts and strongly encouraged to practice the same respectful behavior on the 
Internet and over the phone as they would in person (referred to online as good 
“netiquette”). Education on empathy and mindfulness is strongly recommended 
here. In addition, teens should be reminded that email/text messages can often 
be misconstrued due to a lack of context and the necessary brevity of messages; 
therefore, meaning must be clarified before offense is taken. In children who have 
difficulty reading/understanding social cues, this is especially important.

There has been some evidence in the literature that psychoeducation can be 
helpful in decreasing risky behavior on the Internet. A recent randomized con-
trolled pilot intervention trial found that a single email message addressing the 
consequences of posting too much information on the Internet (of a sexual 
nature or about substance use) delivered on the social networking site MySpace 
was enough to significantly decrease the number of inappropriate sexual posts by 
young adults (Moreno et al., 2009). Although this pilot study was performed in 
young adults and this is still a burgeoning field of research, the finding is encour-
aging in demonstrating how a generic piece of psychoeducation can be effective in 
decreasing sexually provocative posts on social media. Of course, further research 
should be conducted to determine if such intervention would also be effective in 
children and adolescents.

Parent Contracts

There are many sample contracts between parents and their children that can 
be helpful in starting a discussion about safe and acceptable use of the com-
puter and cellphone, as well as expectations for appropriate behavior. Common 
Sense Media (www.commonsensemedia.org) offers such media contracts, which 
they refer to as “Family Media Agreements.” These contracts promote safety 
and strive to provide children with a healthy balance of technology, since com-
plete abstinence is a rather unrealistic expectation in today’s digitally driven 
world. They are helpful in keeping communication lines open and holding 
children accountable for their actions. To ensure target behaviors appropriate 
for each developmental stage, contracts are available for elementary-school, 
middle-school, and high-school children. They contain different sections that 
focus on key principles such as safety, mindfulness, and guidelines for proper 
Internet etiquette that help to safeguard children from problematic Internet 
behaviors. In exchange for following such rules, parents in return pledge to 
respect their children’s needs for digital media.

http://www.commonsensemedia.org) 
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It is not uncommon for parents to lack knowledge about how to monitor or 
control their children’s access to digital media. Common Sense Media also pro-
vides educational handouts with various computer tips, such as enabling Internet 
filters, creating strong Internet passwords, and setting parental controls, which 
intercept inappropriate content from coming in contact with children. Parents 
who are more digitally inclined should set appropriate examples with media for 
their children to model.

Psychotherapies

Although there are few empirical data about the use of psychotherapy to help 
adolescents with problematic Internet behavior, the basic tenets of good care are 
likely to be helpful. Therapists who can maintain a curious, observational stance 
with patients are likely to help nurture insight. Lines of inquiry that help adoles-
cents explore the sequence of decisions and events that led up to a sext, for exam-
ple, may afford the adolescent an opportunity to consider places for intervention 
should a similar circumstance arise in the future. Basic skills related to mindful-
ness and dialectical behavioral therapy may also be helpful (Pridgen, 2010).

Pharmacotherapy

There is limited evidence on the efficacy of pharmacological treatment of prob-
lematic Internet use (Aboujaoude, 2010). There are case reports of successful 
treatment, including the use of naltrexone to treat adult Internet sex addiction 
(Bostwick & Bucci, 2008), as well as a published report of the successful treat-
ment of problematic Internet use in a 24-year-old with quetiapine and citalo-
pram (Atmaca, 2007).

At least two small trials looking at the treatment of problematic Internet 
behaviors have been undertaken. One studied escitalopram for treating 
“impulsive-compulsive Internet usage disorder” in 19 adults (Dell’Osso et  al., 
2008). Study participants reduced their Internet use significantly over the 19-week 
trial, but it was unclear how much of the effect was due to the treatment. The 
other trial studied the use of methylphenidate to treat 63 children with ADHD 
who played Internet video games (Han et al., 2009). Over the eight weeks of the 
study, there was a significant reduction in Internet use, measured Internet addic-
tion (using a Korean version of Young’s Internet Addiction Test Scale), and ADHD 
symptoms.

While these case studies and preliminary trials provide evidence of the pos-
sibility of pharmacotherapy for problematic Internet behavior, larger and 
better-controlled studies are needed to establish the efficacy of drugs in treating 
these disorders. Additionally, consistent definitions of problematic Internet use 
and Internet addiction are needed to allow for comparison of treatment results 
across studies.
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Psychopharmacology may be particularly helpful when comorbidities—with 
clear pharmacological indications—are present.

Motivational Interviewing

Adolescents with problematic Internet behaviors frequently lack motivation to 
change. Problematic Internet behaviors can cause significant conflict within 
families, and parents are often very concerned about their child’s maladaptive 
behavior. One treatment intervention that may be effective in helping parents 
motivate children with problematic Internet behavior to engage in treatment 
is the Community Reinforcement and Family Training (CRAFT) intervention 
(Meyers et al., 1998; Waldron et al., 2007). CRAFT is an intervention designed 
to motivate adolescents and adults with substance use disorders to engage in 
treatment. The intervention is targeted to parents and concerned significant 
others. Goals of the intervention include improving the parent’s emotional 
functioning, teaching principles of contingency management to help reinforce 
behavioral change, and helping build skills such as communication and prob-
lem solving. A  key component of contingency management is having rewards 
for positive behavioral change in addition to clear consequences for continued 
problematic behavior. Some families find it helpful to use a written contract 
explicitly stating terms of the behavioral agreement with the specific incentives 
and consequences included.

■■ C O N C L U S I O N

The availability and use of technology today have risen dramatically, with 
far-reaching implications for children and adolescents. Children are able to mul-
titask with their computers, laptops, or cellphones for purposes of communica-
tion and education (or both) for several hours a day. Although the use of this 
technology is beneficial in many ways, it does carry risks, including those of sex-
ting and cyber-bullying, as well as contributing to and/or exacerbating psycho-
pathology. It can also affect children’s perception of what is appropriate for social 
etiquette and sexual practices. Surveys of use of technology among children and 
adolescents abound, but there is still no clear consensus of how much technol-
ogy use is peer-normative and appropriate. Although there are several diagnostic 
questionnaires circulating, many of them have not been validated in specific, 
non-generalizable populations; many ask about frequency of use rather than 
intensity, limiting the ability to fully assess whether use is excessive/pathological.

There is some evidence for treatment options, including psychotherapy (such as 
cognitive-behavioral therapy and dialectical behavioral therapy), motivational inter-
viewing techniques, and pharmacotherapy; these therapies should be targeted not 
only toward the problematic behavior itself but also toward any underlying psycho-
pathology that may coexist. However, preventive measures, such as psychoeducation 
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for children and adolescents, as well as their parents/guardians, are important for 
establishing safe practices on the Internet and with cellphones before problems arise. 
It is imperative to educate children and adolescents (and their parents/guardians) 
that what is engaged in and posted to the Internet can be very difficult to erase and 
often remains online “forever.” All must recognize that the content they post online 
can affect how their peers, including friends and sexual partners, view and treat 
them. Future relationships, as well as future educational and career opportunities, 
may also be affected by inappropriate use of this technology.

Ideas for future directions include agreement on universal definitions (such as 
of “problematic Internet behavior” and “cyber-bullying”) as well as validated diag-
nostic tools that are appropriate for more than specific populations. In addition, 
appropriate and peer-normative use of this technology should be further defined. 
A consensus on algorithms for evaluation and treatment of these children and ado-
lescents would also be extremely helpful. Although surveys of children and adoles-
cents have demonstrated that the prevalence of technology use is ever-increasing, 
how and whether use correlates with psychopathology continues to be of great 
interest and needs more research. More evidence-based treatment for this behavior 
is also important, as problematic Internet behaviors continue to rise among youths.
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R O B E R T   W E I N S T O C K

■■ I N T R O D U C T I O N

As highly social animals, human beings create rules and standards for interact-
ing with each other, to preserve groups and benefit their collective members. 
These rules and standards take many forms, among them laws, morals, and 
informal agreements. The advancement of science and its related technologies 
has greatly influenced such regulations of human interaction, and today contin-
ues to influence the ethical framework by which societies operate.

In the past two hundred years, we have witnessed rapid scientific and techno-
logical advances by which information can be disseminated. Resulting from the 
harnessing of electricity, the telegraph, telephone, and radio transmissions allowed 
for personal information to be transmitted nearly instantaneously, at great dis-
tances. Within the past four decades, advances in computer technology and the 
rise of the Internet have greatly affected the flow of information between people. 
For practical purposes, anyone with a computer or computer-related derivatives 
(i.e., smartphones, tablet personal computers) can access, disseminate, or receive 
instantaneous, real-time information. Information and communication appear 
in various forms, such as instant messaging, text messaging, online chat rooms 
and electronic bulletin boards, blogs, listservs, and social networking sites. Even 
face-to-face communication can occur, via real-time video chatting for personal 
or professional purposes. Communication can increasingly be performed from 
anywhere, at any time, and is ever more instantaneous.

These computer-driven electronic advances have created new challenges to 
confidentiality and privacy, and continue to test the ethical frameworks by which 
society operates. The medical field has encountered a unique set of such chal-
lenges, where patient care and confidentiality must be prioritized due to the sen-
sitivity of medical interactions and information in the face of increased access 
to information. The challenges posed by technology are magnified in the field of 
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psychiatry, where emotions and relationships are the subject of clinical decision 
making. So central has this subject become that psychiatry residents are increas-
ingly being formally educated regarding professionalism and use of technol-
ogy such as the Internet. In 2010, the President of the American Association of 
Directors of Psychiatric Residency Training (AADPRT) established a Taskforce on 
Professionalism and the Internet to this aim (DeJong et al., 2012).

Furthermore, ethically difficult situations gain yet more complexity in the 
context of treating children and adolescents. In the field of child and adolescent 
psychiatry, legal, developmental, behavioral, and cultural factors all combine 
to test clinicians’ commitment to patient care and morally responsible behav-
ior. In today’s day and age, adolescents outpace adults in their use of computers 
and smartphones to access the Internet to send emails, or send text messages at 
a breakneck pace. They use sites such as Facebook and Twitter, social network-
ing platforms where one can affiliate with other users as their “friend” or follow 
their posts, can communicate privately or publicly with other users, and can share 
personal information and photos. Psychiatrists who treat adolescents will increas-
ingly need to develop skills in addressing this technological behavior. They will 
need to be mindful of professional boundaries in order to behave ethically, yet 
appreciate the integral role that technology plays in the lives of most teenagers.

Many questions will arise that test these requirements to provide ethically 
sound clinical care. For instance, what should psychiatrists do when an adolescent 
patient asks to be their “friend” on Facebook? How should they react to a patient 
or a parent who has been scouring the Internet for information about them, and 
when might they themselves use search engines to find out more about a troubled 
teenager? How does one approach communication by email when patients begin 
to use this method to discuss their symptoms, send files such as pictures or videos, 
email while the clinician is out of town, or express emergent concerns such as sui-
cidal ideation in the middle of the night via email rather than telephone?

Those practitioners most knowledgeable about the uses of the Internet and 
social networking sites are generally the younger members of the profession, as 
opposed to older but more clinically experienced practitioners. As a result, these 
areas may be best addressed by those at both ends of the age and experience spec-
trum (as reflected in this chapter’s authors), and we will attempt to combine these 
perspectives through our present discussion.

This chapter will focus on the ethical and legal considerations regarding tech-
nology and the Internet, as they relate to adolescents and the psychiatrists who 
treat them. We will survey the historical and present approaches to biomedical 
ethics that inform our approaches to treating psychiatric patients, and specifically 
children and adolescents. A discussion of legal precedents regarding adolescents 
and mental health will follow, along with a primer on scientific research regard-
ing the nature of adolescent brain and behavioral development. Finally, we will 
describe specific areas of ethical relevance where technology and the doctor–
patient relationship intersect, with particular attention to psychiatrists treating 
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adolescents. Among these areas are ethical dilemmas related to the use of social 
networking sites, search engines, and email communication, which have received 
significant attention in academic literature and popular culture. This chapter may 
serve to elucidate situations that deserve heightened attention from clinicians, 
suggest ethical facts that should be consider in clinical scenarios, and outline dif-
ferent approaches to clinical and ethical decision making.

■■ E T H I C A L  A P P R O A C H E S  T O  T E C H N O L O G Y 

A N D   A D O L E S C E N T S

Ethics is a branch of philosophy that involves systematizing, analyzing, defend-
ing, and recommending concepts of right and wrong behavior (Fieser, 2009). 
Often referred to as moral philosophy, the field of ethics is most commonly 
divided into three subfields by philosophers: meta-ethics, normative ethics, and 
applied ethics. Meta-ethics seeks to examine the fundamental nature of ethi-
cal properties and evaluations, asking questions such as “What is morality?” It 
delves into the meaning of moral language, and the metaphysics of moral facts. 
In contrast, normative ethics is a more practical endeavor devoted to examin-
ing standards for right or wrong conduct. It seeks to answer such questions as 
“How should one behave morally (or ethically)?” Finally, the subfield of applied 
ethics seeks to address specific, controversial issues. Examples include environ-
mental ethics, business ethics, or the disciplines of bioethics and forensic psy-
chiatric ethics being addressed in this chapter.

Some have tried to make distinctions between ethics and morality. Although 
one or the other word tends to be used in certain contexts, both have been used 
interchangeably in philosophy (Foot, 1990). When discussing professionalism, the 
usual term is “ethics,” while in religion the usual term is “morals.” But in describing 
personal behavior, both “ethical” and “moral” are used interchangeably. So the use 
of one or the other term does not help solve dilemmas. Organizations can establish 
ethical guidelines and ethical (or moral) practitioners will usually follow them, 
with rare exceptions due to difficult ethical guidelines or situations. Because this 
area is so new, ethical guidelines still are being developed.

Bioethics can be defined as an area of applied ethics that seeks to address 
issues related to the life sciences surrounding human beings, animals, and nature 
(Gordon, 2012). As all areas of applied ethics, it draws from both meta-ethical 
and normative ethical approaches. Medical or biomedical ethics is a yet another 
subfield of this discipline devoted to issues arising in the clinical setting, and has 
evolved over several millennia. Edicts on the role of a physician can be traced 
to antiquity, in such guidelines as the Hippocratic Oath from the fifth century 
B.C. written by Hippocrates, widely regarded as the father of Western medicine 
(Edelstein, 1996). “First do no harm” is not part of the Oath, but is part of the 
Hippocratic corpus of ethics described later by the Romans. There can be differ-
ences in current practice with regard to prioritizing patient and societal welfare in 
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clinical and forensic settings, and as such application of the Hippocratic corpus of 
ethics may vary in today’s day and age (Weinstock et al., 1990).

The field developed in subsequent centuries in the Middle Ages through writ-
ing by noted scholars and philosophers in the Muslim and Jewish traditions, with 
Christian medical ethics developing later. The term “medical ethics” would ulti-
mately be coined by Thomas Percival, an English physician who published his 
influential Code of Medical Ethics in 1803 (American Medical Association, 2006). 
When the American Medical Association held its inaugural meeting in 1847, it 
adopted its first Code of Ethics based largely on Percival’s original text. Biomedical 
ethics would again be transformed by the Doctors’ Trial in the Nuremberg trials 
after World War II. Subsequently, the Tuskegee syphilis experiment in the middle 
of the twentieth century raised serious ethical concerns about abuse of medicine 
even in the United States. These infamous events generated awareness of informed 
consent as an essential moral practice, which has informed practices in human 
subject research, and physicians’ obtaining patient consent for treatment including 
medications or procedures.

Modern biomedical ethics has been greatly influenced by the Principles of 
Biomedical Ethics, published by Beauchamp and Childress in 1979. This work for-
malized the field significantly and espouses ethical tenets that, like the Hippocratic 
Oath, are taught in medical schools worldwide. Prior to this work, K.  Danner 
Clouser called the field a “mixture of religion, whimsy, exhortation, legal prec-
edents, various traditions, philosophies of life, miscellaneous moral rules and epi-
thets” (Clouser, 1993; Rauprich & Vollmann, 2011). Beauchamp and Childress set 
out explicitly to “bring some order and coherence to the discussion” by means of 
a “systematic analysis of the moral principles that should apply to biomedicine.” 
Their work outlined four clusters of moral principles that have become a corner-
stone of biomedical ethics (Beauchamp, 2009):

1. Autonomy: an acknowledgment that patients are free to make decisions
2. Nonmaleficence:  the fundamental principle of avoiding the potential 

for harm
3. Beneficence: a consideration of the equation of weighing benefits versus risks
4. Justice: fairness in how burdens and benefits are distributed

Beauchamp and Childress have published several updated editions to their 
seminal work from 1979, refining an approach that has been labeled “princi-
plism.” They have argued that their framework is globally applicable, as a conse-
quence of the above moral (or ethical) principles being norms that form part of a 
“common morality.” The common morality has been understood as “a collection 
of very general norms adhered to by everybody, everywhere, who is authen-
tically committed to morality” (Herissone-Kelly, 2011, p.  584). A  responding 
criticism holds that we can empirically demonstrate that there is not one uni-
versal morality but rather many, varied systems of morality. As the Principles of 
Biomedical Ethics has been revised, Beauchamp and Childress have sought to 
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disprove this criticism, arguing that particular moralities are applications of the 
common morality.

A practical element of Beauchamp and Childress’ principlist approach is speci-
fication, which can be defined as a “way of bringing general moral norms to bear 
on concrete cases and issues by adding context-specific and action-guiding con-
tent” (Rauprich, 2011, p. 592). Specification was formalized by Henry Richardson 
and adopted by Beauchamp and Childress in the fourth edition of their book 
(Richardson, 1990). By this method of applied ethics, one first determines the 
essential morally relevant features of a case or issue, and then determines their rela-
tion to the general norms of morality being applied in an explicit and systematic 
fashion. At the end of this chain of reasoning, one may reach a decision based on an 
action’s alignment with these norms. Beauchamp and Childress acknowledge that 
specification operates under limitations—equally informed, impartial, and ratio-
nal persons may come to different judgments about the moral features of a case, 
and how moral norms apply to these facts. Rauprich (2011, p. 593) has noted that 
we “cannot deal with the diversity and complexity of real-life moral problems in a 
simple, uniform way.” Nevertheless, specification involves explicitly listing morally 
relevant facts of a case in a way that physicians might emulate, making their ethical 
decision making more systematic than haphazard. Specification is thus a metic-
ulous method in academic ethics that is relevant to normative considerations by 
physicians, but may not feasibly be expected to guide decision making on its own.

Ethical principles alone cannot resolve dilemmas in part because they can often 
conflict in complex situations, without a meta-ethical rule to establish priorities. 
As Hundert (1990) has described, such situations require the physician to balance 
conflicting duties. It has been described that psychiatrists in particular are taking 
on increasingly complex roles in different contexts, having to reconcile competing 
duties with a robust requirement for professionalism (Candilis & Layde, 2007). 
Frameworks such as Beauchamp and Childress’ principles do not assist in deter-
mining which principle should have priority when they lead to different courses of 
action. An academic discussion and even best formal training might be helpful on 
the subject of ethics in mental health, as psychiatrists will have to draw on several 
ethical approaches and considerations beyond a clear-cut set of rules. However, 
thinking out ethical dilemmas in practical situations can and should be attempted 
by every conscientious practitioner.

A relevant normative ethical theory is that of care ethics, inspired by feminist 
philosophy and often attributed to the works of psychologist Carol Gilligan and 
philosopher Nel Noddings in the mid-1980s (Sander-Staudt, 2011). Their work 
suggests that moral thinking displays a degree of dimorphism in humans, such 
that males and females approach ethical dilemmas in reliably different patterns. 
Gilligan, Noddings, and other feminist theorists have noted previous moral sys-
tems to have a male bias toward justice and abstract obligations. They advocated 
for the alternative consideration of themes associated with a more female bias, 
including empathy and compassion. The resulting theory of care ethics identifies 
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a moral significance in the fundamental elements of relationships and dependen-
cies among human beings. It emphasizes that one’s degree of moral consideration 
should correspond to the vulnerability of the person being affected by one’s actions 
in any given situation. Furthermore, it calls for the careful consideration of the 
specific, contextual details of every situation in order to preserve the interests of 
those involved. Beauchamp and Childress have cited this in addressing limita-
tions to the use of universal principles, noting, “We can produce rough generaliza-
tions about how caring physicians and nurses respond to patients, for example, 
but these generalizations will not be subtle enough to give helpful guidance for the 
next patient. Each situation calls for a set of responses outside any generalization” 
(Beauchamp & Childress, 2001, p. 373).

Care ethics has substantial implications for biomedical ethics, given that 
medicine is a field where the physician explicitly sets out to care for the patient. 
Beauchamp and Childress again validate the relevance of care ethics when describ-
ing the unique nature of the health-care field. They have suggested that “the care 
perspective is especially meaningful for roles such as parent, friend, physician, and 
nurse, in which contextual response, attentiveness to subtle clues, and the deepen-
ing of special relationships are likely to be more momentous morally than impar-
tial treatment” (Beauchamp & Childress, 2001, p. 372). The role for care ethics is 
particularly important in psychiatry, the medical field where attentiveness to clues 
and context, and the formation of a doctor–patient relationship, may be of most 
therapeutic importance. Although the caring approach originated in the context 
of feminist ethics, psychiatrists of either sex should consider the central tenets of 
care ethics in determining the most ethical (or moral) thing to do. In the discus-
sion that follows, we will address the even further importance of care ethics when 
treating adolescents.

We have described that care ethics and applied principlism involve processing 
ethically relevant facts of each clinical scenario before deciding how to act. Both 
ethical theories acknowledge the lack of a purely abstract and formulaic system 
for determining ethical practice. After thoroughly examining a clinical scenario, 
the physician will have to be flexible and use judgment and reason to behave 
as ethically as possible. In this process, psychiatrists in particular may be well 
served to meld widely established norms such as Beauchamp and Childress’ four 
principles with a consideration of their relationship with the patient, the patient’s 
emotional state and predisposition, and the effects their actions may have on the 
patient. Using this approach, principles of care ethics may critically inform a psy-
chiatrist’s application of principles such as beneficence and nonmaleficence.

Taking such an inclusive, contextually oriented, and compassionate approach 
may be particularly germane to challenging clinical situations where the law 
or professional ethical codes may not clearly inform the most ethical course of 
action. The psychiatrist should always consider the ethical codes and recommen-
dations of professional organizations such as the American Medical Association 
and the American Psychiatric Association. It always is ethically permissible to 
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follow the law and regulations, so it is necessary to consider federal and state 
law and medical board requirements. They do not determine ethics, but there 
are potential consequences for not following them. Scenarios may arise com-
monly where these references do not provide the psychiatrist adequate clarity in 
directing ethical behavior. Furthermore, there may be situations where the law 
and formalized ethical codes may not coincide with the most ethical course of 
action. The American Medical Association has acknowledged this explicitly in 
its Code of Ethics:

Ethical values and legal principles are usually closely related, but ethical obligations 
typically exceed legal duties. In some cases, the law mandates unethical conduct. In 
general, when physicians believe a law is unjust, they should work to change the law. 
In exceptional circumstances of unjust laws, ethical responsibilities should supersede 
legal obligations (American Medical Association, 1994).

The American Psychiatric Association has echoed these sentiments, stating, 
“While no committee or board could offer prior assurance that any illegal 
activity would not be considered unethical, it is conceivable that an indi-
vidual could violate a law without being guilty of professionally unethical 
behavior” (American Psychiatric Association, 2009). A  number of examples 
of this arise in psychiatry. For instance, in certain cases a psychiatrist may 
exhaust the legally prescribed period of involuntary detention for danger to 
self on patients who still continue to endorse suicidal ideation. Such instances 
might lead to many practitioners “stretching” the legal criteria to get patients 
needed treatment in clinical as opposed to forensic practice. Other examples 
of conflict between legal and ethical action that could involve breaking the 
law may arise in cases of mandated reporting for child abuse or HIV, where 
the psychiatrist may assess that the report will ultimately cause more harm 
than withholding information. Similar consideration may apply to patients 
who disclose a past history of illegal activity but are currently assessed to 
represent a low risk of repeating such actions. In these instances, the require-
ments for confidentiality likely outweigh reporting them absent a current or 
likely future danger. The law likely would support such a decision as well in 
most cases where there is not mandated reporting. However, violating the law 
can have serious legal consequences, including incarceration, even absent any 
ethical sanctions. As such it should be very unusual and extremely rare that 
a practitioner should elect not to follow the law when there are legal require-
ments. The issue should be of sufficient importance to warrant facing possible 
legal punishment. Also, it is always to our knowledge considered ethically 
acceptable by professional organizations to follow the law even in something 
that otherwise would be unethical. So there is room for different practitioners 
to make different decisions.

In the above cases the psychiatrist may appeal to the aspirational nature rather 
than the strictly regulatory nature of ethics, making normative decisions on how 
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to act when explicit and predetermined rules either do not exist, exist but are 
inadequate, or exist and are inconsistent with the most moral or ethical course 
of action. This is particularly relevant to our present discussion, as technological 
advances most often outpace the capacity of formal legal and ethical regulation. 
Guidelines are evolving and developing as well. We will outline specific exam-
ples regarding social networking sites, search engines, and email communication, 
where strictly regulatory ethics has yet to provide comprehensive guidance to cli-
nicians. With the advent of future novel technologies beyond those mentioned in 
this text, clinicians will be called upon to continue to make decisions affecting the 
lives of patients in an ethically uncertain landscape.

Definitions in Biomedical Ethics

It will be useful to define terms that are cited frequently in literature on bio-
medical ethics and professionalism, and are often associated with the Internet 
and technology. Among these are the term “boundary crossing,” defined as a 
transient, non-exploitative deviation from the standard of care, which is minor 
and at times may actually be beneficial in treatment (Gutheil, 2005). Examples 
include providing a patient with limited personal information, assisting a civil-
ian or patient who has fallen outside of the treatment office or hospital, or 
doing a home visit for a patient. A  “boundary violation,” on the other hand, 
may be defined as a deviation from the standard of care that is exploitative and 
harmful to the patient, such as entering into a sexual relationship with him 
or her. Another concept often cited in discussion on the interaction between 
patient and physician on the Internet is that of “dual relationships,” defined 
as the existence of several, separate relationships with the same individual 
(Endacott et al., 2006). An example might be going into business with a patient. 
Finally, the term “double effect” refers to the two distinct consequences that 
may be produced by a single action. In biomedical ethics, this often involves 
the combined effect of an action that challenges the tenets of both beneficence 
and nonmaleficence to achieve some other desirable result.

Biomedical Ethics Concerning Adolescents

The influence of mainstream biomedical ethics, such Beauchamp and Childress’ 
principles, extends into the treatment of minors in the medical field. Within 
medicine psychiatry is no exception, as the American Academy of Child and 
Adolescent Psychiatry (AACAP) has its own code of ethics that is largely based 
on the previously described, principlist approach to biomedical ethics (AACAP, 
2009). This code is molded, however, to the set of challenges unique to treat-
ing children and adolescents, highlighted in the code’s preamble. As such it 
provides useful guidance for our present discussion of ethical issues related to 
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adolescents. The code notes, for instance, that since the services of an adoles-
cent psychiatrist are often sought by a patient’s parent(s) or guardian(s), “The 
practitioner has obligations to both the individual patient and the youngster’s 
guardians” (AACAP, 2009, p.  2). Furthermore, the preamble reiterates the 
present consideration of the child and adolescent’s developmental capacities 
(AACAP, 2009, p. 2):

The child and adolescent psychiatrist is responsible for assessing and providing treat-
ment recommendations for young individuals who, owing to their cognitive, emo-
tional, behavioral, and/or physical immaturities, typically lack adult developmental 
capacities and are legally considered minors . . . Assent, consent, confidentiality, and, 
separately, professional responsibility, authority, and behavior, must be viewed within 
the framework of ongoing child development. The rights and interests of the child or 
adolescent, and the professional’s behaviors toward the child or adolescent, demand 
considerations of maturational factors.

With these formal recommendations in mind, we can see how the afore-
mentioned ethical theories will have specific applications to scenarios with 
adolescent patients. For instance, the principle of autonomy will apply not 
only to the particularly immature adolescent patient, but also to his or her 
parent or legal guardian. Moreover, the care ethics model may also be highly 
relevant to cases involving adolescent patients where the fiduciary responsi-
bilities of the therapist to the adolescent can be especially strong. Fiduciary 
responsibilities are legal ones. The psychiatrically ill adolescent may be con-
sidered particularly vulnerable and may be uniquely affected by the actions 
of a clinician as compared to an adult. As such, adolescent patients may war-
rant greater attention to the principles of care ethics, including a clinician’s 
attentiveness to the patient’s unique circumstances and emotional state and 
the clinician–patient relationship.

Ethical considerations relating to psychiatric patients and technology use are 
undoubtedly complex, across all age ranges. Many of the dilemmas encountered by 
today’s psychiatrist are novel given the rapid changes in the past several decades, 
and an ethical literature and set of practical guidelines that are yet catching up 
with such changes. Practitioners treating adolescent psychiatric patients will thus 
be charged with a uniquely difficult task. Not only must they make difficult ethi-
cal decisions based on a limited amount of established ethical and legal precedent, 
they must also incorporate the developmental considerations unique to the field of 
adolescent psychiatry. Also, in complex situations duties and guidelines sometimes 
conflict, necessitating an ethical analysis with differing conclusions among practi-
tioners, since guidelines rarely explicate how to balance conflicting duties. Through 
a discussion of legal precedent regarding minors, their parents, and mental health 
professionals, we will provide further background before proceeding to discuss 
recent scientific research relevant to the ethics of treating adolescent patients.
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■■ P A R E N T S ,  M I N O R S ,  G O V E R N M E N T ,  A N D  M E N T A L 

H E A L T H  P R O V I D E R S  I N  T H E  I N T E R N E T   A G E

Parents, government, and mental health professionals have distinct, intersecting 
roles in the context of providing mental health care to children and adoles-
cents. Under the default paradigm, parents retain control over individual chil-
dren and adolescents. However, the advancement of technology into the home 
has brought together multiple parties in an intricate network that implicates 
the police and other regulatory powers of the state, health-care providers, and 
individual families.

First, parents are charged with protecting their children’s interests, and also 
with protecting others from their children’s behaviors. Parents’ interests, pre-
sumably, generally align with their children’s interests and the parent–child rela-
tionship is afforded sanctity, with deference given to parental decision making. 
Constitutionally, parents have a liberty interest and right to “establish a home and 
bring up children,” protected under the Fourteenth Amendment Due Process 
Clause (Meyer v.  Nebraska, 1923). The U.S. Supreme Court observed in Troxel 
v. Granville (2000) that “so long as a parent adequately cares for his or her chil-
dren . . . , there will normally be no reason for the State to inject into the private 
realm of the family to further question the ability of that parent to make the best 
decisions concerning the rearing of that parent’s children.”

However, parents’ interests and the child’s interests do not always align. Their 
interests may occasionally conflict, such as when parents seek to involuntarily hos-
pitalize their child for mental health reasons. Parents, even those not suffering 
from mental illness or substance abuse issues themselves, may have motives that 
run counter to the best interests of the child. Parents can be overly intrusive and 
micromanage their child’s behavior to his or her detriment, or conversely may 
have exceptionally lax oversight—which is their right until the child or adolescent 
engages in behavior directly detrimental to himself or herself or others. Parents 
can also be punitive, in some instances want to get rid of a disruptive adoles-
cent, or want to enforce their will on a rebellious adolescent. In some case they 
may just disapprove legitimately of a girlfriend or boyfriend, or the adolescent’s 
experimenting with drugs, but the behavior might not warrant involuntary hos-
pitalization. Adolescent development will be discussed further below, along with 
a brief discussion of emancipated and “mature” minors, two doctrines that carve 
out decision-making arenas in which adolescents may make decisions without the 
influence of their parents. Most of the time, however, in seeking involuntary hos-
pitalization the parent is likely to be looking out for the welfare of the adolescent 
as opposed to the adolescent’s immediate desires. Unless there is reason to think 
otherwise, the state should support the desires of the parent if such actions are 
consistent with state law.

Many states have given all adolescents the right to consent to things like 
abortion and mental health treatment without parental consent. California has 
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such a provision, but parental consent is needed for psychotropic medication. It 
is thought the advantages of giving adolescents these rights outweigh the disad-
vantages, though every state handles it differently and may not give adolescents 
these rights. Adolescents may be immature in their thinking and behavior, but 
in some situations the advantage of giving them these rights might outweigh 
the disadvantage. It is important for clinicians to be aware of the laws in their 
jurisdiction.

Government intrusions into the lives of minors in the legal and criminal context 
can range from police stops of minors on the street to searches of the person, the 
home, computers, electronic documents, email communications, and social net-
working sites. Government also functions as a protector of children more broadly, 
with so-called parens patriae powers, as seen in legislation discussed below. With 
the advent of the Internet and advances in wireless technology, children and ado-
lescents are accessing the Internet in greater numbers and with a variety of tools 
to do so, including smartphones, tablets, and laptops (Lenhart et al., 2010). This 
increased access to the Internet exposes children and adolescents to greater risks 
(inappropriate content, contacts, etc.). Initially, the federal government made 
moves to put limits on the material available on the Internet, but congressional 
attempts to regulate content were seen as overbroad infringements of constitu-
tionally protected speech, in violation of the First Amendment (Communications 
Decency Act, 1996). Later efforts by Congress have prevented certain entities that 
receive federal funding (i.e., public libraries and public schools) from providing 
unfiltered Internet access through the Children’s Internet Protection Act. A sepa-
rate 1998 law, the Children’s Online Privacy Protection Act, authorized the Federal 
Trade Commission (FTC) to prevent websites from obtaining information from 
minors without parental consent. Under the authority granted by this statute, the 
FTC recently issued a regulatory proposal seeking additional oversight in light of 
possible violations (Singer, 2012). Adolescents may thus be protected in ways that 
adults are not, to guard against their vulnerability due to greater impulsivity and 
frequent failure to consider all consequences.

Linking and often navigating between minors and parents are mental health 
professionals. Mental health professionals have no traditional governmental 
authority, but they are charged with the power to initiate involuntary commit-
ments, a deprivation of liberty, and this power brings them into the court system. 
The role of mental health professionals as a neutral third party when making deci-
sions positions them in an advisory role and is complicated by ethical, legal, and 
moral obligations to all participants in this increasingly complex arrangement.

Treating medically or psychiatrically ill children and adolescents is thus com-
plicated by the unique relationship among parents, children, and physicians. 
When all parties agree to a specific treatment, the law and biomedical ethics are 
more straightforward—informed consent is obtained from the responsible parent, 
assent is obtained from the minor, and treatment proceeds. Assent is defined as 
consent by somebody legally incapable of giving consent. In cases where parents 
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and physicians disagree, or where a minor and parents disagree, the law and con-
current ethical constructions can raise conundrums. At common law there were 
and continue to be exceptions to the necessity of parental consent for treatment, 
namely when a minor is “emancipated” or deemed to be sufficiently “mature” to 
proceed with a treatment or procedure without the consent of responsible parents. 
Examples of emancipation include minors who are self-supporting and/or not liv-
ing at home, married, pregnant or a parent, in the military, or declared to be eman-
cipated by a court (Commission on Bioethics, 1995). In Bellotti v. Baird (1979), the 
Supreme Court invalidated a Massachusetts statute requiring either the consent of 
both parents or a judicial order for a pregnant minor to obtain an abortion. In so 
doing, the Court argued that such a statute would subject a minor to an “absolute 
veto” of her decision, even in cases where the minor was “well enough informed 
to make her abortion decision in consultation with her physician independently 
of her parents’ wishes.”

The mature minor doctrine, adopted in various forms by most states, gives def-
erence to judges to determine whether an individual minor is sufficiently mature 
to make his or her own medical decisions. However, some argue that a more sen-
sible approach to the various legal tests of maturity would be to give deference to 
health professionals who have “researched and debated the issue of maturity” and 
who therefore have “all the necessary tools to determine the maturity of a minor” 
(Slonina, 2007, p. 209). A responding concern notes that not all practitioners have 
such training and knowledge or such interest. West Virginia took this approach 
via the West Virginia Health Care Decisions Act of 2000, which statutorily defines 
a mature minor as “a person less than eighteen years of age who has been deter-
mined by a qualified physician, a qualified psychologist or an advanced nurse 
practitioner to have the capacity to make health care decisions” (West Virginia 
Health Care Decisions Act, 2002). This approach is consistent with the deference 
to health-care professionals to decide in cases where the parent seeks to involun-
tarily hospitalize a minor child. In Parham v. JR (1979), the Supreme Court upheld 
a Georgia statute allowing parents to institutionalize a child as long as an “inde-
pendent third-party physician” evaluated the child initially and periodically for 
the appropriateness of institutionalization in a mental health facility. The holding 
in this case is frequently cited as the basis for similar state statutes throughout the 
United States (see Kentucky, Nevada, Louisiana legal codes).

■■ S C I E N T I F I C  C O N S I D E R A T I O N S  F O R  C H I L D 

A N D   A D O L E S C E N T   R I G H T S

Special consideration is given to child and adolescent criminal culpability. The 
basis for this distinct consideration stems from common law and was observed 
as early as in Roman times. An 1845 criminal case, The Queen v.  Smith, laid 
out the common law Rule of Sevens (Mlyniec, 1996). It provided bright-line, 
age-specific rules for criminal culpability of minors whereby, for instance, 
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children younger than seven were immune to prosecution for criminality. 
Between the ages of seven and 14 there was a rebuttable presumption of no 
capacity, ages 14 to 21 had a rebuttable presumption of an “adult capability” to 
perform “evil acts,” and by the age of 21, individuals were determined to have 
full capacity. In civil as compared to criminal courts, the age of adulthood was 
historically 21. These precise age distinctions have eroded over time, by statute, 
common law, and even a constitutional amendment reducing the voting age to 
18, though “there remained the general rule that the law granted parents broad 
decision-making power over their children” (Slonina, 2007, p. 188).

The uniqueness of adolescent behavior (compared to that of both children 
and adults) has long been observed, as Aristotle mused that the young were 
“hot-tempered, and quick-tempered, and apt to give way to their anger” (Roberts, 
1941). Child and adolescent development was first formally studied by promi-
nent psychological thinkers in a theoretical and observational context, such as 
by Piaget and Kohlberg, in the mid-twentieth century. Advances in neuroimag-
ing and behavioral studies over the past 20 years have formalized what is often 
presumed to be a self-evident truth, that adolescents think and act differently 
from both children and adults. The Centers for Disease Control and Prevention 
conducts the Youth Risk Behavior Surveillance System, a nationwide survey of 
high-school students around the country, which provides data about their risky 
behaviors. The data show a high prevalence of risky behaviors, including high-risk 
sexual behavior, texting while driving, binge drinking, drinking while driving, and 
physical altercations. These data confirm the general public perception that teen-
agers engage in risky behavior (Eaton et al., 2012).

Advances in neuroimaging techniques have allowed a much more detailed look 
at the structure and function of the brain. The frontal lobe of the brain is widely 
considered a command center that controls executive processing and is neces-
sary for high-level decision making. Frontal lobe development, beginning with 
a gray matter surge during puberty and subsequent neural “pruning,” continues 
from puberty until late adolescence, and likely into early adulthood (Kambam 
& Thompson, 2009). Gray matter density decreases as a result of pruning in the 
frontal lobe until the third decade of life, while white matter density and volume 
increase as a result of myelination, both of which occur in the maturing brain 
(Sowell et al., 1999). These anatomical changes likely underlie the development 
of more efficient communication between the frontal cortex and other parts of 
the brain.

Research using fMRI and diffusion tensor imaging has identified mul-
tiple areas of immaturity in the adolescent brain that may relate to adolescents’ 
well-recognized behavioral limitations, including impulse control, reward moti-
vation, and perception of self and others (Pope et al., 2012). Impulse control and 
response inhibition involve a wide circuitry believed to be mediated by the ventro-
lateral prefrontal cortex, the development of which may underlie an improvement 
in performance on inhibitory control tasks into early adulthood (Luna et al., 2010). 
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Several fMRI studies have been cited as evidence of the immaturity of adolescent 
reward motivation systems, specifically with regard to the underactivation of cir-
cuitry involved in assessing risk and overvaluation of circuitry involved in reward 
seeking when compared to mature brains (Geier & Luna, 2009). Furthermore, 
adolescents appear to be more susceptible to peer influence than their adult coun-
terparts. Studies have identified increased activation of reward areas during risk 
taking in the presence of peers (Chein et al., 2011).

In an attempt to marry biological studies with behavioral studies of brain devel-
opment, Steinberg (2010) proposes a dual systems model of adolescent risk tak-
ing. He proposes a “socioemotional” system, localized in limbic and paralimbic 
areas of the brain, and a “cognitive control” system, composed of the lateral pre-
frontal, parietal cortices, and connecting tracts. According to his work, self-report 
questionnaires and performance on the Tower of London study show a linear 
decrease in impulsivity from age 11 to 30, while self-report questionnaires and 
performance on the Iowa Gambling Task show a curvilinear pattern of reward 
seeking peaking in mid-adolescence. He hypothesizes that adolescent risk tak-
ing and reward seeking is stimulated by a rapid increase in dopaminergic activity 
within the socioemotional system around the age of puberty. He also hypothesizes 
that a temporal delay occurs as the cognitive control system matures more gradu-
ally, creating a heightened vulnerability to risk taking during middle adolescence 
(Steinberg, 2010).

Current research is limited by extrapolation of findings from theory-based 
and population-based studies to assumptions about individual children and 
adolescents. Studies do not yet definitively identify the causation between brain 
development and behavioral maturity in the individual adolescent. An additional 
difficulty with the formal study of adolescent behavior is its relevance to the “real 
world.” In this realm, the theories of “hot cognition” and “cold cognition” are per-
tinent—they compare decision making while under the influence of peers and in 
high-arousal situations (hot) with decision making in low-arousal or even hypo-
thetical situations (cold) (Kambam & Thompson, 2009). The consideration of dif-
ferent settings suggests that low-arousal decision making, for instance in study 
settings or the physician’s office, may not reflect the realities of decision making 
in the emotion-filled environment of an adolescent’s daily life, and this should in 
turn be taken into account when assessing the “maturity” of minors (Silber, 2011). 
As such, one should be cautious in interpreting present studies and making gen-
eralizations to clinical care.

The Supreme Court has waded into the issue of child and adolescent immaturity 
in criminal law. In Thompson v. Oklahoma, a 1988 case, a 15-year-old who commit-
ted a capital crime was sentenced to death. In barring the death penalty for crimes 
committed prior to age 16, the Court reasoned (Thompson v. Oklahoma, 1988):

Thus, the Court has already endorsed the proposition that less culpability should 
attach to a crime committed by a juvenile than to a comparable crime committed by 
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an adult. The basis for this conclusion is too obvious to require extended explana-
tion. Inexperience, less education, and less intelligence make the teenager less able to 
evaluate the consequences of his or her conduct while at the same time he or she is 
much more apt to be motivated by mere emotion or peer pressure than is an adult.

More recent decisions highlight the Supreme Court’s willingness to consider 
adolescent immaturity to evaluate the degree of criminal culpability and sen-
tencing of minors convicted of crimes. It has not removed responsibility, but 
rather limited the most extreme punishments. In Roper v.  Simmons (2005), the 
Court held that imposition of the death penalty to a minor is unconstitutional, 
violating the Eighth Amendment as cruel and unusual punishment. It based 
its decision primarily on developments around the country and around the 
world, where virtually no other countries were executing adolescents. In 2010, 
in Graham v.  Florida, the Court held that juveniles convicted of a non-homi-
cidal crime could not be sentenced to life without the possibility of parole. They 
recognized the immaturity of adolescents in their decision. In 2012, in Miller 
v.  Alabama, the Court used the precedents of Roper v.  Simmons and Graham 
v.  Florida to strike down sentences of life without the possibility of parole for 
two 14-year-olds convicted of murder, reasoning that the judiciary must take 
into account their adolescence as a mitigating circumstance. The Court argued 
that not doing so violated the Eighth Amendment right of proportionality. In 
Miller v. Alabama the Court cited the aforementioned cases’ use of “science and 
social science,” reasoning that adolescents are unique in three ways:  (1)  they 
lack maturity and are therefore “reckless, impulsive, and heedless risk takers,” 
(2)  they are more vulnerable to outside pressures from peers and family, and 
(3)  their character is not “well-formed” and is not fixed, so their immaturity 
is potentially transient. However, Miller v.  Alabama does not make such life 
sentences impermissible so long as mitigating factors have been considered and 
the sentence is not automatically imposed. It also mentions the fact that a sig-
nificant transfer to adult court sometimes can be made solely by a prosecutor. 
States can have provisions to consider the mitigation of such a sentence at a 
later time, as was just adopted in California, but they are not required to do so 
and most currently do not.

■■ S O C I A L  N E T W O R K I N G   S I T E S

Social networking sites have become a major part of our lives, providing an 
efficient medium for communication with relatives, friends, and coworkers 
(Ginory et  al., 2012). Facebook, the most popular of these sites, enlists over 
500 million users: as many as 51% of Americans over the age of 12 are reported 
to have a Facebook profile (Webster, 2011). The advent of mobile devices with 
Internet access facilitates the use of social network sites, and Facebook recently 
reported that over 200  million users may be accessing the site from a mobile 
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device at any given time (Facebook, 2012a). Though Facebook is a leading 
social networking site, there are a number of other sites and applications that 
similarly allow for the formation of connections among users and a display of 
personal information. Twitter, for instance, is a service that allows users to fol-
low postings made by other users. The posts can be made and read quite rapidly 
from a variety of mobile and stationary computer-based devices, and Twitter is 
becoming increasingly popular with many demographics, including adolescents, 
young adults, and celebrities such as actors, musicians, and professional ath-
letes. In fact, news and journalism increasingly draws from services such as 
Twitter:  in fact, previously well-established media sources such as television, 
radio, or print are reporting based on the Twitter feeds of people of interest.

For the purpose of this discussion we will focus on Facebook, which has 
received the most attention of the social network sites in the biomedical litera-
ture. Many of the insights to follow, however, will be generalizable to other social 
networking sites that share properties with Facebook and therefore raise similar 
ethical dilemmas for physicians.

Given Facebook’s growing presence in our society, it is inevitable that both 
patients and physicians have become regular users of the site. A study from the 
University of Florida in 2008 found that 44.5 percent of medical trainees, students, 
and residents had Facebook profiles (Thompson et al., 2008). More recent foreign 
studies from France and New Zealand have identified higher figures of Facebook 
use among multispecialty residents, at 73 and 65 percent respectively (MacDonald 
et al., 2010; Moubarak et al., 2011). In a recent anonymous, voluntary survey of 
residents on the American Psychiatric Association email listserv (Ginory et  al., 
2012), 89 percent reported ever having Facebook profiles, 9.7 percent had received 
“friend” requests from patients, and 18.7 percent admitted to viewing patient pro-
files on the site. Although this survey is limited in scope, it clearly suggests that 
psychiatry residents are using Facebook at a similar rate as other specialties, if 
not more.

Recent data demonstrate that psychiatrists must assume that their adolescent 
patients are using the Internet and are also using Facebook. The Pew Internet & 
American Life Project reported that as of September 2009, 93 percent of Americans 
between the ages of 12 and 17 had used the Internet, with adolescents repre-
senting the age range with the highest rate of online use (Lenhart et al., 2010). 
Furthermore, they reported that 63 percent of teens go online every day. The Pew 
Project also reported that of online teens in September 2009, 73 percent had used a 
social networking site, increased from 65 percent in February 2008 and 55 percent 
in November 2006 (Lenhart et al., 2010). This 73 percent figure is slightly higher 
than the 72 percent of those 18 to 29 years old who go online and use social net-
working sites, and certainly higher than the 40 percent for adults age 30 and up.

The above statistics reflect the growing role of social networking sites in the 
lives of adolescents and young adults. For instance, it is not feasible or advisable for 
medical school deans or residency program directors to prohibit use of sites such as 
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Facebook, given the integral part this site plays in the social lives of medical train-
ees. Adolescents are displaying an even greater reliance on these social networking 
sites, reflected in the above figures and moreover in the qualitative importance of 
these sites to their social fabric. Sites such as Facebook are increasingly used for 
virtual social communication and coordination of real-life social events alike. An 
adolescent’s Facebook profile is often an important aspect of his or her identity, 
and his or her Facebook behavior may in turn be followed by a number of peers. 
Teens often use Facebook as a forum to express themselves through statements, 
links, and photos posted on their own profiles or those of others. Sometimes these 
posts may communicate their distress, directly or indirectly, and this phenomenon 
may be of particular relevance to the field of psychiatry and mental health at large.

Physician Use of Social Networking Sites

A number of ethical issues arise in the use of social networking sites by both 
physicians and patients, beginning with those related to a physician’s own use 
of such sites. An obvious example involves a clinician’s posting material that 
either directly or indirectly identifies a particular patient, even if intended for a 
professional audience. It is at least as unethical, and likely more so, than writ-
ing a paper or giving a lecture without parental consent and adolescent assent, 
given the ability for unauthorized people to access this information. This also 
depends on the effectiveness of privacy protection. Posting identifiable infor-
mation about a patient is a breach of confidentiality that violates the Health 
Insurance Portability and Accountability Act (HIPAA), as well as the ethical 
principle of patient autonomy. Such postings have the potential to harm the 
patient or his or her family, violating the principle of nonmaleficence. Even 
without mentioning the patient’s name, sufficient identifying features may allow 
some readers to identify the individual being mentioned. A  proposed standard 
holds that, in the absence of informed consent, the information should be suf-
ficiently disguised that even the patient would not recognize it. Furthermore, 
the broad range of information that can be posted on social networking sites 
by a physician can lead to negative repercussions and cause others to ques-
tion the professionalism of the physician. There have been numerous recent 
examples of physicians whose careers have been significantly compromised by 
the nature of their posts on the Internet. It is important for medical boards 
or professional organizations to determine whether they should consider such 
posts if they do not affect the physician’s practice. However, rightly or wrongly, 
physicians can get into trouble for such posts. Given the high rates of Internet 
and social network site use by adolescents, psychiatrists who treat them should 
exercise particular vigilance regarding what they post on any publicly or even 
privately viewable site.

Psychiatrists should be particularly mindful of privacy settings that can be 
modified on social networking sites, owing to the uncertainty over how their 
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information is managed. Sites such as Facebook can falsely feel like a private diary. 
Yet it has been widely noted that there is no single authority that oversees the 
collection of personal information on the Web by companies such as Facebook, 
Google, and Microsoft (Wyatt & Wingfield, 2012). Consider how Facebook, for 
instance, has made multiple changes to its privacy policies over the course of its 
existence, and not all users, including adolescents and psychiatrists, are aware 
of such changes and their implications. Facebook now allows users to choose 
between various levels of privacy that are applicable to the myriad of Facebook 
offerings. Yet the result is a 5,376-word privacy policy that few people read, and 
a maze of options and opportunities and potential errors (Facebook, 2012b). The 
privacy policy contains nebulous language providing Facebook surprisingly broad 
discretion. For instance, Facebook claims it may share information “when we 
believe the sharing is permitted by you, reasonably necessary to offer our services, 
or when legally required to do so” (Facebook, 2012b). Other companies such as 
Microsoft and Google, as will be relevant in the following section, have drawn 
particular criticism from privacy advocates for similarly vague and unsupervised 
privacy policies (Wyatt & Wingfield, 2012). Internet privacy is thus an area that 
saliently highlights the dilemma of a technological advance outpacing regulatory 
oversight, and the lack of appreciation by users and especially of adolescents of the 
risks of what they post.

Furthermore, data posted on the Internet may be used and accessed widely 
by companies and government alike. For instance, irrespective of chosen privacy 
settings, communications made on Facebook may not be protected by the Fourth 
Amendment from government intrusion. As the Supreme Court explained in Katz 
v. United States (1967) long before Facebook’s emergence, “what a person know-
ingly exposes to the public, even in his own home or office, is not a subject of 
Fourth Amendment protection.” That position has been translated to our current 
technological tools and practices, leading some to conclude that Internet com-
munications on social networking sites are in the public domain and are not sub-
ject to Fourth Amendment limitations against unreasonable search and seizure 
(Semitsu, 2011). Physicians using Facebook should therefore assume a minimal 
degree of privacy with respect to the data they volunteer. As such, issues related to 
privacy can be added to concerns regarding biomedical ethics and professional-
ism, which combine to warrant heightened vigilance by the psychiatrist who uses 
social networking sites.

Physicians, Patients, and Social Networking Sites

Much discussion on ethical dilemmas related to physicians and patients on 
social network sites has been devoted to the possibility of the physician and 
patient becoming virtual “friends,” adding each other to their respective social 
networks on websites such as Facebook. The instantiation of such a relationship 
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thereby grants the patient increased access to the physician’s profile on the site, 
and vice versa. Most commonly, it has been posited that the patient is the one 
“requesting” this virtual relationship. Applied to our discussion, an adolescent 
patient would in such a case seek the psychiatrist on a social networking site 
such as Facebook and request to add the psychiatrist to his or her own social 
network.

The majority of the literature has interpreted the acceptance of a patient’s “friend 
request” to compromise the boundaries of the doctor–patient relationship, and 
as such has cautioned against establishing these dual relationships. Specifically, it 
has been argued that befriending a patient on a social networking site may vio-
late the principle of nonmaleficence by harming the therapeutic relationship. It 
is often considered that psychiatrists optimize the treatment setting by making 
it clear they will only assume a treating role to the patient. In the absence of any 
further relationship with the clinician, the patient is not burdened by social conse-
quences outside of the psychiatrist’s office; nothing he or she says will spill over to 
the outside world. According to this line of thinking, the patient will therefore be 
more likely to reveal potentially shameful, painful, or socially undesirable infor-
mation. Such an optimized degree of openness is thought, in turn, to be essen-
tial to developing a therapeutic relationship with the psychiatrist. In addition, it 
has been suggested that dual relationships may affect the process of transference 
in psychotherapy. Transference, often described as the redirection of a patient’s 
feelings for a person toward the therapist, is considered an essential component 
of psychotherapy, particularly in psychoanalytic or psychodynamic schools of 
thought. Another consideration concerning physicians who add patients to their 
online social network is that they may draw negative attention from other friends 
in the network, or that knowledge of this may spread to others who pass judgment 
on this practice. Finally, it has been noted that becoming an online “friend” of a 
patient may generate confusion as to the nature of the established relationship—
this may be interpreted to mean that the patient and physician are then friends in 
the literal sense of the word, and might lead to boundary violations.

Given the study by Ginory and colleagues cited previously, where 9.7 percent 
of responding psychiatry residents reported receiving “friend” requests from 
patients, it is likely that many psychiatrists will and currently do face the challenge 
of responding to such a request. In the study by Ginory and colleagues, a hypo-
thetical was posed regarding such a patient “friend” request: 85.7 percent said they 
would ignore the request, 14.2 percent said they would discuss it with the patient 
first before declining, and none said they would accept it. Differing approaches 
to this may yield varying results in preserving the therapeutic relationship, but 
this has not been studied formally, nor have official recommendations been made 
beyond not befriending patients on social networking sites.

The adolescent patient may merit particular caution from the treating psychia-
trist when it comes to interactions on social networking sites. Adolescents’ devel-
opmental immaturity, as discussed previously, may lead them to request online 
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friendship with a psychiatrist with greater frequency than adult patients. This may 
result from a lack of understanding of physician–patient boundaries, which may 
be more commonly recognized by adult patients. Furthermore, they might think 
such a request is not appropriate but be unable to control their impulse, owing to 
the developmental immaturity discussed previously. For these reasons, it may be 
particularly wise to discuss the “friend” request with an adolescent in the clini-
cal setting prior to declining the request. This situation has been likened to that 
of a patient presenting a gift to the clinician, where it has been recommended 
that the conscious and unconscious motivations and expectations associated with 
the patient’s actions be explored (Brendel et  al., 2007). Consider the following 
scenario:

A 14-year-old presents to his psychiatrist for his tenth treatment session. Historically 
the patient had suffered significant abandonment at the age of nine by his father, who 
had struggled with alcoholism for many years and was physically abusive. He was 
referred to a school counselor by one of his teachers, who noted that he appeared 
depressed in the classroom and was prone to profane, disruptive outbursts. Given 
concerns regarding these incidents, the patient’s association with students known to 
abuse alcohol and illicit drugs, and a marked decline in academic performance, he 
was referred to the psychiatrist. In this session, the patient continues to build on a 
previously growing sense of trust for the psychiatrist, identifying the psychiatrist as 
a stable source of support in the face of his struggles. As an avid user of Facebook, 
he returns home that evening, searches for his psychiatrist, and asks to add him to 
his social network. The psychiatrist does not check his Facebook profile for several 
days. He sees his patient’s request but declines it based on his concern for a violation 
of professional boundaries. Meanwhile the patient suffers from a growing sense of 
rejection that is channeled into recklessness and culminates in escalating alcohol use. 
Two scheduled sessions pass but the patient does not show up, and the psychiatrist 
contacts the school counselor only to learn that he was involved in a severe incident 
of vandalism at a nearby liquor store. The patient had been apprehended by police 
and held in a juvenile detention center.

Such a vignette highlights the importance of proceeding delicately with an ado-
lescent for whom social networking comes naturally but whose sensitivity to 
rejection is particularly problematic. In such a case, it may have been advisable 
for the clinician to delay in denying the request until they could discuss the 
incident with the adolescent. The psychiatrist may also have attempted to con-
tact the adolescent upon seeing the request, either to expedite their next session 
or to discuss the incident.

Befriending the adolescent patient online may also complicate the relationship 
between the psychiatrist, the adolescent, and the parents. As discussed previously, 
this triad can be fraught with legal and ethical complexity, and introducing dual 
relationships may add further complication. The parent may be particularly pro-
tective of the child and as such may be quite put off by any interaction via the 
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Internet that may be interpreted as inappropriate or a boundary violation, even if 
it is at most a boundary crossing.

Despite valid concerns regarding interactions between physicians and patients 
on social networking sites, there may be contextually driven exceptions where 
minimal dual relationships may be ethically justifiable. One might also consider 
that not every request to be a Facebook “friend” by a patient carries the impli-
cations of a real friend. Older psychiatric practitioners unfamiliar with this dif-
ference may in particular misinterpret the request. The adolescent most likely 
understands the limitations of a Facebook “friend” more than an older psychiatrist 
less familiar with Facebook and sees it as no more than making a casual connec-
tion with the therapist. It also is not uncommon in treating adolescents to make 
small boundary crossings to establish a therapeutic alliance. Furthermore, most 
treatment these days is not classically psychoanalytic, and thus does not require 
the therapist to be a blank screen. Similar to a patient offering a gift, the mean-
ing should be discussed, but if the gift is modest and even symbolic it should not 
necessarily be rejected. Doing so may carry a loss of therapeutic alliance that will 
come across as cold and rejecting, and that should at least be considered. Allowing 
the adolescent to be a Facebook “friend” may help the therapeutic alliance in some 
unique cases especially of adolescents, where some boundary crossings of a lim-
ited nature might be appropriate. If there are very strict privacy limitations on 
the clinician’s Facebook page, and responsibly monitored content, it is less likely 
that information to be shared would lead to legal liability or upset parents, and it 
might even facilitate and not complicate treatment in some instances. However, 
accepting a “friend” request should be the rare exception and only done for a good 
therapeutic reason.

Consider the adolescent patient who suffers from an autism spectrum disorder, 
crippling social anxiety, or schizophrenia. These patients all often share a com-
mon difficulty in communicating socially, and in such a subset of patients it is 
conceivable that communication via Facebook or other computer/Internet-based 
platforms affords a degree of comfort that is otherwise not achieved in face-to-
face interaction. For such a patient one may conceivably maximize the principle 
of beneficence by establishing a relationship on a social networking site. Thus one 
may perform minimal boundary crossings that allow the patient to build a thera-
peutic alliance, and lead in therapy to an ability to communicate basic facts about 
his or her emotional state. Here one sees the relevance of the care ethics approach 
where the context of the clinical scenario, along with an emphasis on the relation-
ship established with a particularly vulnerable patient, might combine to make a 
less traditional plan of action the most ethical and beneficial one for patient care.

Again, entering into dual relationships with adolescents on social networking 
sites will only rarely be ethically justifiable, but nevertheless might merit evalua-
tion on a case-by-case basis. In a subset of patients like the one described previ-
ously, one might achieve great therapeutic benefit in using a tool such as Facebook, 
though it may feel ethically uncertain and unconventional. In most cases, however, 
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such action is not justified. In particular, a request by a patient clearly pushing the 
boundaries of treatment and desiring a boundary violation should unequivocally 
be rejected. If the psychiatrist has no privacy settings on the Facebook page, he or 
she would be well advised to reject all “friend” requests until he or she sets up pri-
vacy restrictions that would preclude a patient from having access to any private 
information. This should be a prerequisite to any psychiatrist even beginning to 
consider befriending a patient on a social networking site. Furthermore, clinicians 
may want to consider the use of a formal disclaimer regarding appropriate Internet 
use, as we will discuss in an upcoming section on email communication.

While caution is always advised in online interactions with patients on social 
networking sites, it is important to note the growing and valuable role that these 
sites play in informing a psychiatrist in today’s day and age. Given the established 
adolescent use of social networking sites, it is no surprise that adolescents often 
post quite intimate and psychiatrically relevant information, as discussed previ-
ously. When their posts begin to raise concern for an acute safety risk, such as an 
adolescent becoming psychotic or suicidal, the benefit of accessing this informa-
tion and acting on it may begin to outweigh concerns regarding privacy and the 
principle of autonomy. This is analogous to standard psychiatric practice, where 
one must break confidentiality in the case of a patient endorsing suicidality or 
homicidality in the office. Certainly, posts on sites such as Facebook may be used 
as collateral when a parent, teacher, or friend of the adolescent reports a concern-
ing incident. It may behoove the clinician, however, to go a step further and search 
for the patient’s profile in very limited instances where the patient’s safety is clearly 
at risk. Obtaining information in such instances may hinge on whether the patient 
has modified his or her own privacy settings—if the teen has not, his or her posts 
may be available to be seen publicly, including by the physician. This is an ethically 
delicate scenario related to the dilemmas associated with search engines and will 
be discussed further in the following section.

In evaluating scenarios related to social networking sites, as in any ethical chal-
lenge, it may be useful to reference a set of recommendations when evaluating 
the relevant contextual details of the scenario. The following guidelines have been 
proposed, in the study by Ginory and colleagues regarding psychiatric residents 
(2012, p. 47), with regard to maintaining professionalism in social media:

1. Physicians should regularly update their privacy settings.
2. Physicians should remain aware of guidelines regarding patient confiden-

tiality and refrain from posting identifying information about patients, 
including photographs.

3. When interacting with patients online, all boundaries should be maintained 
based on previously set forth guidelines.

4. Entering into dual relationships with patients should be avoided.
5. Physicians should maintain adequate separation of personal and profes-

sional information, and on their personal profiles, they should be wary of 
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the pictures and information available, as even with privacy settings items 
may be visible publicly.

6. Inappropriate behavior online should be discussed with the individual, and 
if it remains uncorrected, it should be reported to the proper authorities.

7. Physicians should regularly monitor their Internet presence by conduct-
ing regular Web inquiries to search for information that may be publicly 
available.

8. Training programs should develop policies for professional use of social 
media and educate residents on possible boundary crossings and violations 
of professionalism.

9. Physicians should be aware that there might be negative repercussions for 
content posted.

These guidelines are appropriately cautious given the potential problems raised 
by social networking sites and are particularly relevant when treating adoles-
cents. However, a consideration of contextual factors should always accompany 
an acknowledgment of commonly espoused norms, in the event that the most 
ethical course of action does not align with these principles. In the case of certain 
psychopathologies, this may be particularly relevant. Also, inappropriate postings 
would need to be extreme, such as indicating suicidal or homicidal plans, before 
requiring reports to authorities, similar to behavior in other traditional settings.

In summary, the ethical dilemmas associated with physicians’ and patients’ use 
of social networking sites are significantly complex. Psychiatrists should always 
consider the effects their actions may have on the therapeutic relationship with an 
adolescent, and understand that these effects may vary depending on the patient 
and situation. When boundaries are crossed there need to be good therapeutic 
reasons, and the meaning to the adolescent must be explored.

■■ S E A R C H  E N G I N E S

Another powerful tool associated with the Internet and technology is the search 
engine, which can amass significant data on a subject with a simple prompt. As 
mentioned above, there may be scenarios where seeking information about a 
patient can be of important clinical use and ethically justifiable. Search engines 
may be used within social network sites, for instance searching for a person on 
Facebook, or in global contexts, such as using sites like Google. A  growing lit-
erature is emerging that addresses the topic of “patient-targeted Googling” and 
patients’ own use of search engines and sites designed to provide information 
about providers. Psychiatrists were formerly able to exist outside of the clinical 
world with great anonymity. Search engines like Google, or websites where phy-
sicians may be rated, afford patients greatly expanded opportunities to find out 
more about a provider’s social affiliations, professional engagements, and reputa-
tion in the community. Some websites accumulate information on everybody 
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without permission, and include information about psychiatrists. Although psy-
chiatrists may now be tempted to request that patients not search for them on 
the Internet, patients do not themselves follow a professional code of ethics. It 
might be very legitimate for a patient to check out a psychiatrist’s education, pub-
lications, and reputation. As such, the ethical principle of respect for autonomy 
would indicate that psychiatrists should not place constraints on a patient’s free-
dom to pursue public information (Gabbard et al., 2011). In fact, doing so might 
stimulate the curiosity of some patients to find out more information. Of course 
this would be superseded by legitimate danger to self or others—for instance, a 
patient searching for a physician who has intent to harm this physician.

Clinical information was formally obtained exclusively via in-person patient 
observation and clinical assessment, examination of records, and collateral infor-
mation. The Internet can provide a form of observation that is not in person but 
can be quite powerful. Perhaps more than any other field, psychiatrists can glean 
clinically relevant data on the Internet about a patient’s personal, professional, 
or website affiliations. In some instances, such as the evaluation of grandiosity 
that may be prevalent in pathologies such as bipolar disorder or narcissistic per-
sonality disorder, practices such as patient-targeted Googling can be a form of 
“fact-checking” that influences diagnostic formulation. There have also been case 
reports of searching on forums such as Facebook as invaluable contributions to 
clinical decision making if the patient cannot provide a coherent history or reli-
able collateral contacts (Ben-Yakov & Snider, 2011). Finally, as mentioned above, 
this practice can also be a vital modern component of evaluating for suicidality or 
homicidality in cases where safety is called into question.

While satisfactory reasons often exist to perform patient-targeted Internet 
searches, the practice should be done only with the aim of furthering patient 
care. The American Psychiatric Association Ethics Committee (2009) has offered 
guidelines regarding such information searches about patients:

Googling a patient is not necessarily unethical. However, it should be done only in the 
interests of promoting the patient’s care and well-being and never to satisfy the curios-
ity or other needs of the psychiatrist. Also important to consider is how such informa-
tion will influence treatment and how the clinician will ultimately use this information.

This statement provides useful guidance for the psychiatrist who is considering 
using a search engine to obtain information about a patient. Translating such 
considerations into normative ethical decisions will of course depend on a phy-
sician’s consideration of contextual factors and on his or her ability to reason 
flexibly. Informing such a process is a pragmatic framework such as the one 
offered by Clinton and colleagues (2010, pp. 105–107), who suggest considering 
six questions before searching:

1. Why do I want to conduct this search?
2. Would my search advance or compromise the treatment?
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3. Should I obtain informed consent from the patient prior to searching?
4. Should I share the results of the search with the patient?
5. Should I document the findings of the search in the medical record?
6. How do I monitor my motivations and the ongoing risk-benefit profile of 

searching?

Given the rate of Internet use among adolescents highlighted above, it may be 
particularly tempting to search for an adolescent patient on the Internet. Owing 
to developmental immaturity, adolescents may be more likely to make postings 
or affiliate themselves with sites in a way that does not consider their behavior’s 
implications. Adolescents may thus convey more information regarding their 
mental states than adults would, in a raw and possibly impulsive manner, making 
their Internet behavior particularly clinically relevant. They may post sexually 
explicit, defamatory, or otherwise offensive material. Given these possibilities, 
psychiatrists may be well served to exercise more careful checks on their own 
behavior, and as such the above frameworks may be of added relevance to the 
psychiatrist treating adolescents. The psychiatrist also should exercise fiduciary 
responsibilities to assist the adolescent to be cautious in postings if he or she 
becomes aware of such risky behavior. Questionable postings could cause later 
problems if patients pursue a position with social responsibility like a profes-
sional or a politician. Internet postings can remain forever. In some jurisdictions, 
patients who share nude pictures of themselves with other adolescents could be 
charged with child abuse; the adolescent may even be required to register as a sex 
offender. So if a psychiatrist becomes aware of these things, it would be important 
to educate the adolescent about such problems, since he or she may incorrectly 
see the behavior as harmless. That does not, however, justify intrusion by the 
therapist without a good reason.

■■ E M A I L  C O M M U N I C A T I O N

Email communication has emerged, like social network sites and search engines, 
as a relevant topic in biomedical ethics owing to its increased popularity as a 
communication method between patients and physicians (Baker et  al., 2003). 
Often email communication is improved by protected portals and encryption 
systems that safeguard confidentiality for all patients. But even if encrypted by 
the therapist, the communications from the adolescent are likely not so pro-
tected. As leading users of the Internet and electronic forms of communication, 
adolescents may exhibit a penchant for email communication that may be both 
clinically useful and deserving of increased caution by the psychiatrist. Though 
it is an efficient form of communication, email poses clinical challenges such as 
the loss of nonverbal cues and the risk of misconstrued meanings. Potential lia-
bility issues are associated with email communication as well, such as whether 
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there should be a requisite standard for response time. How rapidly are physi-
cians required to respond to email? Another issue relates to documentation and 
whether emails should be saved into the official medical record.

It is clear that physicians should take certain precautions when communicat-
ing via email with patients. For instance, it may be advisable to use separate email 
addresses for their personal and professional communication, given that email 
addresses are often associated with website affiliations and can be plugged into 
search engines to discover these affiliations. Email systems used should always have 
a robust mechanism for data encryption to ensure patient privacy. Furthermore, 
as DeJong and colleagues pointed out in a recent article regarding professional-
ism and the Internet in psychiatry, it may be increasingly advised for psychiatrists 
to sign a consent form for email communication that addresses these and other 
issues (DeJong et al., 2012):

•	 Turnaround	time	for	messages
•	 Restriction	on	non-urgent use
•	 Appropriate	message	headers
•	 Privacy	and	confidential issues
•	 Permissible	content

The potential for confusion in email message interpretation, or for inappropri-
ate use and content, is only magnified when adolescents are involved. Complexities 
related to patients and their parents will also be amplified by email communica-
tion. All of the above are cause for increased vigilance on behalf of the treating psy-
chiatrist, who should consider the above measures along with having frequent and 
explicit discussions with patients and families about the appropriateness of email 
use. With adolescent patients as with adults, as DeJong and colleagues point out, 
email like any technology “should be used in a boundaried, confidential fashion, 
with the patient’s (and/or parent’s) written consent or assent, to support, rather 
than to establish or maintain, the doctor-patient relationship” (DeJong et al., 2012, 
p. 357).

However, there may be very specific clinical scenarios where email commu-
nication is the most effective method of maintaining this relationship, where the 
adolescent’s pathology limits the use of face-to-face interaction. These patients will 
be similar to those identified in the section on social networking sites, those for 
whom virtual communication via the Internet can markedly improve their abil-
ity to form social connections and express themselves. Unique, contextual factors 
may thus play a role in determining a physician’s use of email communication. 
For most patients it will be advisable to limit the use of email, as DeJong and col-
leagues pointed out, but in a few select patients it may be ethically advisable to use 
email as a primary form of therapeutic intervention. It would be advised, in any 
case, to alert the adolescent to the fact that confidentiality of email communica-
tions cannot be totally assured, since adolescents may not consider this. When 
feasible, encrypted email should be used. Some emails may be for simple matters 
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like setting up or canceling an appointment or changing a time. In many cases it 
might not be the place for the patient to share sensitive personal information, par-
ticularly that which merits emergent attention, and this issue should be addressed 
frequently.

Similar considerations should apply for texting, another widespread means of 
adolescent communication. In fact, texting seems generally the more common 
form of electronic communication among adolescents. Although emails can be 
encrypted, texts in most instances are not. So email is likely preferable to the use 
of texting, which is best avoided for sensitive information.

■■ C O N C L U S I O N

Perhaps the most pragmatic recommendation for psychiatric practice in the 
adolescent population relates less to the dilemmas of direct physician–patient 
interactions via the Internet and more to the content a psychiatrist seeks to 
explore with the adolescent patient. In this chapter we have described the high 
prevalence of technology use in the adolescent population. Moreover, in this 
and previous chapters, there are enough data to suggest that the Internet and 
such forms of communication as social networking sites and email are integral 
to the social fabric of the lives of most teens. To maximize the principle of 
beneficence, psychiatrists may be best served to regularly check in with their 
adolescent patients regarding their technology use. They may ask how often 
they use their computers and smartphones, how often they use social network-
ing sites, whether they engage in problematic Internet behaviors such as exces-
sive pornography use or gambling, and whether they have experienced any 
cyber-bullying. Psychiatrists may seek to understand how technology fits in the 
adolescent’s life, and as such gain invaluable data about the adolescent’s thought 
process, emotions, and relationships that affect clinical care. They may also be 
justified in exploring the adolescent’s opinions regarding the privacy of the 
information he or she posts on the Internet, given the concerns about the use 
of data that have been cited. Given that adolescents are less likely to consider 
privacy on the Internet, the psychiatrist may have a unique opportunity to raise 
this as an issue with their adolescent patients. Finally, frequently checking in 
with their patient about Internet use may help prevent undesirable situations of 
significant ethical and legal conflict.

As we have seen, there are many ethical dilemmas associated with treating an 
adolescent in a world of technological advances. The psychiatrist who faces chal-
lenging ethical dilemmas will be enriched by an understanding of the history of 
biomedical ethics, along with contemporary approaches to ethical decision making 
in a clinical setting. Those who treat adolescents will gain from knowledge of case 
law and from exposure to the scientific research that informs our view of adoles-
cent development. In this chapter we have begun to explore these topics and have 
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touched on the ethical considerations associated with social networking sites, search 
engines, and email communication. In so doing, we have attempted to identify com-
mon themes in the biomedical ethics of psychiatry as applied to technology use.

As technology advances, psychiatrists treating adolescents will continue to face 
challenges that require them to become familiar with the parameters and uses 
of any new form of communication. They should continue to draw on estab-
lished ethical frameworks and on keen observation of contextual clinical factors. 
Guidelines for Internet and technology use will develop and will be useful in 
directing physicians’ behavior but should not always be used as rigid rules. Such 
rigidity may misinterpret valid reasons for using these new types of communica-
tion, based on limited understanding or inappropriate application of guidelines 
from other settings. However, any new type of communication should always be 
used with caution and only for good clinical reasons. It should involve consider-
ation and exploration with the adolescent patient and possibly the family to get 
consent and explore the meaning of such communication. The psychiatrist who 
is discerning, flexible, and very explicit about risks and benefits will thus be the 
best equipped to face the new challenges posed by adolescents and technology use.
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■■  C H R I S T O P H E R  W .  R A C I N E  A N D  

S T E P H E N  B A T E S  B I L L I C K

The objective of this book has been to review our current understanding of 
adolescent sexual development in a world where emerging electronic technolo-
gies are ever-expanding. In addition, this book has sought to highlight the areas 
in which the changing landscape of sexual expression and behavior among 
minors affects and is affected by the law. As novel technologies emerge, so 
too does the potential for these technologies to influence sexual development. 
While there are many potential benefits of electronic technologies, increased 
access to social communication through cellphones, the Internet, and other 
forms of social media also creates opportunities for abuse and exploitation of 
adolescents in various forms. By thoroughly understanding these developments 
and their effects on adolescent behavior, we can harness technology both to 
facilitate teens’ development and to create strategies to punish clearly dangerous 
and threatening activities. We will of course still need to provide understanding 
and tolerance for normal sexual development in the digital age.

While the current state of the literature has been discussed in this book, one 
theme of this volume is the relative lack of longitudinal data on these effects. 
Clearly the rapid growth of the technology has made it difficult to follow adoles-
cents longitudinally. Adolescents have progressed from dominating their family’s 
home landline telephone to cellphone use to texting and social networking. Their 
behaviors change before longitudinal studies can even be designed. This new tech-
nological age will require a more complete appreciation of both normative and 
pathologic adolescent sexual development in a world where youth have ubiquitous 
access to technology. With this knowledge, legislative and clinical strategies can be 
designed to keep pace with new technology.

■■ H U M A N  S E X U A L I T Y — L I F E L O N G

Humans are clearly sexual beings from birth until death. The American 
Association of Retired Persons (Leshnoff, 2009)  encouraged seniors to sext, 
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stating, “sexting is not just for kids.” Regarding the beginning of life, one has 
only to take a preschooler or early elementary-school child to an art museum to 
suddenly be presented with a sexually stimulated child. Not yet having gained the 
self-control and impulse control of later elementary-school children, the younger 
child may begin to shout and point quite excitedly when confronted with some of 
the very realistic portrayals of nudity and sexuality in great art. There is abundant 
nudity and many sexual themes, including even surprising ones such as trans-
generational sexual activities, sadomasochism, and even rape. Friedrich and col-
leagues (1998) studied the sexual behaviors of children and found that in two- to 
five-year-olds, 26.5 percent of boys and 15.1 percent of girls touch their genitalia 
when in public places and 60.2  percent of boys and 43.8  percent of girls touch 
their genitalia at home. In this age group, 42.4  percent of boys and 43.7  per-
cent of girls try to touch their mother’s breasts. Both the boys (26.8 percent) and 
the girls (26.9  percent) try to look at people when they are nude or undressing. 
Fewer six- to nine-year-olds touch their genitalia when at home (boys: 39.8 per-
cent, girls: 20.7 percent). In these older children, fewer try to look at people when 
they are nude or undressing (boys: 20.2 percent, girls: 20.5 percent). These older 
children have begun to incorporate some of the norms of the society they live in. 
In 10- to 12-year-olds, 24.1 percent of the boys and 28.7 percent of the girls had 
become very interested in the opposite sex.

Friedrich and colleagues (1991) also found that children sometimes drew sex 
parts in pictures of people. In two- to six-year-olds, 7.7 percent of boys and 6.3 per-
cent of girls had done it at least once. In seven- to 12-year-olds, 17.5 percent of boys 
and 16.7 percent of girls had at some point also drawn sex parts in their pictures of 
people. Using the Child Sexual Behavior Inventory, Friedrich and colleagues stud-
ied normative behavior in children aged two to 12 years and found that they were 
in fact sexually interested and somewhat active at all of these age groups. Lamb 
and Coakley (1993) found that children had sexual themes in narratives such as 
kissing games (6.1 percent), experimental stimulation (14.3 percent), genital expo-
sure (15.3 percent), and playing doctor (18.4 percent) and in fantasy play including 
themes of imitation of adult sexual acts, love scenes, and coercive scenes. Actual 
physical sexual play in games included kissing (14 percent), exposure (26 percent), 
clothed genital touching (15  percent), unclothed genital touching (17  percent), 
inserting objects into genitals (6  percent), and oral–genital contact (4  percent). 
Only 17 percent of the children surveyed had no sexual content in their games.

There are great concerns that children, and in this book adolescents, are not 
ready for sexuality, sexual acts, and human sexual interactions. Clearly, sexuality 
is an innate part of being human; as the U.S. Supreme Court stated in Bragdon 
v. Abbott (1998), “reproduction and the sexual dynamics surrounding it are cen-
tral to the life process itself.” Discussions of competency to have sexual play and 
sexual activities are fraught with difficulties and complexities. In studies of compe-
tency to give consent to pediatric health care and pediatric psychiatric treatment, 
Billick and colleagues (1998, 2001) found that children had a developing capacity 
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to understand and participate. By age 12, with a fifth-grade reading level, chil-
dren had reached the minimal cognitive level expected of a “competent adult.” This 
finding is consistent with Piaget’s (Piaget & Inhelder, 1973) developmental stages 
of cognition and Dulit’s (1972) finding on adult levels of cognitive abilities. During 
adolescence, one adds experience and judgment to the cognitive abilities. Even 
here, the U.S. Supreme Court, in Roper v. Simmons (2005), opined that the human 
brain is not fully mature until around age 25, and thus no minor under the age of 
18 was competent to be executed for horrid crimes of any severity. They clearly 
did not require full maturation and development to be equated with achieving a 
competent state.

Regarding competency to have sexual play and interaction, how should chil-
dren and adolescents be evaluated? There is a difficult balance between permit-
ting developmental independence and still providing parental protection and 
guidance. The new technology creates further complexities and also adds some 
urgency to finding a proper approach to childhood sexuality. This book will serve 
to encourage much-needed scientific research and understanding of this subject.

■■ A D O L E S C E N T  S E X U A L  D E V E L O P M E N T 

I N   T H E   I N T E R N E T   A G E

Even prior to the Internet age, empirical knowledge about “normal” sexual 
behavior in adolescents was still evolving. Studying sexology in adolescents is 
risky and difficult, largely due to sociocultural influences that make research 
on this topic difficult to generalize from and also somewhat culturally taboo. 
Therefore, what is known about adolescent sexual development and normal 
behavior is somewhat limited. Adolescence is an important developmental 
transition period for sexuality because of the natural and dramatic increase in 
adolescents’ desires and urges that emerge during puberty. For today’s adoles-
cents, the Internet has become an important context in which these changes are 
occurring. Peer communication is one of the most popular uses of technology 
by modern youth. Within just a few years, online communication modalities 
have become normative outlets for adolescents as they adjust to their develop-
ing sexuality online and offline.

The Internet is becoming one of the key conduits through which adolescents 
explore their emerging sexuality. Developmental psychologists Smahel and 
Subrahmanyam have proposed a co-construction model in this volume and their 
earlier work (Subrahmanyam & Smahel, 2011)  to integrate adolescents’ digital 
worlds with their offline lives, as these environments are interactive and bidi-
rectionally influential. As Cooper (1998) proposed more than a decade ago, the 
“Triple A Engine” of the Internet (i.e., accessibility, affordability, anonymity) cre-
ates a forum in which sexuality is pervasive. In 2006, it was estimated that there 
were over 400 million pornography sites (FamilySafeMedia, 2006). Thus, adoles-
cents can and do use the Internet to explore their emerging sexuality with ease. 
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Internet-based activities include searching for information about sexuality and 
sexual health, creating and presenting oneself as a sexual person, accessing sexu-
ally explicit content, and engaging in sexual activities online (i.e., cybersex). As 
access to sexually explicit online material becomes increasingly easy, it clearly 
influences adolescents’ perceptions of normal sexual development and behavior.

■■ S T R I K I N G  T H E  B A L A N C E  I N  T H E  D I G I T A L   A G E

As described in this book, adolescents increasingly interact in an online world 
that represents another context for development, similarly to traditional ones 
such as family, school, and neighborhoods (Subrahmanyam & Smahel, 2011). 
Communication forms such as Internet chat rooms, text messaging, image shar-
ing, and social networking provide young people with an opportunity to explore 
their world in a way that has never been available. Young people today can cre-
ate social connections on a scale that is exponentially larger than that of previ-
ous generations. Online interactions allow teens to make more friends but also 
can expose them to new dangers. The breadth and depth of information that is 
now available via digital technology has never been seen in the history of the 
world. The Internet can provide young people with increased opportunities to 
develop healthy social outlets, explore educational programs, and stay in tune 
with cultural developments. From a sociological perspective, the Internet creates 
opportunities for young people to develop more completely than ever before.

However, as seen in the preceding chapters, there is a dark side to adolescents’ 
use of technology. Digital images and text can be easily communicated electroni-
cally to large numbers of people for whom they were not necessarily initially 
intended. Technology allows for the posting of pictures, videos, and messages 
with sexualized images and content documenting or seemingly promoting social 
interaction with other adolescents. Unlike the nude or seminude Polaroid photos 
taken by adolescents in the past, these digital images can be sent to an enormous 
population nearly instantly. And once an image is on the Internet, it becomes vir-
tually impossible to remove. These seemingly innocent and casual digital image 
transmissions can become a permanent reminder of an adolescent indiscretion 
and can have significantly worse consequences than before the digital age.

Also with this new technology, youth may develop sexually compulsive online 
behavior and sexual addictions. Sexual invitations, wanted and unwanted, are 
common and present adolescents with opportunities for risky behavior. Limited 
longitudinal data suggest that increased exposure to online sexual content is asso-
ciated with more casual sexual exploration in offline settings (Lo & Wei, 2005). 
Chat rooms and social networking sites can also be used by adult predators seek-
ing to exploit youths via pornographic images and child prostitution. In Wisconsin 
in 2009, an adolescent homosexual male was accused and convicted of posting a 
nude image of an adolescent female online (Walker, 2009). He requested that male 
adolescents interested in a real relationship connect with the female by sending 
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nude photos of themselves to her. When he received these nude digital photos 
of other male adolescents, he then blackmailed these young men into having sex 
with him, threatening otherwise to post their photos online. He was convicted of a 
felony and imprisoned. However, for his victims, their photos would have endured 
forever in cyberspace if posted. These dangers are real and are not yet fully appre-
ciated by the adolescents of today.

As the risks increase for adolescent users of technology, there is debate over 
where and when regulatory agencies and government could and should inter-
vene to prevent negative outcomes. Thus, policymakers, legislators, clinicians, 
and parents are left to strike a difficult balance between preserving the important 
opportunities for exploration provided by digital technologies while maintaining 
appropriate safeguards to prevent dangerous outcomes for adolescents. Legislative 
initiatives have been the primary strategy used thus far in an attempt to main-
tain this balance. Laws have been passed at both the state and federal levels that 
limit known sexual offenders from accessing chat rooms and social networking 
sites, theoretically creating a space where adolescent exploration of such sites is 
protected. For example, the Keeping the Internet Devoid of Sexual Predators Act 
(KIDS Act) of 2008 requires that sexual offenders provide all of their Internet iden-
tifiers to a central sex offender registry and that the these identifiers be stored and 
monitored by the U.S. Attorney General. Moreover, as seen in Chapter 5, several 
state legislatures have passed sexting laws, although these statutes are not uniform 
and vary in scope and punishment. While many of these laws are innovative, it is 
yet to be seen which, if any, of these legislative strategies are effective at protecting 
adolescents as they mature sexually.

As noted in the preceding chapters, there is limited evidence regarding the 
complex interactions between adolescents, the Internet, social networking, and 
sexuality. Many of the potential dangers of adolescents’ use of electronic technolo-
gies have been noted. However, educational initiatives that focus on sexuality and 
technology are as of yet underused as a means of promoting healthy adolescent 
sexual exploration on the Internet. Large-scale, evidence-based efforts at promot-
ing Internet safety with a specific focus on sexuality are lacking. Young people, 
their parents, their teachers, and their clinicians would all be important targets for 
such educational programs. Creating widespread educational programs to help 
adolescents comprehend the potentially drastic consequences of their behavior on 
social networking sites and the Internet could help deter abuse and misuse of such 
technologies. Ideally, these programs would be based on knowledge from existing 
research and designed to appeal to adolescents. Perhaps young people could be 
educated using the very social networking sites, chat rooms, and websites they fre-
quent. Formal investigation into how to reduce the traditional gap between sexu-
ally related material that is educational and entertaining may help in developing 
programs that support healthy sexual development among adolescents.

New strategies aimed at maximizing the benefit of digital technology while 
minimizing harm should be rigorously evaluated. The balance alluded to above 



15. Conclusion ■ 351

will be difficult to achieve and will be constantly shifting with developments in 
digital technology. Strategies aimed at promoting responsible use of such tech-
nology by adolescents should involve multidisciplinary efforts by key stakehold-
ers; lawmakers, law enforcement agencies, clinicians, parents, and developers of 
electronic technology all have a place in this discussion. In addition, including 
adolescents themselves as the primary and most knowledgeable stakeholders will 
be important in developing strategies to understand shifting sociocultural norms 
about sexuality and technology. Flexible, informed, and innovative approaches to 
facilitate normative sexual development in the face of emerging technologies will 
require collaborative development and consistent reassessment of shifting needs.

■■ S E X U A L  D E V E L O P M E N T ,  T E C H N O L O G Y , 

R E S E A R C H ,  A N D  M O V I N G  F O R W A R D

What effects do these new technologies have on adolescent sexual development? 
As elucidated in the chapters of this book, the new technology has serious 
social, psychological, and legal implications for adolescent sexual development. 
The effect of new technologies and forms of communication should be consid-
ered, studied, and thoroughly evaluated because new and increasingly complex 
questions abound. Research initiatives on important topics such as adolescent 
pornography addiction, cyber-bullying, social networking, and sexting have 
begun, but researchers are only just beginning to explore the complex interac-
tion between technology, sexuality, and development. Research into these areas 
will be important in creating a framework from which to make informed policy 
decisions and treatment recommendations. Without such information, it will be 
difficult if not impossible to understand normal sexual development as influ-
enced by modern communication modalities and the Internet.

Beyond research into topics of sexuality and technology, however, it will also be 
important to study the impact of attempts to promote safe adolescent sexual devel-
opment. Research on the impact of the laws being put into place will help to tease out 
which approaches are most useful and which are not. In some instances, differing 
local statutes will offer opportunities for naturalistic study of different interventions. 
Individual treatment approaches that take into account the impact of digital technol-
ogy on adolescent behavior should be tracked, evaluated, and considered. These data 
can then be used to help create evidence-based legislation and treatment approaches 
for future adolescent cohorts. The importance of a strong knowledge base will 
become even more important as today’s computer-literate, social-networking youth 
go on have children themselves. As alluded to above, accurate and quantifiable lon-
gitudinal data will be important in influencing future directions as we strive to bal-
ance the potential benefits versus the pitfalls of digital technology.

As investigators move into the next phase of research, we will need to recon-
sider the current paradigm of study into how adolescent sexuality adapts to new 
technology. Technologies will likely continue to advance at an increasingly rapid 
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pace. If we continue to focus our research interest in response to new technolo-
gies, we will fall farther and farther behind. Already, research initiatives about the 
influence of relatively old phenomena such as social networking sites and chat 
rooms are becoming outdated. Thus, moving forward, the “gold standard” for 
research will involve anticipating the effects that new technologies may have on 
adolescent sexuality. These types of forward-looking studies will involve recog-
nizing patterns that electronic technologies have on adolescent development and 
anticipating effects even while specific new technologies are still in development. 
To do this, researchers will increasingly have to partner with those on the cutting 
edge of developing new technologies. This type of anticipatory research is not yet 
possible, but these types of projects will be essential if scholars hope to keep pace 
with technology.

■■ P R A C T I C E  I M P L I C A T I O N S

As scholarly interest into adolescent development expands, it will be important 
for clinicians who interact with adolescents to consider the impact that emerg-
ing technologies have on the world these youths live in. Current treatment 
approaches and techniques will have to be considered in the context of the 
digital age. As technology continues to advance, a flexible approach to treating 
adolescents will be especially important. Sex educators and therapists who treat 
adolescents and young adults should consider how Internet use shapes teens’ 
understanding of sexuality, sexual identity, and the ability to develop and main-
tain intimate relationships. Integrating the most recent research approaches will 
also allow for greatest sensitivity to an ever-changing world. To care for adoles-
cents and young adults in today’s world and in the future, clinicians must stay 
abreast of the latest developments in digital communication modalities and the 
key issues that arise from them. Increasingly, as communication technologies 
break down traditional barriers between clinician and client, ethical consider-
ations will be of utmost importance. Finally, clinicians who treat adolescents 
will need to consider the recovery of children who are exposed to harm from 
the Internet and to stay abreast of available treatments.

Even more important than treating adolescents affected by Internet sexual 
technology is preventing these difficulties in the first place. Educational programs 
for children and adolescents should provide them with the skills they need to cope 
with technology as they develop sexually. Educational programs already exist to 
teach driving skills, computer skills, social skills, and pro-social values. The Perry 
School Project programs that teach pro-social skills beginning in three-year-olds 
have been shown to lead to drastically reduced rates of antisocial behaviors, juve-
nile delinquency, and adult criminality compared to a matched control group with 
a 40-year follow-up study (Schweinhart et al., 2005). Similar programs should be 
developed to help children and adolescents deal safely and appropriately with rap-
idly advancing technology.
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■■ S U M M A R Y

Technology has irreversibly altered the world of adolescents. Today’s teen-
agers must learn to navigate the delicate balance between online and offline 
forms of communication. Technology will continue to advance at an incredible 
rate, making it difficult to study sociocultural effects at a single point in time. 
Parents, educators, mental health professionals, lawyers, and law enforcement 
agencies have all been left to contend with the positive and negative effects of 
new technology on adolescents. Protecting the liberties of adolescents as they 
explore their sexuality in the digital age will need to be balanced against provid-
ing appropriate protections from the new dangers of the digital age. A multidis-
ciplinary approach, as demonstrated in this book, will be helpful in confronting 
this ever-shifting balance as technologies continue to evolve. Innovative and 
flexible research initiatives, legislative strategies, preventive educational pro-
grams, and treatment approaches will all be important in helping youths in 
achieving normative sexual development in the twenty-first century.
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