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Abstract—In this paper we have demonstrated a simple and 
secure method to encrypt and decrypt a color image. In the 
proposed method, the color image is initially encrypted with 
jigsaw transform and followed by double random phase 
encryption. The jigsaw transform is employed at the input plane 
and random phase masks (RPMs) are placed at the Fourier 
planes. The jigsaw transformed image is Fourier transformed 
and multiplied with the RPM1 .Inverse transform of this image is 
performed and multiplied with the RPM2 gives the encrypted 
image. The jigsaw transform indices of the transformed image 
and the random phase code of the encrypted image form the keys 
for the successful retrieval of the data. Encrypting with this 
technique makes it almost impossible to retrieve the image 
without using both the right keys. Results of the computer 
simulation have been presented in support of the proposed idea. 
Mean square error (MSE) between the decrypted and the 
original image has also been calculated in support of the 
technique.  

Keywords- Double random phase encryption; Jigsaw transform;    
Mean square error(MSE) analysis. 

                                  I.  INTRODUCTION  
     In recent years, optical image encryption techniques have 
become very important in optical information processing. It 
has some attractive features such as fast computing and 
parallelism of optics which makes it very useful in the 
information security systems. A large number of information 
security systems based on optical techniques have been 
proposed to protect data from unauthorized use. A well-known 
technique for information encryption is the double random 
phase encoding technique proposed by Refregier and Javidi 
[1], which has been widely used and developed in recent 
years. This technique uses two statistically independent 
random phase masks(RPM) in the input and the Fourier planes 
to encrypt the input image into a stationary white noise. An 
extension of this technique to the fractional Fourier domain [9, 
10] has been presented by Unnikrishnan et al. [8] and later 
significant work has been done in this area by other 
researchers [11–20]. Optical encryption offers several image 
parameters, e.g. phase, amplitude, color, spatial frequency, 
polarization, etc., and can be exploited to perform a robust and 
highly secure encryption. 

    This paper reports a technique for the encryption and 
decryption of a color image using jigsaw transform and the 
random phase encryption method. Jigsaw transform is 
employed at the input plane and the random phase masks are 
placed at the Fourier planes. Jigsaw transformed image is 
Fourier transformed and multiplied with the first RPM .Inverse 
Fourier transform of this image performed and  multiplied with 
the second RPM. This gives encrypted image. 

     The MATLAB 7.0 platform has been used to perform the 
simulations to demonstrate the proposed idea. It is shown that 
the decrypted image matches with the input image only when 
the correct keys are used during the process of decryption. To 
evaluate reliability of the technique, mean square error (MSE) 
between the decrypted and original image has been calculated. 

      II.   ALGORITHM FOR ENCRYPTION AND DECRYPTION 
   
            Encryption process involves the following steps 
 

• The real valued function f(x, y) to be encrypted is 
jigsaw transformed with some index’b’. [denoted as 
Jb{f(x, y)}]. 

• Fourier transform of the jigsaw transformed image is 
performed. 

• The resultant image is multiplied with RPM, R1(u,v). 
• The inverse transform of the product is performed. 
• This image is multiplied with second RPM R2(x, y) 

and this gives the complete encrypted image. 
  
         Decryption process involves the following steps 
 

• Encrypted image is multiplied with the conjugate of 
the RPM, R2(x, y). 

• A Fourier transform is carried out. 
• Resultant image is multiplied with the conjugate of 

RPM, R1(u, v). 
• An inverse transform is performed. 
• A jigsaw transforms with index –b is performed to 

get the original image f(x, y). 
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              III. DESCRIPTION OF THE METHOD 
 

      The proposed 4-f set up (fig.1) can be used to encrypt and 
decrypt a color image by using jigsaw transform and random 
phase masks. Let (x,y) and (u,v), denote, respectively the 
coordinates of input plane and the Fourier transform plane. 
For encryption, the input image pattern is jigsaw transformed 
to Jb{f(x,y)} and its Fourier transform is performed. The 
resultant image is multiplied with the RPM, R1(u, v) at the 
Fourier plane. The inverse Fourier transform of this image is 
performed and multiplied with the RPM, R2(x, y). 
 

 
Fig.1 Proposed optical set-up for encryption and decryption. (a) Encryption 
(b) Decryption; R1(u, v), R2(x, y) are RPMs; L1 and L2 are lenses. 
 

         The random phase functions R1(u,v), R2(x,y) and 
Jb{f(x,y)} chosen to be statically  independent. The functions 
R1(u,v)and R2(x,y) are chosen to be the random phase functions 
and are denoted as exp[iφ1(u,v)] and exp[iφ2(x,y)] respectively, 
with phases uniformly distributed in the interval [0, 2π]. 

 

 
 

   Fig.2 Flowchart of the (a) Encryption (b) Decryption 
             

      IV. COMPUTER SIMULATION AND RESULTS 
 

      The flowchart of the proposed technique is shown in Fig.2. 
A color image of size 256x256x3 pixels has been chosen for 
the study. The MATLAB 7.0 platform has been used for the 
simulations and demonstration of the proposed idea. To 
evaluate reliability of the technique, mean square error 
analysis (MSE) between the decrypted and original image has 
been done. The computer simulation of the proposed method 
is shown in Fig.3.  
 

 
Fig.3 Computer simulation of the encryption and decryption (a) Input color 
image (b)Jigsaw transformed image(c) Encrypted image using random phase 
mask (d) Image obtained after conjugate of the RPM is applied. (e) Decrypted 
image with correct keys (f) Decrypted image with wrong keys. 

      A color image is used as the input image to the encoding 
system as in Fig.3(a). Jigsaw transformed image is shown in 
Fig.3(b). Fourier transformed and random phase encryted 
image is shown in Fig.3(c). It is shown that the decrypted 
image matches with the input image only when the correct 
keys are used during the process of decryption. 

     In order to study the the robustness of the proposed 
method mean square error analysis method is used. 

          
In the above expression C (i, j) and f (i, j) represents 

the encrpted and input image respectively. The MSE between 
input image and decrypted image with the correct key has been 
found to be negligible (10-27). 

                    

                  V. CONCLUSION 

   This paper reports a new method to realize the color image 
encryption based on jigsaw transform and double random 
phase encryption technique. The jigsaw transform index and 
the random phase code of the encrypted image form the keys 
for the successful retrieval of the image. It is shown that the 
decrypted image matches with the input image only when the 
correct keys are used during the process of decryption. 
Computer simulation results have verified the validity and 
efficiency of the proposed technique. Mean square error 
(MSE) between the decrypted and the original image has also 
been calculated in the support of the proposal. 
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